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Introduction
In SA3 #88 meeting, the issue of the DRB IP check failure has been discussed, and the LS was sent to RAN2 [1]: 
	Q2.1: What should be the network and UE behaviour on DRB IP check failure? RAN2 discussed that options at least include discarding of the packet, triggering some kind of failure handling (e.g RLF or SCG failure) or something between these extremes, e.g. sending an indication to network of failed DRB IP check failure.

SA3 answer: 
The user plane integrity protection is introduced for scenario where there is an active attacker between the UE and RAN modifying or injecting data. The correct behaviour in this scenario is to discard the packets failing integrity check. 
If there is an attacker present between the UE and the gNB, it is possible on rare occasions when HFN rolls over, that the PDCP counts gets unsynchronized. A recovery mechanism from the desynchronization of the counters is possible. But the attacker may not go away and the threat may persist, hence the type of recovery mechanism (to do RLF failure or SCG failure) need to be decided judiciously by RAN2.  

Q2.2: Shall the behaviour in Q2.1 relate only to DRB with detected DRB IP check failure or to all DRBs?

SA3 answer: 
SA3 assumption is that the behaviour is relevant only to DRB with detected integrity protection failure. 

Q2.3: Are there any differences in behaviour for the case that the DRB is anchored in MN or SN? 

SA3 answer: 
SA3 assumes that EN-DC5 (Option 3) does not provide integrity protection of the user plane. Integrity protection of user plane is only related to scenarios with 5GC, such as option 7 (LTE assisted DC to 5GC). 
With option 7, SA3 has not made any decision, however, situation where eNB does not support user plane integrity but gNB does, should be acceptable. However, if RAN2 makes a decision that would make the user plane integrity protection easily available in option 7 MeNB (e.g. that MeNB would support 5G RRC and 5G PDCP protocols), SA3 would be happy to assume that the user plane integrity could be available for all DRBs in option 7. 


In this contribution we discuss the open issues of DRB IP check failure from RAN2’s aspect.
Discussion
Actions upon DRB IP check failure
In LS SA3 suggests that the correct behavior of UE in the scenario where there is an active attacker between the UE and RAN modifying or injecting data is to discard the packets failing integrity check. But the attacker may not go away and the threat may persist, hence the type of recovery mechanism (to do RLF failure or SCG failure) needs to be decided judiciously by RAN2.
Since SA3 assumes that EN-DC (Option3) does not provide integrity protection of the user plane, we discuss other 5G Architecture Options related to scenarios with 5GC [2]. In Option2, the gNB is connected to the NGC, which is a single connectivity scenario where the gNB can support user plane integrity. In Option 4, the gNB is connected to the NGC with Non-standalone E-UTRA, which is a dual connectivity scenario where the gNB is MN and the eLTE eNB is SN.  In these two scenarios, there are 2 alternatives of recovery when DRB IP check failure of the gNB occurs due to persistent attack as below. 
· Alt1: UE performs RRC connection reestablishment
· Alt2: the gNB makes the decision based on UE’s report of which DRB fails integrity protection
For Alt1, when the gNB is MN and a DRB experiences IP check failure due to persistent attack, it means that the DRB and even the node of the gNB are not safe. In that case what happens is the RRC connection is re-established with new security key. Furthermore, to let the network know of persistent attack, the new cause value could be added in ReestablishmentCause IE.
For Alt2, SA3 assumption is that the behavior is relevant only to DRB with detected integrity protection failure. With this assumption, only the attacked DRB is impacted. Therefore, one possible way to let the gNB know of persistent attack is that UE reports which DRB of the gNB fails integrity protection. Then the gNB is aware of persistent attack and it makes the decision, e.g. it could refresh the security keys and maintain the connection or release the DRB.
According to the analysis above, we suggest RAN2 to discuss 2 alternatives above for handling of persistent IP attack in SC and DC deployment scenarios Option2 and Option4.
Proposal 1: for UE actions upon DRB IP check failure of the gNB due to persistent attack, we suggest RAN2 to discuss 2 alternatives. 1). UE performs RRC connection reestablishment 2). The gNB makes the decision based on UE’s report of which DRB fails integrity protection. 
In DC deployment scenario Option7, the eLTE eNB is connected to the NGC with Non-standalone NR, which is a dual connectivity scenario where the eLTE eNB is MN and the gNB is SN. The DRB IP check failure of the gNB due to persistent attack could be treated as a kind of SCG failure. Therefore, we propose:
Proposal 2: for UE actions upon DRB IP check failure of the gNB due to persistent attack, it will trigger SCG failure in DC deployment scenario Option7.
For the eLTE eNB, SA3 suggests RAN2 to make a decision that would make the user plane integrity protection easily available in Option 7 MeNB (e.g. that MeNB would support 5G RRC and 5G PDCP protocols). The similar consideration is also needed for Option 4 SeNB. It is agreed that for UEs that are connecting via E-UTRA to 5GC, only NR PDCP is used for the DRBs, which is also applicable for option 7 and option 4 [3]. In addition, NR security algorithms and KeyToUse included in NR RadioBearerConfig IE is supported in [4]. Therefore, user plane integrity protection could be available in Option 7 and Option4.
Proposal 3: user plane integrity protection of the eLTE eNB could be available in Option 7 and Option4.
Figure 1 shows the UP IP check failure procedures when the gNB is SN as below.


Figure 1 UP IP check failure procedures when the gNB is SN

The detailed steps are in the following.
Step1: UE should discard the data failing integrity check when an attacker starts to modify or inject data between the UE and the gNB (SN).
Step 2: UE decides persistent attack of DRB IP check failure when the attacker does not go away.
Step 3: UE reports SCG failure of DRB IP check failure to the eLTE eNB (MN).
Step4: the eLTE eNB indicates SCG failure of DRB IP check failure to the gNB.
Step5: the gNB sends SCG reconfiguration to recovery the transmission.
According to the analysis above, we propose:
[bookmark: _GoBack]Proposal 4: UE should discard the data failing integrity check.
Proposal 5: UE reports SCG failure of DRB IP check failure to the eLTE eNB (MN) when UE decides persistent attack, and new cause value could be added in SCGFailureInformation message.
Proposal 6: the eLTE eNB indicates SCG failure of DRB IP check failure to the gNB in the inter-node message, and the gNB sends SCG reconfiguration to recover the transmission.
How to decide persistent attack
In LS SA3 assumes that the UE behavior is relevant only to DRB with detected integrity protection failure. That means the DRB IP check failure due to persistent attack should be decided per DRB. There are 2 methods of how to decide persistent attack as follows [5, 6] assuming DRB_X is the attacked DRB with detected integrity protection failure. 
· Method 1: the amount of the PDCP PDU/packet failing integrity check on the DRB_X reaches a threshold
· Method 2: a timer since the first PDCP PDU/packet failing integrity check on the DRB_X expires
Considering the DRB IP check failure due to persistent attack is related to both the amount of PDCP PDU/packet and a certain timer, we propose that UE decides persistent attack by a sliding time window in which the amount of the PDCP PDU/packet failing integrity check on the DRB_X reaches a threshold.
Proposal 7: UE decides persistent attack by a sliding time window in which the amount of the PDCP PDU/packet failing integrity check on the DRB_X reaches a threshold.
Conclusion
According to the analysis in section 2, we propose for DRB IP check failure:
Proposal 1: for UE actions upon DRB IP check failure of the gNB due to persistent attack, we suggest RAN2 to discuss 2 alternatives. 1). UE performs RRC connection reestablishment 2). The gNB makes the decision based on UE’s report of which DRB fails integrity protection. 
Proposal 2: for UE actions upon DRB IP check failure of the gNB due to persistent attack, it will trigger SCG failure in Option7.
Proposal 3: user plane integrity protection of the eLTE eNB could be available in Option 7 and Option4.
Proposal 4: UE should discard the data failing integrity check.
Proposal 5: UE reports SCG failure of DRB IP check failure to the eLTE eNB (MN) when UE decides persistent attack, and new cause value could be added in SCGFailureInformation message.
Proposal 6: the eLTE eNB indicates SCG failure of DRB IP check failure to the gNB in the inter-node message, and the gNB sends SCG reconfiguration to recovery the transmission.
Proposal 7: UE decides persistent attack by a sliding time window in which the amount of the PDCP PDU/packet failing integrity check on the DRB_X reaches a threshold.
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