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1 Introduction

In previous RAN2 meeting, RAN2 agreed that per DRB integrity protection for DRB is supported in NR.

	For MR-DC with 5GC, UP integrity protection can be consfigured on a per radio bearer basis.


However, it is an open issue that when the DRB IP failure occurs, what the behavior of the UE and network is respectively. In this paper, we will discuss the behavior of the UE and network due to DRB IP failure and ensure the reliability of the data transmission.
2 Discussion

In the SA3 LS, the following description was indicated [1]:

“The user plane integrity protection is introduced for scenario where there is an active attacker between the UE and RAN modifying or injecting data. The correct behaviour in this scenario is to discard the packets failing integrity check”
Therefore, based on the LS content, the packet is invalid and meaningless if the DRB IP failure occurs and  the correct behavior is to discard the corresponding PDCP PDU in the receiver side and that is also align with the SA3 assumption.
Proposal 1: The PDCP PDU should be discarded at receiver if the DRB IP check fails.
In TS 33.899, it indicates that the MAC can be 32 bit as LTE or 64 bit and the device can indicate which it prefers. Copy the text from 33.899 as below:
It shall be possible to negotiate the use of UP integrity between 5G UEs and 5G networks in 5G phase 1. Its use shall be determined by the network.

Algorithms allow either 32-bit or 64-bit MACs to be produced, and the device can optionally indicate which it prefers.
It is obvious that the UE will report the preferred MAC size to the network and then the UE and network will use the same MAC size if the DRB IP is configured. There are 2 options to report the UE preferred MAC size to the network (gNB):
Option 1: the UE report the preferred MAC size to the gNB via MSG3 or MSG5 message.
Option 2: the UE report the preferred MAC size in NAS message with the UE security capability and the CN will configure the preferred MAC size with the UE security capability together to the gNB via N3 message
Currently, the UE will report the UE security capability to the network via NAS message. The preferred MAC size is some kind of UE capability related UE security information. It is reasonable to report the preferred MAC size together with UE security capability via NAS message.

Proposal 2: the UE will report the preferred MAC size via NAS message.

Proposal 3: send LS to CT1 and SA2 if the proposal 2 is agreed.
2.1 Behaviors of the UE and network
When the first PDCP IP failure is detected, there may not be external attacks, but just a transmission error. So it is no need to trigger the indication for the MN immediately, and the PDCP PDU can be discarded due to the IP check failure. For the RLC AM mode bearer, the discarded data will be lost because there is no re-transmission and recovery mechanism, so when the first DRB IP failure data is detected, the receiver should try to trigger the sender to recover the lost data at least for the RLC AM firstly. If the amount of the PDCP PDU IP failure is increased, then the external attacks may be real and on-going, and the NW should react fast and try to remove the problem. When the DRB IP failure is detected, the MN should be informed and some action should be triggered in the MN, e.g. refresh the Key.
Proposal 4: The receiver should try to trigger the sender to recovery the lost data due to IP failure at least for the RLC AM firstly.
When the DRB IP failure is detected in network side and the PDCP is located in the MN, the MN can know the DRB IP failure happened, while on the other hand if the PDCP is located in SN and the SN should inform the MN about the DRB IP failure issue via Xn interface. 
If the SN detect the first DRB IP failure, it is not necessary to report he DRB IP failure immediately because there is no attack actually, just happen randomly as explained in [2]. Instead the SN should try to recovery the DRB IP data firstly. How does the SN decide to report the DRB IP failure issue to the MN? The SN can decide the reporting based on the number of the DRB IP failure packet or a timer. 
Option 1: define a counter to count the DRB IP failure packet, when the counter meet a threshold, then the SN can be triggered to report the DRB IP failure issue to the MN.

Option 2: when the first DRB IP failure packet is detected, then start a timer. When the timer expiries, then the SN can be triggered to report the DRB IP failure issue to the MN.

Proposal 5: For uplink in network side, if the DRB IP failure is detected in SN and the amount of the PDCP PDU IP failure reaches a threshold, then the SN should inform the MN about the DRB IP failure indication via Xn interface.

Proposal 6: send LS to RAN3 about the about the DRB IP failure indication via Xn interface from SN to MN.
For the same reason as DRB IP failure detected in UE side, the DRB IP failure is not due to attack, just happen randomly. So the RRC connection reestablishment should be not triggered if the DRB IP failure is detected by the UE. The UE should report the DRB IP failure issue to the network based on the number of the DRB IP failure packet or a timer as explained as above.
If the DRB IP failure is detected in UE side, the UE should inform the DRB IP failure to the network. In this case, the UE can send the indication via SCG SRB or MCG SRB. No matter which node receives the indication, the MN is the responsible node to handling the issue, so the UE should send the indication to the MN directly in order to reduce the delay to handling the issue.

Proposal 7: for downlink, the RRC connection reestablishment is not trigger if the DRB IP failure is detected by the UE. Instead the UE should report DRB failure issue to the network.

Proposal 8: For downlink in UE side, if the DRB IP failure is detected in UE and the amount of the PDCP PDU IP failure reaches a threshold, the UE should inform the MN the DRB IP failure indication via MCG SRB directly no matter what kind of bearer encounter the DRB IP failure.

It is necessary that the network know the DRB on which the DRB IP failure is detected. But the time information and location information where the DRN IP failure is detected is useful for the operator to troubleshoot the hidden attack or security threatens.
Proposal 9: the DRB IP failure indication should include at least the DRB ID, the time and location information when the DRB IP failure is detected can be included in the DRB IP failure indication.

Proposal 10: After the MN receiving the indication about the DRB IP failure case, the MN behavior is up to network implementation.

2.2 PDCP PDU recovery due to DRB IP failure
In LTE, the reliability of data carried by the DRB with AM RLC will be guaranteed by the ARQ and HARQ mechanism. There is no DRB IP function in the LTE and it is introduced in NR. However, the DRB IP failure will cause the data loss as SA3 mentioned in [1] and it will impact the reliability of the data transmission especially for the DRB configured with RLC AM. So receiver side can trigger a PDCP status report for the DRB if the DRB IP failure occurs in order to meet the requirement of the reliability transmission.
The purpose of the PDCP status report from receiver side is to trigger the sender side to retransmit the NACK PDCP PDU, and to enable this, the sender side should cache the PDCP PDU for a while. But how long the sender caches the transmitted PDCP PDU is not decided. The obvious method is based on the PDCP status report. The PDCP status report indicates the NACK PDCP PDU, and the SN with PDCP not existing in the PDCP status report will be released. Another way is to define a timer, when the timer is expiry, the PDCP PDU which is cached in the sender buffer before the timer starts will be released.
Proposal 11: The PDCP status report should be triggered in the receiver side based on the rules if the DRB IP failure occurs. The PDCP PDU should be retransmitted in the sender side based on the PDCP status report from receiver side. The sender side should cache the PDCP PDU for a DRB if the DRB IP is configured and at least for the RLC AM bearer. The cached PDCP PDUs are released based on the PDCP status report from receiver side or based on a timer.
Another issue is how to trigger the PDCP status report. We think when the DRB IP failure occurs then the PDCP status report can be triggered. But in order to reduce the amount of the PDCP status report, a counter can be defined which will be increased by one when the DRB IP failure occurs. When the counter reaches the maximum value, then the PDCP status report is triggered. At the same time, we can also use a timer to control the PDCP status report trigger.

Proposal 12: The trigger of the PDCP status report is based on the number of the DRB IP failure packet or based on a timer since the first DRB IP failure occurs.
3 Conclusions:

In this contribution, we discuss the behavior of the UE and network due to DRB IP failure and ensure the reliability of the data transmission:
Proposal 1: the PDCP PDU should be discarded if the DRB IP failure.
Proposal 2: the UE will report the preferred MAC size via NAS message.

Proposal 3: send LS to CT1 and SA2 if the proposal 2 is agreed.
Proposal 4: The receiver should try to trigger the sender to recovery the lost data due to IP failure at least for the RLC AM firstly.
Proposal 5: For uplink in network side, if the DRB IP failure is detected in SN and the amount of the PDCP PDU IP failure reaches a threshold, then the SN should inform the MN about the DRB IP failure indication via Xn interface.

Proposal 6: send LS to RAN3 about the about the DRB IP failure indication via Xn interface from SN to MN.
Proposal 7: for downlink, the RRC connection reestablishment is not trigger if the DRB IP failure is detected by the UE. Instead the UE should report DRB failure issue to the network.

Proposal 8: For downlink in UE side, if the DRB IP failure is detected in UE and the amount of the PDCP PDU IP failure reaches a threshold, the UE should inform the MN the DRB IP failure indication via MCG SRB directly no matter what kind of bearer encounter the DRB IP failure.

Proposal 9: the DRB IP failure indication should include at least the DRB ID, the time and location information when the DRB IP failure is detected can be included in the DRB IP failure indication.

Proposal 10: After the MN receiving the indication about the DRB IP failure case, the MN behavior is up to network implementation.
Proposal 11: The PDCP status report should be triggered in the receiver side based on the rules if the DRB IP failure occurs. The PDCP PDU should be retransmitted in the sender side based on the PDCP status report from receiver side. The sender side should cache the PDCP PDU for a DRB if the DRB IP is configured and at least for the RLC AM bearer. The cached PDCP PDUs are released based on the PDCP status report from receiver side or based on a timer.
Proposal 12: The trigger of the PDCP status report is based on the number of the DRB IP failure packet or based on a timer since the first DRB IP failure occurs.
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