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1. Overall Description:

SA3 has discussed the RAN2 questions on security related aspects of supporting LTE eNB serving UEs attached to 5GC, and would like to give the following input to RAN2:
RAN2 Question 1: Can the current mechanism in E-UTRAN for (re) derivations of RAN keys during mobility that support forward and backward security be adopted as a working assumption for NG-RAN supporting E-UTRA access? Is the Key hierarchy any different from the E-UTRAN version?
Access Stratum (AS) key chaining model during handovers is same in 5G and LTE, i.e., using {NH, NCC} pair, PCI, and ARFCN. The AS key hierarchy for 5G is same as LTE except the user-plane integrity key (i.e., Kupint) derivation. For dual connectivity, master node controlled COUNTER is also same in 5G and LTE. The AS keys KgNB, KeNB, KgNB*, KeNB*, and NH are 256 bits long.
Question 2: Will 5G CN introduce support for new AKA algorithms and credentials, and if so will this have any impact on NG-RAN supporting E-UTRA access or can NG-RAN supporting E-UTRA access treat the keys (e.g. KgNB) in the same way regardless of which AKA or credentials was used?

The 5G authentication framework will support several authentication methods. However, the chosen authentication method will be transparent to the RAN, and the key hierarchy produces unified RAN keys with any authentication method.
Question 3:  Can SA3 clarify if legacy LTE security algorithms (i.e. SNOW 3G, AES, ZUC, Null Integrity/Ciphering) are supported in the AS layer for LTE eNBs serving UEs attached to 5GC or EPC independent of PDCP version for SRBs and DRBs (i.e LTE PDCP & NR PDCP)?

SA3 assumes that LTE RRC and NR RRC will use their own namespaces for algorithms. SA3 is not planning to introduce NR algorithm identifiers to LTE RRC or LTE algorithm identifiers to NR RRC. LTE eNB attached to 5GC or EPC could use the LTE algorithms independent of the PDCP versions. However, SA3 has not yet analysed the issue in detail. Note that the NR and LTE algorithms are identical in phase 1.
Question 4: Can SA3 and CT1 clarify if the UE security capabilities related to the security algorithms used in AS layer will be signalled on 5G NAS layer and provided to the AS layer from 5GC during initial UE context setup?
SA3 has not yet specified how the security algorithms are negotiated with LTE connected to 5GC. However, SA3 assumes that the legacy mechanisms for indicating the UE security capabilities between the UE and the CN, and between the CN and the RAN are re-used. The solution depends on RAN2 requirements on which RRC variants (i.e. NR, LTE or both) are supported by eNB.
Question 5: Will new AS security algorithms and Key Derivation Function be introduced for 5G-CN and NG-RAN supporting E-UTRA access in future? If so, kindly share their names and can these algorithms be optionally supported by LTE eNBs serving UEs attached to 5G-CN?
SA3 agreement is that LTE and NR security algorithms can evolve independently, and new algorithms can be added to LTE or NR or both of them after phase 1. The names of these future algorithms are not known, however, SA3 assumes that the protocols will include spare bits to indicate such extensions, and that phase 1 AMF and eNB/gNB would understand that the spare bits refer to new algorithms.
SA3 has not yet decided if the key derivation function is static or negotiated.
Question 6: Will 256 bit security algorithms be supported for 5G-CN and NG-RAN supporting E-UTRA access? If so, can SA3 clarify if the current handling of keys in RAN (which is based on 256 bits) would be able to support the introduction of new 256 bits algorithms?
SA3 is currently studying the use of 256 bits security algorithms, and they may be introduced in future releases. Rel-15 will not include such new algorithms.
SA3 understanding is that the current handling of keys in RAN is capable of supporting the new 256 bits algorithms.
Question 7: Can SA3 confirm that RAN 2 can adopt Integrity Protection for User Plane as an optional feature for both eNB connected to 5GC and UE?

SA3 is not planning to update the LTE protocols to support negotiation and use of integrity protection for user plane. However, if RAN2 adopts corresponding NR protocols to LTE eNB, the feature can be optionally activated based on the UE capabilities in the same way as NR.
2. Actions:

To RAN2 group.

ACTION: 
SA3 asks RAN2 group to take the input into account, and provide more information on RAN2 requirements. Especially, SA3 needs to know which RRC and PDCP versions are supported in different variants of eNBs and gNBs connected to 5GC in Rel-15 (i.e. options 2, 4, 5 and 7).
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