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[bookmark: _Ref429645891]Introduction
[bookmark: Proposal_Pattern_Length]This is to collect company view on security framework for MSG4 in inactive state.

Security framework options for MSG4
The basic understanding is:
· There is always key refresh (horizontal or vertical based on options below) in resume procedure, i.e. new key is used for MSG 4;
· MSG 4 is always encrypted and IP protected

Based on online discussion, there are 3 options on the table.  (I forgot the detailed wording, but these 3 option3 are same as what captured in chairman note)

Option 1: NCC is provided in the message which move the UE to inactive state; 
Option 2: NCC is provided in unprotected part of resume message; 
Option 3: Horizontal key derivation is always used for MSG4;

Companies are invited to provide your view on which options are acceptable to you and which options are not acceptable to you, and pls also provide reason. 
 

Please provide your view 
	Company's name
	Acceptable:
    Unacceptable:
	Remark

	
	Acceptable:
    Unacceptable:
	

	Ericsson
	Unacceptable: 2.
	We prefer option 1:
· Network has the flexibility to enable vertical key refresh without the need to perform intra-cell HO when UEs are not moving in connected mode;
· With option 1, one can achieve the same result as option 3; 
· For small data transmission that is a more future proof solution.


Option 2 is NOT acceptable for us:
- Too complex compared to the other solution as half of the message is sent the encrypted and half unencrypted;
- A horizontal key refresh possibly followed up by a vertical could occur, sometimes, i.e. more complex;
- Not good for small data transmission.



	OPPO 
	Acceptable 1 and 3
	The NCC is integer from 0 to 7 in LTE.  If the UE is always configurd the new NCC with each resume procedure, the NCC will be exhausted soon.
So we prefer the NCC configuration in the suspend message is up to network decision.

NextHopChainingCount ::=					INTEGER (0..7)



	Huawei, HiSilicon
	Unacceptable: 1

	A very common scenario is that the UE is suspended immediately after resuming (small data transmission or RNA update for mobility).

Option 1 has no clear benefit over option 3:
 - UE power consumption is increased if the gNB waits for the path switch before suspending the UE
- key refresh during connected is needed if the gNB doesn't wait for path switch and CN provided new key materials

We support option 2 because:
- small data transmission is straightforward (forward the whole initial UE PDU with MAC-I and data to last serving gNB for verification and decoding)
- there is no delay for suspension or need for key refresh during connected 
- the network can decide the need for vertical derivation based on the target RAN node, like in handover


	Interdigital
	Unacceptable: 2
	Option 2 is more complex:
· MSG4 has both encrypted and unencrypted parts
· UE needs to first extract the NCC from MSG4 before it can decode MSG4
   Option 3 has further benefit in that it may avoid need to perform two key changes at the UE in the same resume procedure

	CATT
	Unacceptable: 1
	Comparing to option 3, option 1 has no clear benefit. Furthermore, option 1 needs UE to store NCC not used for certain time, which is not good. For EN-DC, we agree the sk-counter will not be sent to UE before it is really used. 

	Samsung
	
	It would be good to clarify the assumptions for the options on the table:
Assumptions:
1. MSG4 is sent on SRB1 both integrity protected and encrypted
2. Based on SA3 LS [R2-1801752] the overall security framework for connected mode UEs in NR is same like the LTE framework based on answer to Q1 i.e. “Access Stratum (AS) key chaining model during handovers is same in 5G and LTE, i.e., using {NH, NCC} pair, PCI, and ARFCN. The AS key hierarchy for 5G is same as LTE ……. ”

In LTE framework:
a. During X2 HO the source eNB may receive [NH, NCC] pair from MME during path switch
b. During S1 HO the target eNB receive [NH, NCC] pair from MME

Based on the above assumptions we would like to ask the following questions:
1.  In what scenarios does the source gNB may receive [NH, NCC] pair from the 5GC?
Our understanding as follows:
a. When UE already in connected and experience X2 HO during mobility source gNB may receive [NH, NCC] pair
b. When UE resume in the target gNB then during the UE context re-location and path switch the source gNB may receive [NH, NCC] from the 5G CN

Do companies share the common understanding on the views expressed above?

If yes, then we have following questions for clarifications:
1. For scenario a, how does the source gNB consume the unused [NH, NCC] pair (if received from 5GCN) to break the key chaining in the 3 options on the table
2. For scenario b, how does the source consume the unused [NH, NCC] pair (if received from 5gCN) to break the key chaining in the 3 options on the table

For us it is difficult to conclude on the options without having a common understanding on the above questions for all the 3 options (Note these are new aspects and not discussed in the online discussion yesterday)

We would encourage the proponents to clarify the above questions.

	ZTE
	Unacceptable 3
	Without considering small data transmission, both option 1 and option 2 are okay. 
With small data transfer considerations, option 1 seems slightly preferable. 

- We don’t support option 3 because this will necessitate horizontal key derivation all the time and as Huawei mentioned above, this cannot be mandated for the network (especially without knowing the target). 

	vivo
	Prefer Option1,
Unacceptable Option 2

	For Option1, agree with Ericsson that Option 1 is simpler and future-proof for UL data transmission in INACTIVE compared with Option 2. 
For Option 2, complexity is foreseen and should be avoided.
For Option 3, we think it can be implemented as a special case in Option 1. With Option 1, network has the freedom to make UE perform either vertical or horizontal key derivation (depending on NCC is updated or not). Thus Option 1 has more flexibility compared to Option 3.

	Lenovo/ MotM
	Prefer Solution 1 and other two are also acceptable.
	

	Qualcomm
	Acceptable 2
	Even though all options seem feasible from resume procedure perspective, Option 2 is better for small data as explained by HW and more flexible by providing the security via serving gNB. To respond to Samsung, current NGAP allows updating NCC anytime by AMF (pending SA3 approval)

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


12 companies provided input. 
Unacceptable 1: Huawei, HiSilicon, CATT
Unacceptable 2: Ericsson, IDT, VIVO
Unacceptable 3: ZTE

Based on company inputs, no consensus is foreseen. Considering only 2 meetings left, RAN2 should make decision as soon as possible.
Proposal 1: Aim to agree one solution and send LS to SA3 for further check. 

Security framework options for MSG3
Based on online discussion, there are 2 options on the table. 
Option 1: new key is used for the calculation of MAC-I in MSG3
Option 2: the key used in last serving cell is used for the calculation of MAC-I in MSG 3;

Companies are invited to provide your view on which options are acceptable to you and which options are not acceptable to you, and pls also provide reason. 
 

Please provide your view 
	Company's name
	Acceptable:
    Unacceptable:
	Remark

	
	Acceptable:
    Unacceptable:
	

	Ericsson
	Preferred Option 1
	As all options for MSG.4 encryption (discussed in section 2) rely on new keys upon resume, UE will anyway have the new keys. Hence, we see no reason not to use the new key as the serving gNB can anyway verify the UE. Hence, we prefer option 1. That would also avoid the UE having to use two keys in the same procedure. More benefits can be checked in papers.


	OPPO
	Option 1 or 2
	The MAC-I size is 32 bit in LTE.  And 32 bit or 64 bit in NR as indicated in the NR33.899. So we care about the MSG3 size if the MAC-I is included in the MSG3. 

Algorithms allow either 32-bit or 64-bit MACs to be produced, and the device can optionally indicate which it prefers.


	Huawei, HiSilicon
	Preferred option 2
	RAN2 agreed that msg3 should be verified by the last serving gNB before transferring the context, so data and MAC-I using old key can be forwarded to last serving gNB for verification and decoding, while new keys are used upon reception of msg4. 

	Interdigital
	Option 1 is preferred
	Use of the new key is preferred as:
· Avoids that the UE stores two keys (given answer from 1., the UE has already generated a new key)
More forward compatible for small data transmissions (data in MSG3 can be transmitted with new key)

	CATT
	Option 2 is preferred
	For msg3 can be verified by the last serving gNB, so old key can be used for msg3, and new keys are used for msg4.

	Samsung 
	Option 1 and Option 2 both possible
	We do not have a strong preference

	ZTE
	Option 1 or 2
	Again we think the consideration is mainly for small data transfer. If we assume early transfer of small data then option 1 is preferable. 

	vivo
	Prefer Option 1
	It is better that UE uses the most fresh key in the target cell. Given UE anyway needs to use new key to verify MSG4, we see no reason for the UE to use the old key for MSG3.

	Intel
	Option 1
	

	Lenovo/ MotM
	The Key derived based on the most latest available NCC
	

	Qualcomm
	Option 1 preferred
	As SA3 always points out, updating keys is good.

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


[bookmark: _GoBack]13 companies provided input. 

New Key: 8
Old Key: 6

Based on company inputs, most companies prefer option 1. 
Proposal 2: new key is used for the calculation of MAC-I in MSG3.
Any other issues?
xx



Offline discussion report
[bookmark: _Toc494187378]Proposal 1: Aim to agree one solution and send LS to SA3 for further check.
Proposal 2: new key is used for the calculation of MAC-I in MSG3.
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