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1. Overall Description:
RAN2 discussed the common security framework for the state transition from RRC_INACTIVE to RRC_CONNECTED i.e. resume procedure and the re-establishment procedure. The overall security procedure can be depicted as follows:




The overall security procedure is summarized as follows:

1. The authentication token (eg. shortMAC-I in LTE) for UE verification is included in MSG3. The authentication token shall be generated using the old gNB key.   
2. UE derives the new key based on horizontal key derivation such that the input parameters to KDF is old/existing active key, PCI of cell on which resume request/re-establishment request is sent and 5G-ARFCN-DL of the cell.
3. Upon receiving the MSG3 on SRB0 which includes the UE ID and authentication token, the new gNB forwards the following information to the old gNB for UE context fetch:
a. UE ID and authentication token
b. PCI and 5G-ARFCN-DL 
4. The UE verification is done by the old gNB. The new key is derived by old gNB and provided to new gNB along with UE context. MSG4 is integrity protected and ciphered using new key and sent on SRB1.


SA3 is requested to provide guidance on the following:
1. Confirm the overall security framework discussed by RAN2. 
2. Confirm the common security framework can be applied to resume and re-establishment

2. Actions:
To SA3:
RAN2 respectfully asks SA3 to take above information into account and respond with:
1. Whether the security framework discussed by RAN2 can be confirmed?
2. Whether the common security framework can be applied to resume and re-establishment?

4. Date of Next TSG-RAN WG2 Meetings:
TSG RAN WG2 Meeting #101Bis	16 - 20, April, 2018		Sanya, China
TSG RAN WG2 Meeting #102s	21 - 25, May, 2018		Busan, South Korea
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