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1 Introduction

In RAN2#99bis，RAN2 had sent an LS[1] to RAN3, SA2 and SA3 on "encrypting broadcasted positioning data" and an LS [2] on "provisioning of positioning assistance data via LPPa for broadcast". SA2 sent a response LS [3] in which 2 options for ciphering key distribution to suitably subscribed UEs is provided to ask for feedback from RAN2.

In this paper, we will discuss the 2 options and give our preference.
2 Discussion
Two solutions from SA2 to support ciphering key distribution are shown in the following.
SA2 discussed two options for ciphering key distribution to suitably subscribed UEs: 

· Option 1: ciphering key data should be transferred from an E-SMLC to MMEs (e.g. using a new LCS-AP message) and then included as a new IE in an ATTACH ACCEPT and TRACKING AREA UPDATE ACCEPT message for delivery to suitably subscribed UEs. Option 2: Ciphering keys are distributed using the EPC-MO-LR procedure. The MME verifies that the subscription data allows MO-LR for key request for the UE and sends a Location Request message to a suitable E-SMLC including an LPP message that includes a request for ciphering keys for the UE requested assistance data SIBs. The E-SMLC delivers the ciphering keys to the UE in LPP messages.For some of the above aspects e.g. MME to E-SMLC interface, corresponding stage-3 changes would be under RAN2, CT1 and CT4 responsibility, and SA2 requests to receive feedback on the foreseen stage-3 impacts before proceeding to approve any CRs.

The corresponding procedures are shown in figure 1 and figure 2. 
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Figure 1. Cipher Key Distribution (Option 1)
The option 1 makes use of ATTACH or TAU procedure to distribute the key to UEs in connected mode. When the E-SMLC founds a Key needs to be updated, the E-SMLC sends a new Ciphering Key in an LCS-AP message to MME. If there is a attach accept or TAU accept message sending to UE, the Ciphering Key can be transferred to UE as a new IE in these two messages. The occasion to send attach accept/TAU accept are quite different from the occasion of ciphering key update. If there is no attach/TAU procedure is ongoing, the ciphering data needs other way to update. So the option 1 can be regard as a supplementary way to transfer ciphering key data and only used in rare case, i.e. TAU and key update happen at the same time. 
Besides, the key is distributed by E-SMLC, so the key may be E-SMLC specific. There are maybe several TAU areas in an E-SMLC area, the UE may move into different tracking areas but in the same E-SMLC area, then the key may will not change. Despite this case, the option 1 will still send the unchanged key in a TRACKING AREA UPDATE ACCEPT message, which increases the signaling overhead. 
Observation 1: The option 1 cannot work independently, only can work in a rare case, i.e. TAU and key update happen at the same time. 
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Figure 2. Cipher Key Distribution (Option 2)
The option 2 is similar to ciphering key distribution procedure in UMTS. UE obtains the Cipher Key in a solicited distribution mechanism. There are several scenarios can be used to trigger this procedure, for example
· When the valid time of Key is expires. 
· When the key stored in the UE cannot decipher the assistance information.

· When the UE the first time initiate the positioning procedure.
Based on above analysis, option 2 are applicable for all the cases to make UE can obtain valid Cipher key, so the option 1 is not needed.
Proposal 1:
Support option 2 as the Cipher Key distribution procedure.
3 Conclusion

In this contribution, we discussed the 2options for key distribution, and give our preference in the following. 
Observation 1: The option 1 cannot work independently, only can work in a rare case, i.e. TAU and key update happen at the same time. 
Proposal 1:
Support option 2 as the Cipher Key distribution procedure.
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