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1 Introduction
RAN2 has made the following agreements about security protection during RRC INACTIVE state transition procedure.
	UE in INACTIVE, trying to resume an RRC connection, can receive MSG4 sent over SRB1 with at least integrity protection to move the UE back into INACTIVE (i.e. not rejected). (RNA update use case)

For INACTIVE to CONNECTED RRC transition, when RAN successfully retrieves and verifies the UE context, RRC Connection Resume kind of message is sent over SRB1 carried by RACH MSG4 with at least integrity protection to resume the RRC connection and, if required, dedicated radio resource configuration.

FFS NR security framework for INACTIVE UEs.

RAN2 aim that in case the RAN is successful in retrieving and verifying the UE context, MSG4 should be ciphered and sent on SRB1 FFS Whether there may be cases where message where the MSG4 cannot be ciphered.


Most of the agreements focus on what kind of security protection (integrity or encryption or both or none) should be applied to MSG4 and which scenarios it is applicable to. And there are also a lot of discussions in RAN2 about whether new key shall be delivered to UE in suspend procedure or resume procure.
In this contribution, we will compare the difference between RRC INACTIVE suspend/resume procedure and LTE suspend/resume procedure, and give some general proposals related to security protection for RRC INACTIVE station transition without jumping into the debate of delivery new key to UE in suspend procedure or resume procedure.
2 Discussion
RRC INACTIVE is a new state in NR in which UE AS context is kept in UE and anchor NG-RAN. 
During RRC resume procedure, MSG.4 can include INACTIVE related parameters (such as new I-RNTI or new RNA configurations) in case RAN decides to send UE back to INACTIVE state by MSG.4, the typical use case is mobility triggered RNAU procedure, in which case, after context retrieval from old NG-RAN to the new NG_RAN, the UE is sent back to INACTIVE state by MSG.4 of new NG-RAN with at least new I-RNTI (or new RNA configuration) included in it. New I-RNTI has to be reallocated by the new NG-RAN in this case because I-RNTI is used to identify both the node allocated/stored the UE context and the UE itself among all those cached UE contexts in the node.
Yet, if RAN decides to transition UE from INACTIVE to CONNECTED state with MSG.4, there is no need to configure INACTIVE parameter including new I-RATI in MSG.4, the INACTIVE parameters shall not be delivered to UE until the NG-RAN decides to transition UE from CONNECTED to INACTIVE state. 
MSG.4 can also include update AS configuration in case RAN decides to transition UE from INACTIVE to INACTIVE or from INACTIVE to CONNECTED. 
If we compare NR RRC Resume procedure MSG.4 with LTE RRC Resume procedure MSG.4, we will find the only difference is that in NR RRC INACTIVE, in some cases, RAN can directly transition UE back to RRC INACTIVE by MSG.4 with new INACTIVE related parameter included. Among all those RRC INACTIVE related parameter in MSG.4, only I-RNTI may have privacy issue, and its security protection needs evaluation of SA3. 
Proposal 1: I-RNTI can be signalled by Msg4 during RNAU procedure.
Proposal 2: Ask SA3 if it’s allowed not to encrypt the Msg4 when it includes I-RNTI.
As we know, RRC INACTIVE is a new state which aims to reduce signalling cost as well as control plane latency. In case anchor NG-RAN change occurs, it will involve CN signaling for context retrieval and path switch. Yet, in some scenarios it is unnecessary to change anchor NG-RAN, the typical use case is periodic RNAU in the same RNA, in this case, UE just wakes up to notify RAN it is alive, the anchor NG-RAN can remain unchanged and the UE I-RNTI which is used to identify both the node stored the UE context and the UE itself among all those cached UE contexts in the node can also remain unchanged. In this case, the UE can be sent back to RRC INACTIVE with MSG.4 without any RRC INACTIVE related parameter.
Proposal 3: Anchor NG-RAN change does not always need to be triggered upon RNAU (e.g. for the case of periodic RNAU in the same RNA).
The node which verifies the UE needs to have the UE AS context. To achieve the periodic RNAU without anchor NG-RAN change, the UE shall be verified by the anchor NG-RAN. The general logic could be: after UE verification by the anchor NG-RAN, the anchor NG-RAN can decide whether to relocate anchor node, for example, in case periodical RNAU, the anchor node will not be relocated, in case mobility trigger RNAU, the anchor node can be relocated with context retrieval/path switch procedure. 
If UE is verified by serving NG_RAN, it means context has to be always transferred to serving NG-RAN first before UE is verified. This will prevent RRC Resume without anchor node change. What’s more, In LTE RRC suspend/resume procedure, UE is also verified by the anchor node, in NR, we shall also follow this procedure. 
Proposal 4: RNAU without anchor change requires message verification at the anchor NG-RAN.
Proposal 5: Anchor NG-RAN change can always happen based on network decision.
3 Summary
Proposal 1: I-RNTI can be signalled by Msg4 during RNAU procedure.

Proposal 2: Ask SA3 if it’s allowed not to encrypt the Msg4 when it includes I-RNTI.

Proposal 3: Anchor NG-RAN change does not always need to be triggered upon RNAU (e.g. for the case of periodic RNAU in the same RNA).

Proposal 4: RNAU without anchor change requires message verification at the anchor NG-RAN.
Proposal 5: Anchor NG-RAN change can always happen based on network decision.

