3GPP TSG-RAN WG2 Meeting #101
R2-1803385
Athens, Greece, February 26 – March 2, 2018

Agenda item:
9.8.5
Source: 
Qualcomm Incorporated

Title: 
Ciphering of Broadcast Assistance Data
Document for:
Discussion and Decision

1. 
Introduction
SA3 discussed two solutions for encrypting broadcasted positioning assistance data [1]:

-
Option 1: Reuse the security solution from OMA LPPe as described in S3-173296 [2]. 
-
Option 2: Create a new solution based on the ideas presented in S3-173373 [3]. 

Contributions for both solutions (S3-173296 [2], S3-173373 [3]) were attached to the reply LS from SA3[1]. SA3 requests RAN2 to evaluate the two solutions based on RAN2 requirements. In particular:
-
SA3 asks RAN2 to provide a summary of the main issues and benefits with each solution and indicate their preference. 
- 
SA3 also asks RAN2 to comment on the use of multiple subscription levels and whether subscribers of a higher level should have access to all data for lower level subscribers.

In this contribution, we provide a comparison of the two solutions.

2. 
Discussion
2.1
Ciphering Method

Option 1 [2] proposes to reuse the OMA LPPe method for ciphering of broadcasted assistance data. OMA decided to use a 128-bit Advanced Encryption Standard (AES) algorithm with counter mode [4]. Details are provided in [2] and in Annex F of LPPe [4] (and references therein). 

Option 2 [3] seems also proposing the use of 128-bit AES in CRT mode (section 4.2 in [3]). Therefore,
Observation 1:
Both solutions from SA3 propose to use 128-bit AES algorithm with counter mode for the assistance data ciphering.

Since AES Counter Mode is a standard ciphering algorithm, it seems reasonable to define its usage in a RAN2 owned TS. Similar to LPPe [4], the algorithm could be described in an Annex to LPP [5]. (Note, that this is also the case for the ciphering of assistance data for UMTS, which is also defined in a RAN2 specification only [6].)
2.2
Number of (possibly ciphered) OCTET STRINGs per SIB

The input to the ciphering algorithm is an assistance data OCTET STRING (aka "binary blob" in [1]). Reference [2] for Option 1 provides some details on the proposed SIB content. In particular, each assistance data SIB contains a single OCTET STRING (i.e., assistance data element) which may be ciphered.  
Including a single assistance data OCTET STRING/IE in the positioning SIBs would be simpler and/or more robust than including multiple OCTET STRINGs/IEs (e.g., a set of different assistance data IEs in a single SIB). For example, if separate OCTET STRINGs/IEs were ciphered in combination (e.g. after being concatenated), the ciphering would be more complex, particularly when segmentation was used. Alternatively, if separate OCTET STRINGs/IEs were independently ciphered, the ciphering could be weakened due to reuse of the same ciphering procedure (e.g. same cipher code sequence) for separate data sets. As an illustration of this, ciphering methods such as AES counter mode perform ciphering through an XOR operation of the unciphered data with a cipher sequence derived from the cipher key and a counter. If the separate octet strings are ciphered in the same way (using the same cipher sequence for each octet string separately) and if some of the enciphered data is known in advance, it may become possible to recover some of the cipher sequence and use that to decipher other data. For example, if reference location assistance data hardly ever changes and can be known in advance, it could be used to recover part of the cipher sequence (by an XOR operation) and then to decipher other assistance data in the same SIB using the known cipher sequence. To overcome this, the same cipher sequence should not be used to separately cipher different octet strings in a SIB (note, that this is in principle also the case in the UMTS positioning SIBs 15.x [7]). With a single OCTET STRING/IE in each SIB, such problems disappear and the E-SMLC can provide the single OCTET STRING/IE ciphered or unciphered to the eNB. 

It seems Option 2 [3] makes the same assumption on the number of (possibly encrypted) OCTET STRINGs per SIB: 
"It is assumed that only one octet string of each assistance data type and subscription level will be used per broadcast" (section 4.2 in [3]).
Observation 2:
Both solutions from SA3 assume a single (possibly ciphered) OCTET STRING per broadcast SIB.
This could be realized as proposed in [8] by defining one SIB per assistance data element. Although, this results in a large number of new SIBs, it provides maximum flexibility in grouping and scheduling assistance data elements (i.e., SIBs) in System Information (SI) messages, as described in [8]. 
Alternatively, multiple assistance data elements could be combined into a single SEQUENCE (which can be specified in LPP) and then included (as a basic production OCTET STRING) in the SIB. However, this means that all assistance data elements in a SIB would have the same ciphering (i.e., same subscription level) and same scheduling requirements (i.e., broadcast periodicity). Although, this would be similar to UMTS SIB 15.x, it would reduce the flexibility for an operator to select desired assistance data elements for broadcast and corresponding scheduling requirements. 
A combination of both approaches could also be considered. For example, most GNSS assistance data elements would be appropriate for a single SIB. For OTDOA, a grouping of e.g., otdoa-ReferenceCellInfo-r15 and otdoa‑NeighbourCellInfo‑r15 [5] into a single SEQUENCE (and therefore, single (possibly ciphered) OCTET STRING) seems necessary, as described in [9].
2.3
SIB Segmentation

As described in e.g., [8] it is obvious that assistance data elements may need to be segmented. Option 1 in [2] lists two principle options for segmentation:
1. Octet String Segmentation,

2. Pseudo-Segmentation.

For the latter (pseudo-segmentation), there are two ciphering possibilities: (a) independent ciphering of each segment, and (b) dependent ciphering of each segment. Each of the segmentation and corresponding ciphering options has its own pros and cons, e.g., in terms of latency of receiving and using the data at the UE, as described in [2]. In terms of security, there appears to be no significant difference between any of these options. Thus, it can be left to RAN2 to decide which option(s) to include.
Option 2 in [3] seems not to consider the need for segmentation, or assumes octet string segmentation only. I.e., in section 4.2 of [3] it is stated:
"The encryption input is the full unsegmented octet string". 
This suggests that only octet string segmentation (probably performed at the eNB) is considered in Option 2. 
Observation 3:
Solution 1 considers multiple options for assistance data segmentation (octet string segmentation, and pseudo-segmentation), whereas Solution 2 seems to consider/support octet string segmentation only.
As discussed in [2], [8] and [10] multiple segmentation options could be supported, and the used segmentation option could be indicated in the SIB. This would also allow different segmentation options for different assistance data elements. E.g., for satellite related assistance data (e.g., GNSS Navigation Model), a pseudo-segmentation appears most sensible, whereas for other assistance data elements, an octet-string segmentation may be sufficient (e.g., no latency requirements or not possible to pseudo-segment the data). 
2.4
Meta Data

Option 2 in [3] refers to "meta data used for encryption", which can be represented per broadcast level, and per octet string level (section 4.1). According to [3], "meta data" seems to contain "key indicators, MACs and nonces for ciphering".  Examples listed in [3] include:
· KI: One n_ki bit root key indicator

· MAC_Sub#: Per subscription level with data in broadcast: One 32-bit MAC

· NONCE: One 32 bit nonce or random number

Further, for Option 2 [3], on a per-octet string level some additional meta-data can be provided. This could for example be a sub-indicator that allows the UE to know which subscription key to use when decrypting:
· LI: One n_li bit subscription level indicator.

However, the purpose and use of the above parameter is not described in [3] and therefore, requires further clarification from SA3.

For the MAC calculation ("Message Authentication Code for Integrity" (MAC-I)) proposed in Option 2 [3] it seems that all octet strings of a specific subscription level must be accessible to the UE before the UE can use the assistance data (section 4.3 in [3]). This would add additional latency. I.e., not only all octet strings of a SIB need to be received (see section 2.3 above), but also all SIBs/Assistance Data belonging to a subscription level. Alternatively, one 32-bit MAC could be included for each octet string.
However, it is not clear why the MAC calculation proposed in Option 2 [3] is needed. Typically, a message authentication code (MAC) is appended to each data packet computed using a shared secret key. This does not seem to provide secure broadcast authentication, because any receiver with the secret key could forge the data and impersonate the sender. Consequently, LPPe [4] uses a digital signature scheme for message authentication (RSA method), which is an asymmetric cryptography scheme, to prevent such attacks. Signing each data packet (e.g., as defined in LPPe [4]) would provide secure broadcast authentication. However, given the complexity and the use case of broadcast assistance data, it was not included in the proposal for Option 1 [2]. In particular, since also SA3 has previously decided not to protect the broadcasted positioning assistance data against threats such as replaying/forwarding or spoofing [11].
For Option 1, the ciphering key data to be included in the SIBs and the cipher set data to be provided point-to-point ("meta data used for encryption") are described in rather detail in [2]. These data were already developed by OMA for the specific use case of broadcast assistance data [4]. 

Observation 4:
Solution 1 [2] provides a complete set/proposal of required "meta data", whereas solution 2 [3] lists some candidates for additional data whose purpose is not quite clear from the description provided in [3] and therefore, would require additional input/clarification from SA3.

Observation 5:
The purpose (and applicability for broadcast assistance data) of the proposed MAC calculation in Solution 2 [3] requires clarification from SA3.
2.5
Key Hierachy

Solution 2 [3] considers a key hierarchy, where lower-level keys are derived from higher-level keys. I.e., so called "gold subscribers" with the highest-level ciphering key would automatically have access to lower-level ciphering keys as well. This could reduce the number of keys required to be signalled. However, the specification of a subscription hierarchy appears to be difficult for the assistance data broadcast use case. For example, should a subscription for RTK also include A-GNSS assistance data? Or a subscription for GNSS include OTDOA assistance data, or vice versa? 

Solution 1 [2] proposes a ciphering key for each assistance data element/SIB. However, this does not necessarily mean that all assistance data elements/SIBs use different ciphering. The mapping of assistance data elements/SIBs to subscription levels could be left to the deployment/implementation. The Cipher Set Data to be provided point-to-point in [2] includes an indication of applicable SIB(s). Therefore, there could be a single key, applicable to all broadcast assistance data, or up to as many keys as assistance data elements/SIBs specified. Whether to use the same or different keys for assistance data elements/SIBs would be a deployment choice. For example, subscription levels could be related to different positioning methods and variants like UE-based GNSS, UE-based RTK, UE-based Network-RTK, UE-based OTDOA. Assistance data required for each positioning method could use the same ciphering, which would be indicated in the Cipher Set Data provided to the UE. In this example, four ciphering keys would be needed. Therefore, if ciphering keys/subscription levels are not connected in a key hierarchy, maximum flexibility is provided to an operator in defining its own desired subscription levels. If a key hierarchy is used, the subscription levels would be hard-coded in the specification, which may also put some constraints in adding new assistance data/positioning methods in the future.
A key hierarchy may also conflict with the preferences of a user or the capabilities of a UE, since it assumes that a subscription for assistance data at a higher level (which may be charged at a higher rate) will automatically subscribe to assistance data at a lower level even when the UE cannot support some of this data or the UE is not running Apps or providing service that need this data, which may cause charging problems.
Observation 6:
Allowing different ciphering key data for each assistance data element/SIB provides maximum flexibility for an operator to assign desired subscription levels. 
On the downside, the amount of signalling for key exchange may be bigger without key hierarchy. For the key data to be included in the individual SIBs there appears to be no difference between the two approaches. Independent of whether a key hierarchy is defined or not, each SIB needs to include some information on which ciphering is being used. The number of keys to be provided to subscribed UEs (point-to-point) may be bigger without key hierarchy. For example, "gold subscribers" would require only a single key to have access to all broadcast data. Although, Option 1 [2] allows for as many keys as there are assistance data elements/SIBs, in practice, the number of ciphering key data is expected to be much smaller (e.g., 4 keys as in the example of subscription per positioning method as mentioned above).  Also, since key data are expected to change rather infrequently (e.g., every few days), the signalling overhead of providing multiple keys to a subscribed UE appears rather small. For example, using the cipher key distribution as described in [13] (Option 1), new cipher keys would be conveyed once only to UEs using Tracking Area Updates which could be controlled by an operator to provide key updates mainly during off peak traffic periods (such as at night and during weekends). In any case, the number of required keys can be decided by an operator/deployment. 
Observation 7:
Specifying a key hierachy does not seem to provide significant signalling benefit.  
A further aspect of a key hierarchy is likely to be greater complexity for both standardization and implementation, since a subscription hierarchy and a secure hierarchical key system must both be defined and then implemented in the UE and network. For example, for standardizing a key hierarchy, more input and advise from SA3 may be needed, whereas standardizing a subscription hierarchy may require careful consideration of corresponding types of assistance data and possibly input from SA1. 
Observation 8:
Specifying a key hierarchy seems likely to increase the complexity of standardization and implementation.
In any case, whether defining a key hierarchy or not is independent on the ciphering solution being used. Any solution could specify a subscription hierarchy. However, as also noted in the SA3 LS (and summarized above), specifying a key hierarchy would impose limitations on the combinations of assistance data to which a UE could be subscribed.  In addition, if any key in the hierarchy is to be changed, all the keys in the hierarchy must be updated.
Observation 9:
Specifying a key hierachy would be possible for any ciphering solution being used.  However, it would impose limitations on the combinations of assistance data to which a UE could be subscribed. 
3. 
Summary and Proposals
In this contribution, we compared the two solutions from SA3 provided in [1]. The observations were as follows:

Observation 1:
Both solutions from SA3 propose to use 128-bit AES algorithm with counter mode for the assistance data ciphering.

Observation 2:
Both solutions from SA3 assume a single (possibly ciphered) OCTET STRING per broadcast SIB.
Observation 3:
Solution 1 considers multiple options for assistance data segmentation (octet string segmentation, and pseudo-segmentation), whereas Solution 2 seems to consider/support octet string segmentation only.
Observation 4:
Solution 1 [2] provides a complete set/proposal of required "meta data", whereas solution 2 [3] lists some candidates for additional data whose purpose is not quite clear from the description provided in [3] and therefore, would require additional input/clarification from SA3.

Observation 5:
The purpose (and applicability for broadcast assistance data) of the proposed MAC calculation in Solution 2 [3] requires clarification from SA3.

Observation 6:
Allowing different ciphering key data for each assistance data element/SIB provides maximum flexibility for an operator to assign desired subscription levels. 

Observation 7:
Specifying a key hierachy does not seem to provide significant signalling benefit.  

Observation 8:
Specifying a key hierarchy seems likely to increase the complexity of standardization and implementation.

Observation 9:
Specifying a key hierachy would be possible for any ciphering solution being used.  However, it would impose limitations on the combinations of assistance data to which a UE could be subscribed.  

By summarizing the above observations, the following can be added:
Observation 10:
Solution 1 [2]  provides most flexibility for an operator and is a rather complete proposal (incl. Stage 2 and Stage 3 aspects (ASN.1)).  It is based on OMA LPPe, which has been developed for the specific use case of broadcast assistance data. Whereas Solution 2 [3] appears to require clarifications from SA3 on some aspects, and further work on all the details. Solution 2 seems also not to provide any advantage over Solution 1. 

Therefore, the following is proposed:
Proposal 1:
Adopt Solution [1] as described in [2].
Since Solution 1 is a standard ciphering solution, and since both, Stage 2 and Stage 3 aspects could be reused from LPPe [4], it seems reasonable that RAN2 defines the solution in RAN2 owned specifications (36.355 [5], 36.305 [12]); no further work in SA3 should be required. This leads to another proposal: 
Proposal 2:
The ciphering solution can be completed by RAN2 and included in RAN2 owned specifications. No further work should be required in SA3. 
The completed RAN2 specifications could then be sent to SA3 for further review. 

Independent on Proposal 1, and based on the discussion in this contribution, the following proposal is added:

Proposal 3:
No subscription hierachy should be specified. 

It is thus suggested that RAN2 decide whether the above proposals are acceptable and if so, reply as such to the LS from SA3, leaving RAN2 to define the remaining details.
A draft response LS according to the proposal above is provided in R2‑1803388 [14].
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