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Introduction
Security procedures for LTE connection establishment are simple and quite optimised.  This document looks that which of these can be adopted as a baseline for NR and where changes are necessary.
Discussion
LTE security configuration is handled by SMC procedures after eNB receives the UE context from MME which includes the UE security capability and keys for security activation.  Security mode command message can be sent together with a secured RRC reconfiguration thereby avoiding additional delay for security configuration (i.e. network does not wait for a respond to the SMC before sending the secured RRC reconfiguration).  
Security algorithm to be used for ciphering and integrity protection are configured with SMC.  No change of security algorithms is supported except during handover.  Similarly, a key change can only be done using Handover procedure.
Handover without security activation is not supported.  Although initially motivated for protocol simplicity, it was later also needed for security reasons as measurement results could not be provided prior to security activation.  
There does not seem to be much benefit in changing these LTE procedures that can save call set up time.  A few bits can be saved in the message size if SMC information is included in an unencrypted part of the RRC reconfiguration but we do not consider it sufficient justification for the added complexity and departure from LTE baseline.  
Proposal #1: LTE security procedure during connection setup is used as a baseline for NR.  That is: 
· SMC procedure is used for algorithm configuration  and keys for Integrity protection and ciphering of RRC and DRBs.  
· Algorithm and key change is only allowed during Handover procedure (“synchronous reconfiguration with key change”).
As discussed in [R2-1800942] if RACH msg 3 size can be increased or msg 3.5 used, it would be possible and beneficial to consider a single step activation of security and RRC reconfiguration without first going two step RRC connection setup followed by reconfigure procedure.  However, that optimisation does not change the LTE concept of sending SMC and subsequent secured Reconfiguration together. 
Change to LTE mechanisms for NR
Some changes to the above baseline mechanism are needed for NR based on SA3 decisions.  SA3 has agreed that it shall be possible to turn on Integrity protection and ciphering per DRB.  From SA3 TS: 
AS UP integrity protection and ciphering activation is done as part of the DRB addition procedure using RRC Connection Reconfiguration procedure as described in this clause, see figure 6.6.2-1. 
When turned on, the DRBs all use the same algorithm as configured by SMC.  
Proposal #2: Add two bits per DRB configuration  at DRB set up to indicate whether Integrity and ciphering is applicable for the DRB.  

PDCP header for MAC for DRB-IP
Message Authentication Code (MAC) headers in PDCP are used for Integrity protection for a DRB when Integrity protection is active for the DRB.  This then brings up two questions:
a) whether MAC headers should always be present for all DRBs
b) whether MAC headers should be removed when IP for a DRB is turned off (if supported)
Considering the overheads for MAC and that it may not be used in many cases based on SA3 feedback that it is acceptable to support IP only at max 64kb/s, it is proposed to only use MAC headers for DRBs that need IP.  In line with this, when IP for a DRB is turned off (if required by SA3) at the time of HO, MAC headers are no longer used for this DRB.
Proposal #3: MAC headers in PDCP is used only for DRBs for which Integrity protection is active.

Use of SUCI
Another difference compared to LTE is use of SUCI instead of IMSI to protect use of IMSI in the clear over the air.  Use of SUCI instead of IMSI in UE originated messages has no impact on RRC procedures.  However, use of SUCI for Paging is not clear from SA3 TS and clarification is needed from SA3 if SUCI is to be used for Paging.
Proposal #4: Ask SA3 (Cc: SA2) if UE identity SUCI is used in the Paging message.
Summary and proposals
This document looked at the security procedures related to RRC connection setup for NR.  The following proposals were made.
Proposal #1: LTE security procedure during connection setup is used as a baseline for NR.  That is: 
· SMC procedure is used for algorithm configuration  and keys for Integrity protection and ciphering of RRC and DRBs.  
· Algorithm and key change is only allowed during Handover procedure (“synchronous reconfiguration with key change”).
Proposal #2: Add two bits per DRB configuration per DRB at DRB set up to indicate whether Integrity and ciphering is applicable for the DRB.  
Proposal #3: MAC headers in PDCP is used only for DRBs for which Integrity protection is active.
Proposal #4: Ask SA3 (Cc: SA2) if UE identity SUCI is used in the Paging message.


Annex: Relevant SA3 agreements and text from 33.501

 (#4) It is agreed to have a single UP confidentiality algorithm.
(#5) It is agreed to have a single UP integrity protection algorithm (excluding discussion about no MAC-I) in phase 1, but not precluding per PDU in phase 2. 
(#6) For single connectivity, it is agreed to use AS SMC for negotiating UP confidentiality algorithm, similar to LTE, meaning that all PDU sessions will be protected using the same UP integrity protection algorithm. Dual connectivity case is FFS and will be based on RAN2 progress.
(#7) For single connectivity, it is agreed to use AS SMC for negotiating UP integrity protection algorithm. Dual connectivity case is FFS and will be based on RAN2 progress.
 (#8) It is agreed to use RRC signalling (similar to dual connectivity) for negotiating UP integrity protection activation, meaning that UP integrity is activated per DRB. This allows UP integrity to be activated for one DRB while not activated for another DRB. (requirements for UP integrity need to adapted).
(#9) It is agreed to use RRC signalling (similar to dual connectivity) for negotiating UP confidentiality activation, meaning that UP confidentiality is activated per DRB. This allows UP confidentiality to be activated for one DRB while not activated for another DRB. (requirements for UP confidentiality need to adapted).
(#10) It is agreed that same algorithms are used for RRC security and user plane security in phase 1. This does not preclude different algorithms in later phases.

[bookmark: _Toc505803032]6.6.2	AS UP security activation procedure
Editor's Note: This subclause is currently a placeholder. The content of this subclause is meant to describe how UP security activation is done, including aspects like activation of confidentiality and integrity protection, obtaining security policy, handling conflict between RAN and CN, etc.  The content should be according to agreements recorded as EN under Clause 6. 
AS UP integrity protection and ciphering activation is done as part of the DRB addition procedure using RRC Connection Reconfiguration procedure as described in this clause, see figure 6.6.2-1. 
After receiving PDU session establishment message, SMF retrieves security policy, which is defined in 38.413 [34], based on SUPI and other information, such as DNN. SMF then sends the security policy to the gNB.  
The RRC Connection Reconfiguration Request message sent from the gNB to the UE for UP security activation shall contain an indication for the activation of UP encryption and integrity protection according to the security policy. This message shall be integrity protected using RRC security context that was negotiated and activated as part of the AS security mode command procedure as described in clause 6.7.4.
Similarly, the RRC Connection Reconfiguration Complete message from UE to gNB shall be integrity protected using the same RRC security context used to protect the RRC Connection Reconfiguration message.
If user plane integrity protection is enabled for a specific DRB as indicated in the RRC Connection Reconfiguration message, UP integrity protection for such DRB using the UP integrity key that is derived based on the current KgNB shall start at the gNB after gNB receives and successfully verifies the RRC Connection Reconfiguration Complete message.
If user plane integrity protection is enabled for a specific DRB as indicated in the RRC Connection Reconfiguration message, UP integrity protection for such DRB using the UP integrity key that is derived based on the current KgNB shall start at the UE after the UE receives and successfully verifies the RRC Connection Reconfiguration message.
If user plane ciphering is enabled for a specific DRB as indicated in the RRC Connection Reconfiguration message, UP ciphering of downlink traffic for such DRB using the UP ciphering key that is derived based on the current KgNB shall start at the gNB after gNB sends the RRC Connection Reconfiguration message.
If user plane ciphering is enabled for a specific DRB as indicated in the RRC Connection Reconfiguration message, UP deciphering of uplink traffic for such DRB using the UP ciphering key that is derived based on the current KgNB shall start at the gNB after gNB receives and successfully verifies the RRC Connection Reconfiguration Complete message.
If user plane ciphering is enabled for a specific DRB as indicated in the RRC Connection Reconfiguration message, UP deciphering of downlink traffic for such DRB using the UP ciphering key that is derived based on the current KgNB shall start at the UE after the UE receives and successfully verifies the RRC Connection Reconfiguration message.
If user plane ciphering is enabled for a specific DRB as indicated in the RRC Connection Reconfiguration message, UP ciphering of uplink traffic for such DRB using the UP ciphering key that is derived based on the current KgNB shall start at the UE after the UE sends the RRC Connection Reconfiguration Complete message.
If UP integrity protection is not enabled for a specific DRB, the gNB and the UE shall not integrity protect the traffic of such DRB.
If UP ciphering is not enabled for a specific DRB, the gNB and the UE shall not cipher the traffic of such DRB.

[bookmark: _MON_1566651559] 
Figure 6.6.2-1: User Plane security activation
[bookmark: _Toc505803033]6.6.3	UP confidentiality mechanisms
Editor's Note: This subclause is meant to contain content corresponding to TS 33.401 [10], subclause 7.3.1, which is about UP confidentiality mechanisms.
The PDCP protocol, as specified in TS 38.323 [23] between the UE and the 5G-RAN, shall be responsible for user plane data confidentiality protection.
The use and mode of operation of the 128-bit 5G-EA algorithms are specified in Annex B.
The input parameters to the confidentiality algorithms as described in Annex B are the message packet, an 128-bit cipher key KUPenc as KEY, a 5-bit bearer identity BEARER which value is assigned as specified by TS 38.323 [23], the 1-bit direction of transmission DIRECTION, the length of the keystream required LENGTH and a bearer specific, and direction dependent 32-bit input COUNT which corresponds to the 32-bit PDCP COUNT.
Editor's Note: The input parameters for confidentiality algorithm are FFS.
[bookmark: _Toc505803034]6.6.4	UP integrity mechanisms
Editor's Note: This subclause is meant to contain content corresponding to TS 33.401 [10], subclause 7.3.2, which is about UP integrity mechanisms.
The PDCP protocol, as specified in TS 38.323 [23] between the UE and the 5G-RAN, shall be responsible for user plane data integrity protection.
The use and mode of operation of the 128-bit 5G-IA algorithms are specified in Annex B.
The input parameters to the 128-bit 5G-IA algorithms as described in Annex B are, the message packet, a 128-bit integrity key KUPint as KEY, a 5-bit bearer identity BEARER which value is assigned as specified by TS 38.323 [23], the 1-bit direction of transmission DIRECTION, and a bearer specific, and direction dependent 32-bit input COUNT which corresponds to the 32-bit PDCP COUNT.
If the gNB or the UE receives a PDCP PDU which fails integrity check with faulty or missing MAC-I after the start of integrity protection, the PDU shall be discarded.
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