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1 Introduction

In previous several RAN2 meetings, the DRB integrity protection issue was discussed and the following agreements are obtained:

· UP integrity protection can be configured on a per radio bearer (i.e. per DRB) basis.

· UE capability to be added for the maximum aggregate data rate per UE of user plane integrity protected data for DRBs.  

· Lowest possible value for the data rate is 64 kbps. 
· UE capability signalling will also support values above 64 kbit/s up to the maximum supported bit rate of the UE.
In this contribution, we further investigate the detailed activation and deactivation issue for DRB integrity protection. 

2 Discussion
According to the TR 33.899 [1], whether the UP integrity protection for one specific IoT service should be enabled or disabled is controlled by the NG core, and then the NG core can indicate the relevant information to the gNB. For example, the AMF will send N2 PDU session request to the gNB with SM information that contains the security policy, and the RAN activates/deactivates UP confidentiality protection and UP integrity protection according to the security policy [1]. 
Observation 1: The activation/deactivation of UP integrity protection is controlled by the NG core.
Proposal 1: The gNB should activate/deactivate the UP integrity protection for DRB(s) based on the security policy information from the NG core.

2.1 Initial UP integrity protection activation
In LTE initial security activation procedure, the UE will derive the KRRCint, KRRCenc and KUPenc according to the corresponding security algorithm. The LTE initial security activation procedure is initialised when only SRB1 is established, i.e., prior to establishment of SRB2 and/or DRBs [2]. 
For NR initial security activation, generally it is not difficult for UE to derive the KUPint together with KUPenc during the initial security activation procedure. However, from the UP integrity protection applying scenario, it is possible that there will never be any DRB with integrity protection requirement for some UEs during the whole RRC connection stage, therefore always activating UP integrity protection in the initial security procedure is not necessary; On the other hand, if there is any DRB which requires the integrity protection, the gNB can activate the integrity protection during DRB addition procedure by RRC reconfiguration message with the UP integrity protection algorithm. 
Proposal 2: The UP integrity protection will be not be activated during initial security activation procedure. 

Proposal 3: UE activates UP integrity protection and derives KUPint associated with integrity protection algorithm when the first DRB with the UP integrity protection indication is added.
2.2 UP integrity protection activation and deactivation
During the RRC connection procedure, the gNB may need to deactivate the UP integrity protection due to some reasons, e.g., according to the new security policy from the NG core. Or the gNB needs to activate UP integrity protection for one existing DRB. So one further issue is how to activate/deactivate the UP integrity protection for the relevant DRB. Generally we can consider the following two options:
· Option 1: the UP integrity protection for one DRB can be activated or deactivated by normal RRC connection reconfiguration procedure;

· Option 2: the UP integrity protection for one DRB should be activated or deactivated by MAC CE or PDCP control PDU.
· Option 3: the UP integrity protection for one DRB should be activated or deactivated by RRC connection reconfiguration with sync.

With the option 1 and option 2, one obvious disadvantage is there will be misalignment between gNB and UE. With the option 3, the misalignment can be avoided, but the cost is the UE is required to perform the random access procedure. Considering the DRB integrity protection activation/deactivation should be very infrequent, we think the option 3 should be adopted. 
Proposal 4: The UP integrity protection for one DRB should be activated or deactivated by RRC connection reconfiguration with sync.

Further the UP integrity protection activation and deactivation procedure is not always relevant to the security key change. Therefore in order to avoid unnecessary impact on other DRBs without integrity protection requirement, the UP integrity protection for one DRB can be activated or deactivated by sync RRC connection without security key change. 

Proposal 5: The UP integrity protection for one DRB can be activated or deactivated by the sync RRC connection without security key change.
2.3 UP integrity protection key store, update and release
During the UP integrity protection activation and deactivation procedure, one special case is if there will be no DRB that requires the integrity protection for some duration. The case happens if the last DRB with integrity protection requirement is released or if the security policy of the DRB with integrity protection requirement is changed by NG-core. Therefore the issue is whether the UE still saves the KUPint for future use, e.g., when one new DRB with integrity procedure indication is added or some other DRBs security policy is changed. 
· Option 1: the UE still saves the KUPint even if there is no DRB with integrity protection requirement. 
· Option 2: the UE releases the KUPint if there is no DRB with integrity protection requirement

· Option 3: the UE decides whether to release KUPint based on the indication from gNB. 
The option 1 is almost cost-free, the only impact is the UE needs to update the KUPint together with KUPenc, KRRCint and KRRCenc during the key update procedure. And the UE only releases the KUPint when the UE enters idle mode. 
The option 2 will make that the UE needs to re-calculate the KUPint for each integrity protection activation. 

The option 3 will introduce the new specification impact with some flexible controlling in gNB. For example, the gNB can indicate the KUPint release by not including UP integrity protection algorithm or by adding the explicit indicator in RRC reconfiguration or security key updating procedure. It seems there is no obvious advantage with this new specification impact. 

Based on the above comparison, we think the option 1 is a good trade-off. 
Proposal 6: The UE keeps KUPint during the RRC connected mode after the KUPint is activated regardless if there is DRB with integrity protection requirement.
Proposal 7: The UE updates the KUPint together with KUPenc, KRRCint and KRRCenc during the intra-gNB key update procedure.

Furthermore, for RRC inactive mode, it is obvious that the UE should keep the KUPint if the suspended DRB has the integrity protection requirement. Then for other cases, similar with the discussion for the RRC connected mode, we prefer the UE should keep KUPint during RRC inactive mode regardless if there is DRB with integrity protection requirement. 

Proposal 8: The UE keeps KUPint even in the RRC inactive mode regardless if there is DRB with integrity protection requirement.
2.4 UP integrity protection impact on HO procedure
During the HO procedure, the target gNB will update the key for encryption and integrity protection. According to the previous observation 1, the gNB knows whether the UP integrity protection for DRB(s) should be activated based on the security policy information from the NG core. Therefore if the integrity protection has been activated for at least one DRB, the source gNB should forward the integrity protection requirement information of the DRB(s) to the target gNB. That is the source gNB should forward the sourceSecurityAlgorithmConfig to the target gNB including integrity protection algorithm. Further, for the integrity protection information indication, the integrity protection indication information can be carried in the DRB security context, for example as one part of DRB PDCP configuration. 
Proposal 9: The source gNB should forward the sourceSecurityAlgorithmConfig to the target gNB including integrity protection algorithm.

Proposal 10: The source gNB should forward the integrity protection requirement indication information of the DRB(s) as one part of DRB PDCP configuration to the target gNB.

On the other hand, if there is no DRB with integrity protection requirement, the source gNB does not include the integrity protection algorithm configuration in the the sourceSecurityAlgorithmConfig to the target gNB including integrity protection algorithm. And the UE releases the saved KUPint if there is no integrity protection algorithm configuration in the HO command. Otherwise the UE updates the KUPint together with KUPenc, KRRCint and KRRCenc according to the HO command.

Proposal 11: The UE releases the saved KUPint if there is no integrity protection algorithm configuration in the HO command.

Proposal 12: The UE updates the KUPint together with KUPenc, KRRCint and KRRCenc if the integrity protection algorithm configuration is included in the HO command. 
2.5 UP integrity protection impact for DC procedure
For DC case, the UP integrity protection will mainly impact the DRB type change or SCG change procedure. As in inter-gNB HO procedure, the MgNB should forward the integrity protection requirement indication information of the DRB(s) to the SgNB if there are any DRBs which require the integrity protection, vice versa.
Proposal 13: The integrity protection requirement indication information of the DRB(s) should be exchanged between MgNB and SgNB during SCG change or DRB type change. 

3 Conclusion

In this contribution, we discussed the rate control issue in NR and have the following observations and proposals.
Observation 1: The activation/deactivation of UP integrity protection is controlled by the NG core.

Proposal 1: The gNB should activate/deactivate the UP integrity protection for DRB(s) based on the security policy information from the NG core.

Proposal 2: The UP integrity protection will be not be activated during initial security activation procedure. 

Proposal 3: UE activates UP integrity protection and derives KUPint associated with integrity protection algorithm when the first DRB with the UP integrity protection indication is added.

Proposal 4: The UP integrity protection for one DRB should be activated or deactivated by RRC connection reconfiguration with sync.

Proposal 5: The UP integrity protection for one DRB can be activated or deactivated by the sync RRC connection without security key change.
Proposal 6: The UE keeps KUPint during the RRC connected mode after the KUPint is activated regardless if there is DRB with integrity protection requirement.

Proposal 7: The UE updates the KUPint together with KUPenc, KRRCint and KRRCenc during the intra-gNB key update procedure.

Proposal 8: The UE keeps KUPint even in the RRC inactive mode regardless if there is DRB with integrity protection requirement.
Proposal 9: The source gNB should forward the sourceSecurityAlgorithmConfig to the target gNB including integrity protection algorithm.

Proposal 10: The source gNB should forward the integrity protection requirement indication information of the DRB(s) as one part of DRB PDCP configuration to the target gNB.

Proposal 11: The UE releases the saved KUPint if there is no integrity protection algorithm configuration in the HO command.

Proposal 12: The UE updates the KUPint together with KUPenc, KRRCint and KRRCenc if the integrity protection algorithm configuration is included in the HO command. 

Proposal 13: The integrity protection requirement indication information of the DRB(s) should be exchanged between MgNB and SgNB during SCG change or DRB type change. 
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