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1 Introduction

The requirement of integrity protection for user plane has been captured in [1] as below:
5.1.3.3.3
Potential security requirements

-
Integrity protection is optional to support for UE and mandatory to support for network endpoint; even when both UE and network support it, it is still optional to use.  At least two alternative and substantially different algorithms should be supported.
-
The selection of the feature and the algorithms, according to the capabilities supported by the UE, shall be under network control.

-
A mechanism should be available to detect (substantial) unauthorised insertion of rogue data onto an established traffic channel. 

-
The selection of the different security termination points shall be under network control.
In RAN2-99 the following agreement has been reached:

Agreements for NG-EN-DC and NE-DC and NR SA 

1
 UP integrity protection can be configured on a per radio bearer (i.e. per DRB) basis.

In this contribution, we will further discuss the support of integrity protection for UP in RAN2 and support of counter check in NR.
2 Discussion 
2.1 Integrity protection for UP
In [1], it is specified:

UP integrity is mandatory to support and optional to use by 5G UEs and 5G networks in 5G phase 1, with the exception of 5G UEs that can only access the EPC.
It shall be possible to negotiate the use of UP integrity between 5G UEs and 5G networks in 5G phase 1. Its use shall be determined by the network.

Algorithms allow either 32-bit or 64-bit MACs to be produced, and the device can optionally indicate which it prefers.
Since algorithms allow either 32-bit or 64 bit MACs, the UE should use corresponding PDCP format based on the configured integrity algorithm.

Proposal 1: the size of MAC is decided based on configured integrity algorithm by RRC signaling, e.g. 32 bits or 64 bits.

In addition to the PDCP data PDU for DRB, no integrity protection is applied to the PDCP control PDU for DRB and SRB in LTE either. Therefore synchronisation between sender and receiver can be lost if the received PDCP control PDU does not match the actual PDCP control PDU. Such problems can be detected if a configurable option is provided to add a message integrity check to the PDCP control PDU. The message integrity check can be computed using the same integrity key used for PDCP data PDUs.
Proposal 2: Integrity protection is also used for PDCP control PDU.
Current in LTE, PDCP layer discard RRC messages for which the integrity check has failed and indicate the integrity verification check failure to RRC. RRC will trigger re-establishment procedure.  .

For UP integrity check failure, RAN2 asks SA3 about the expected behaviour on DRB integrity protection check failure in [2], and SA3 sent the answer in LS [3] as follows:

	Q2.1: What should be the network and UE behaviour on DRB IP check failure? RAN2 discussed that options at least include discarding of the packet, triggering some kind of failure handling (e.g RLF or SCG failure) or something between these extremes, e.g. sending an indication to network of failed DRB IP check failure.

SA3 answer: 

The user plane integrity protection is introduced for scenario where there is an active attacker between the UE and RAN modifying or injecting data. The correct behaviour in this scenario is to discard the packets failing integrity check. 

If there is an attacker present between the UE and the gNB, it is possible on rare occasions when HFN rolls over, that the PDCP counts gets unsynchronized. A recovery mechanism from the desynchronization of the counters is possible. But the attacker may not go away and the threat may persist, hence the type of recovery mechanism (to do RLF failure or SCG failure) need to be decided judiciously by RAN2.  


Based on SA3’s answer, the receiver may discard the packet for which the integrity check has failed and continue to process the followed packets. However, if the failure persists, the UE may need to report to network or trigger re-establishment. Since the SRB is still available, trigger re-establishment may not be necessary, and the network could reconfigure the DRB if a failure report could be received from the UE. 
Proposal 3: UP integrity verification check failure will not trigger RRC connection reestablishment, the UE could indicate to network if failure persists
One simple possibility to detect persistent failure is to count the number of integrity check failure packets, if the counted number exceed a threshold, it could be considered as a persistent failure. The threshold could be a fixed value or configured by the network. The number of integrity check failure packets could be counted for all DRBs instead of per DRB.
Proposal 4: persistent integrity failure is defined as the number of integrity check failure packets for all DRBs exceed a pre-defined threshold.

2.2 Counter check in NR
In LTE, Counter Check procedure is specified to mitigate the packet injection security threat by requesting the UE to verify the amount of data sent/received on each DRB. The UE is requested to check if, for each DRB, the most significant bits of the COUNT match with the values indicated by the network. If the UP integrity has been activated, the packet injection could be avoided by integrity check, and thus the counter check procedure is not necessary for such DRB. 
However, since the UP integrity is optional and there may have some DRBs for which UP integrity is not activated. In such case the counter check procedure is still needed. The same counter check procedure in LTE could also be used in NR for specification to mitigate the packet injection security threat in NR for the DRBs without activation of UP integrity.
Proposal 5: re-use the counter check procedure in LTE specification to NR for the DRBs without activation of UP integrity. The counter check is not used for the bearer on which the integrity is enabled.
3 Conclusion
In this contribution, we discussed the support of integrity protection for UP in RAN2 and support of counter check in NR, and propose:
Proposal 1: the size of MAC is decided based on configured integrity algorithm by RRC signaling, e.g. 32 bits or 64 bits.
Proposal 2: Integrity protection is also used for PDCP control PDU.
Proposal 3: UP integrity verification check failure will not trigger RRC connection reestablishment, the UE could indicate to network if failure persists

Proposal 4: persistent integrity failure is defined as the number of integrity check failure packets for all DRBs exceed a pre-defined threshold.
Proposal 5: re-use the counter check procedure in LTE specification to NR for the DRBs without activation of UP integrity. The counter check is not used for the bearer on which the integrity is enabled.
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