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Introduction
In RAN2#100 meeting, the following agreements were achieved:
Agreements
1: 	The legacy LTE SMC procedure (possibly with extensions to SMC message) is reused to activate initial AS security for the UE accessing 5GC via E-UTRA connected to 5GC.
FFS: Whether the SMC message indicates security algorithm ID using existing LTE code points or new 5G code points(i.e. neaX nad niaX algorithms).
2	UE reconfigures to NR PDCP before the SMC is received
FFS Whether the reconfiguration to NR PDCP is perofrmed via an explicit or implicit reconfiguration for SRB1 before SMC.
3	The UE is configured with NR PDCP for SRB2 when SRB2 is established.
=>	Offline discussion to try to progress the second FFS on the method to reconfigure to NR PDCP (Offline discussion #37, Huawei)

In the offline discussion no conclusions were made since equal number of companies supported implicit or explicit reconfiguration to NR PDCP.
This paper aims at progressing the FFSs above. 

Discussion on SMC procedure
In EN-DC we have adopted a solution where NR PDCP is configured by NR RRC IEs embedded in LTE RRC. The security algorithms for bearers using NR PDCP are configured using NR RRC IEs. The NR algorithm names are used. We think it make sense to adopt similar approach also for LTE connected to 5GC which will also use NR PDCP.
[bookmark: _Toc506482775]NR PDCP used for LTE connected to 5GC should similar to EN-DC be configured using NR RRC IEs embedded in LTE RRC.
[bookmark: _Toc506482776]Similar to EN-DC the security algorithms should also be configured using the NR namespace.
Given that it could be possible that different UEs would have different capabilities when operating on NR stand-alone compared to when operating in LTE connected to 5GC in may be necessary to signal support for new algorithms separately depending on the new RAT. It is proposed to allow for separate capabilities and inform SA3/CT1.
[bookmark: _Toc506482777]It should be possible to support separate UE capabilities for LTE connected to 5GC compared to NR stand-alone. 
[bookmark: _Toc506482778]An LS should be sent to SA3 / CT1 informing them about the assumptions in the previous proposals.
A consequence of signalling algorithms using NR RRC is that the LTE SMC command, which is used to signal which algorithm should be used for SRB1, need to be extended to include the NR algorithm since SRB1 should use NR PDCP at this point. Unfortunately, the algorithms are mandatory in the LTE SMC message so either the message need to be critically extended or the UE should ignore the LTE algorithms, or a new message should be defined. 
[bookmark: _Toc506482779]The security command message for LTE connected to 5GC need to support configuring of NR algorithms sent as an embedded NR RRC IEs.
[bookmark: _Toc506482780]RAN2 should discuss the best way to support the previous proposal, e.g.
a. [bookmark: _Toc506482781]Apply critical extension to LTE RRC SMC
b. [bookmark: _Toc506482782]Create a new RRC SMC for this case
c. [bookmark: _Toc506482783]Add non-critical extension and specify that the LTE UE connectivity to 5GC should ignore the LTE algorithms
Discussion on implicit or explicit reconfiguration
In our view both explicit or implicit reconfiguration to NR PDCP should work.  Another option is also to extend MSG3 to include an indication that UE is connected to 5GC and in this case UE could apply NR PDCP immediately in MSG5. 
[bookmark: _Toc506482769]In our view both implicit and explicit re-configuration to NR PDCP works. A further alternative is to extend MSG3 and use NR PDCP directly in MSG5. 
Assuming we go for the implicit approach it could be specified that the UE should apply a default NR PDCP configuration immediately after sending MSG5 indicating it wants to connect to 5GC. It is assumed that the NR PDCP layer could start from sequence number 0 since security has not started and there is no risk of reusing the same sequence number with the same key. 
[bookmark: _Toc506482770]If we adopt the implicit approach a default NR PDCP configuration need to be specified and applied for SRB1. 
[bookmark: _Toc506482771]If we adopt the implicit approach the UE should apply NR PDCP for all UL/DL messages after MSG5 (RRC connection setup complete). 
Assuming we go for an explicit reconfiguration the RRC connection reconfiguration message would configure NR PDCP and the UE should apply NR PDCP on the RRC connection reconfiguration complete message. 
[bookmark: _Toc506482772]If we adopt the explicit approach the UE will be configured to use NR PDCP in an RRC connection reconfiguration message and NR PDCP should be applied immediately on the RRC connection reconfiguration complete message. 
If the UE could indicate already in MSG3 that it wants to connect to 5GC the UE could apply NR PDCP already on the first message on SRB1 which is the RRC connection setup complete message. The NR PDCP configuration could either be explicitly configured in the RRC connection setup message or the UE could apply a default configuration. 
[bookmark: _Toc506482773]If the UE could indicate already in MSG3 that it wants to connect to 5GC the UE could apply NR PDCP already on the first message on SRB1 (RRC connection setup complete).
[bookmark: _Toc506482774]If the UE could indicate already in MSG3 that it wants to connect to 5GC it would be possible to use either default NR PDCP configuration or configured NR PDCP configuration received in MSG4. 
[bookmark: _Toc506482784]Given that all solutions to reconfigure to NR PDCP seem to work it is proposed to adopt the implicit reconfiguration to NR PDCP assuming we do not change MSG3 for other reason and could apply NR PDCP already at MSG5.
[bookmark: _Toc506482785]Assuming the previous proposal is agreed a default NR PDCP configuration for SRB1 need to be specified for LTE connected to 5GC. Most likely this should be specified in 38.331. 
[bookmark: _Hlk498356464]
Conclusion
[bookmark: _Toc498639389][bookmark: _Hlk485301172]In this contribution, we have observed that:
Observation 1	In our view both implicit and explicit re-configuration to NR PDCP works. A further alternative is to extend MSG3 and use NR PDCP directly in MSG5.
Observation 2	If we adopt the implicit approach a default NR PDCP configuration need to be specified and applied for SRB1.
Observation 3	If we adopt the implicit approach the UE should apply NR PDCP for all UL/DL messages after MSG5 (RRC connection setup complete).
Observation 4	If we adopt the explicit approach the UE will be configured to use NR PDCP in an RRC connection reconfiguration message and NR PDCP should be applied immediately on the RRC connection reconfiguration complete message.
Observation 5	If the UE could indicate already in MSG3 that it wants to connect to 5GC the UE could apply NR PDCP already on the first message on SRB1 (RRC connection setup complete).
Observation 6	If the UE could indicate already in MSG3 that it wants to connect to 5GC it would be possible to use either default NR PDCP configuration or configured NR PDCP configuration received in MSG4.
[bookmark: _Toc498639390]And we propose:
Proposal 1	NR PDCP used for LTE connected to 5GC should similar to EN-DC be configured using NR RRC IEs embedded in LTE RRC.
Proposal 2	Similar to EN-DC the security algorithms should also be configured using the NR namespace.
Proposal 3	It should be possible to support separate UE capabilities for LTE connected to 5GC compared to NR stand-alone.
Proposal 4	An LS should be sent to SA3 / CT1 informing them about the assumptions in the previous proposals.
Proposal 5	The security command message for LTE connected to 5GC need to support configuring of NR algorithms sent as an embedded NR RRC IEs.
Proposal 6	RAN2 should discuss the best way to support the previous proposal, e.g.
a.	Apply critical extension to LTE RRC SMC
b.	Create a new RRC SMC for this case
c.	Add non-critical extension and specify that the LTE UE connectivity to 5GC should ignore the LTE algorithms
Proposal 7	Given that all solutions to reconfigure to NR PDCP seem to work it is proposed to adopt the implicit reconfiguration to NR PDCP assuming we do not change MSG3 for other reason and could apply NR PDCP already at MSG5.
Proposal 8	Assuming the previous proposal is agreed a default NR PDCP configuration for SRB1 need to be specified for LTE connected to 5GC. Most likely this should be specified in 38.331.
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