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Introduction
In the RAN2#99, RRC connection control procedure [1] is discussed with many agreements. However, there are still some open issues related to security on inactive state, which are as follows [2]:
13.	For INACTIVE to CONNECTED RRC transition, when RAN successfully retrieves and verifies the UE context, RRC Connection Resume kind of message is sent over SRB1 carried by RACH MSG4 with at least integrity protection to resume the RRC connection and, if required, dedicated radio resource configuration.
FFS NR security framework for INACTIVE UEs.
15.	For INACTIVE to CONNECTED RRC transition, when RAN successfully retrieves and verifies the UE context, MSG5 is RRC Connection Resume Complete kind of message over SRB1.
FFS whether this MSG5 can be omitted in some case
In this contribution, based on the above FFSs, we discuss the security issues related to RRC resume procedure from inactive state.
Discussion
[bookmark: OLE_LINK78][bookmark: OLE_LINK79]2.1    Security issues about MSG3 in resume
In LTE, shortResumeMAC-I in the resume request message on MSG3 does not provide protection for this message itself, which make it easy for the attacker to falsity the message. Moreover, the calculation of shortResumeMAC-I results in the inability of MSG3 to overcome the replay attack. Considering the aforementioned deficiency in LTE, in NR the following two problems need to be identified for MSG3 in resume:
· Problem 1: does the security information in MSG3 protect the content of MSG3 itself?
· Problem 2: does MSG3 use new key to calculate its security information?
For the first problem, it comes from the expectation that there may be more information in the resume request message in NR than that in LTE, and the additional information should be protected. Meanwhile, the exact information in the resume request message depends on the ongoing discussion on the harmonization of resume and reestablishment procedures. Therefore, if RAN2 agrees that the resume request message includes more information, we should ask SA3 whether the security information calculation of resume request message in NR follows LTE or uses new method, i.e. its input includes the content of the message itself.
Proposal 1: if in NR the resume request message includes more information than that in LTE, ask SA3 whether the corresponding security information calculation in NR follows LTE or uses new method, i.e. its input includes the content of this message itself.
Additionally, in RAN2#98 it was agreed that for the case of transition from INACTIVE to CONNECTED, initial UE RRC message from RRC_INACTIVE (e.g. MSG3) should be sent on SRB0. It means that the resume request message cannot be protected by PDCP operation. Accordingly, if the new method above is used, whether the security information of MSG3 could adopt full MAC-I depends on whether the generation of full MAC-I is independent of PDCP operation in NR, i.e., the security information of MSG3 could adopt full MAC-I if the generation of full MAC-I is independent of PDCP operation in NR.
Observation 1: as to the resume request message, if the input of its security information calculation includes the content of this message itself, the security information of MSG3 could adopt full MAC-I provided that the generation of full MAC-I is independent of PDCP operation in NR.
The second problem is from the LS from SA3 in [3], where it is suggested that for the case of sending UL and DL data in RRC_INACTIVE, new key is needed when PDCP entity relocates. However, it is hard for inactive UE to judge if the PDCP relocates before the resume procedure, and small data transmission in inactive is not support in Release 15. Moreover, if we use new key, the additional procedure for acquiring new key may need to be investigated. Besides, the new key will be not only used in target gNB to protect MSG4 but also used in source gNB for authentication token calculation, which is against the forward security principle. Accordingly, it is not necessary for MSG3 to use new key to calculate its security information.
Proposal 2: new key is not used to calculate the security information of the resume request message.
2.2    Whether MSG5 can be omitted in some cases
As to the INACTIVE to CONNECTED RRC transition part in [1], it has been agreed when RAN successfully retrieves and verifies the UE context, MSG5 is RRC Connection resume complete kind of message over SRB1, but it is FFS whether this MSG5 can be omitted in some cases. Some companies proposed the following solutions for omitting MSG5:
· a full MAC-I exists in MSG3
· the integrity check can be done using the MSG3 with an new key
· PDCP anchor has not been changed, i.e. the key is not needed to be updated
However, all of the above cases are impacted by the security mechanism in NR, including the security of MSG3 as is discussed in section 2.1. Actually, in LTE the main reason for needing MSG5 is that MSG3 with a short MAC-I cannot resist replay attack. In [3], SA3 replies that integrity protection of message 3 with new key is recommended if the PDCP entity is relocated. Therefore, we have the following observations:
· if the PDCP entity is not relocated, MSG5 can be omitted provided that MSG3 can resist replay attack
· if the PDCP entity is relocated, MSG5 can be omitted provided that MSG3 can resist replay attack and is protected with new key
For MSG3, one way of resisting replay attack is to adopt a full MAC-I. As is concluded in Section 2.1, the security information of MSG3 could adopt full MAC-I on the condition that the input of its security information calculation includes the content of this message itself and the generation of full MAC-I is independent of PDCP operation in NR, which depends on SA3. Additionally, in Section 2.1 it is recommended that new key is not used to calculate the security information of the resume request message, which is against the above second case of omitting MSG5 (i.e. when the PDCP entity is relocated). 
Proposal 3: when the PDCP entity is not relocated, whether MSG5 can be omitted depends on the security mechanism in NR, e.g., whether the input of the security information calculation of MSG3 includes the content of this message itself, and whether the generation of full MAC-I is independent of PDCP operation.
Proposal 4: it is not recommended to omit MSG5 when the PDCP entity is relocated.
2.3    When to update the key
As to the condition for updating the key, two options have been discussed as follows:
· Option 1: at each RRC resume
· Option 2: when the PDCP entity relocates
Option 1 refers to the resume procedure in LTE. The advantage of Option 1 is that the resume message on MSG4 can be protected with new key, which is helpful to overcome fake gNB. The disadvantage is that sometimes the update could be unnecessary.
Option 2 is from SA3 in [3] where new key is needed when the PDCP entity relocates. Option 2 can minimize the key refreshes but increases the implementation complexity by judging whether PDCP entity relocates.
Based the above analysis, it is expected to find a balance between Option 1 and Option 2. In other words, the key should be updated not only when the PDCP entity relocates, but also at some cases of RRC resume when the PDCP entity is not relocated. Specifically, a new timer could be introduced to limit the lifetime of a key used for the PDCP entity. Even when the PDCP entity is not relocated, the key needs to be updated if the timer expires. In this way, both the signal overhead and the security performance can be flexible by adjusting the value range of the timer. 
Proposal 5: a new timer could be introduced to limit the lifetime of a key used for the PDCP entity.
2.4    How to update the key
If new key is not used to calculate the security information of the resume request message, which is introduced in Section 2.1, there is no need to send new NCC to UE before the resume procedure. Otherwise, new NCC needs to be sent to UE before the resume procedure. Besides, if Option 2 in Section 2.3 is adopted, MSG4 is preferred to be used to indicate new NCC because it is hard to judge if the PDCP relocates before the resume. In summary, there are three options of performing the key update as follows.
· Option 1: indicate new NCC in MSG4
· Option 2: configure new NCC in the message to move from CONNECTED state to INACTIVE state
· Option 3: configure new NCC while in CONNECTED, before moving to INACTIVE
Option 1 configures new NCC during the resume procedure, which refers to the corresponding mechanism in LTE. In contrast, both Option 2 and Option 3 configure new NCC before the resume procedure. These two options make it possible to encipher NCC in MSG4, but results in that one key is used in both source and target gNBs during the resume procedure, which is against the forward security principle. Besides, the new NCC configured before the resume procedure will not be used sometimes, e.g. in the case that the UE transits from CONNECTED or INACTIVE to IDLE. Therefore, Option 1 is preferred to perform the key update.
For the above three options, the new {NH, NCC} pair can be generated / updated in CN. However, generating / updating new {NH, NCC} pair in CN has significant influence over the signalling overhead between RAN and CN as well as the latency of key update, especially for the case of UEs in INACTIVE. If the function of generating/updating new {NH, NCC} pair can be supported in RAN (i.e. gNB), both the latency of key update and the signal overhead between RAN and CN are expected to be reduced. Meanwhile, in order to satisfy the security requirement from SA3, the proper synchronization mechanism of the {NH, NCC} pair between RAN and CN is also required if the function of generating/updating new {NH, NCC} pair is implemented in RAN.
Proposal 6: it is reasonable to indicate new NCC in MSG4 when the key update is needed.
Proposal 7: the function of generating/updating new {NH, NCC} pair should be supported in RAN. 
Conclusion
This contribution discusses some security issues related to RRC resume procedure from inactive state. According to the analysis in section 2, we have the following observation:
Observation 1:  as to the resume request message, if the input of its security information calculation includes the content of this message itself, the security information of MSG3 could adopt full MAC-I provided that the generation of full MAC-I is independent of PDCP operation in NR.
Meanwhile, we have the following proposals:
Proposal 1: if in NR the resume request message includes more information than that in LTE, ask SA3 whether the corresponding security information calculation in NR follows LTE or uses new method, i.e. its input includes the content of this message itself.
Proposal 2: new key is not used to calculate the security information of the resume request message.
Proposal 3: when the PDCP entity is not relocated, whether MSG5 can be omitted depends on the security mechanism in NR, e.g., whether the input of the security information calculation of MSG3 includes the content of this message itself, and whether the generation of full MAC-I is independent of PDCP operation.
Proposal 4: it is not recommended to omit MSG5 when the PDCP entity is relocated.
Proposal 5: a new timer could be introduced to limit the lifetime of a key used for the PDCP entity.
Proposal 6: it is reasonable to indicate new NCC in MSG4 when the key update is needed.
Proposal 7: the function of generating/updating new {NH, NCC} pair should be supported in RAN. 
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