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Attachments:
1. Overall Description:
SA3 would like to thank RAN2 for the LS on Early Data Transmission (R2-1712052/ S3-173023). SA3 would like to provide a response to potential security concerns regarding RAN2 agreement to send an unprotected reject message (with a Wait Timer)  to a request message, and also replay attacks from re-using the same I-RNTI and same key to derive the short MAC-I for the subsequent resume request message after a rejection as capture below.
 Questions from R2-1712052 LS:
“Q.1: Does SA3 have any security concern with the above RAN2 agreement?  For example, there can be DoS attack by a fake gNB sending one or more successive response messages with Wait timer.  Further RAN2 would like to ask if SA3 has any comments regarding the Wait timer values”

SA3 Response:
SA3 acknowledges the risk of DoS attack by a fake gNB if Reject message is sent unprotected over SRB0. When such DoS attack occurs, UE (including delay tolerant and normal UEs) can be prevented from transitioning from inactive to connected mode.
SA3 would like to emphasize that changing the value of the wait timer does not eliminate the aforementioned DoS risk as long as the wait timer is binding to the UE. The value of the Wait Timer should be balanced between two aspects. On one hand, the timer should be long enough so that the UE does not try to come to back too early to possibly congested network, and on the other hand, short enough so that the impact of a possible DoS attack is minimized. Furthermore, SA3 has no recommendation for exact values of wait timers.
SA3 also noticed that when dealing with a large number of UEs that request access at the same time, the gNB should be allowed to set the timers to different values for the different UEs (of the same time) in order to avoid a self-inflicted DoS attack because all UEs would come back directly after the Wait timer has been set.
Q.2: Does SA3 sees any risk of replay attacks, from re-using the same I-RNTI and same key to derive the (short) MAC-I for the subsequent resume request message after a rejection?”
SA3 Response:
SA3 acknowledges the replay attack if Resume request message from INACTIVE is allowed reusing the same I-RNTI and same key after rejection. The impact of the attack would cause the target gNB to fetch the UE context from the source gNB creating an out of synch state between the UE and the network. When the real UE comes back after the wait timer expiry and tries to use the I-RNTI, the network will not recognize the I-RNTI (as it was already used) and the UE will be requested to do NAS level recovery.
2. Actions: 
To RAN2: SA3 respectfully asks RAN2 to take the above information into account.
3. Date of Next TSG-SA WG3 Meetings:
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