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1 Introduction

In the email discussion and online discussion during RAN2#AH2 and RAN2#99 meeting, several companies discussed that for the services expected from lower layer aspect, SDAP header does not expect ciphering and header compression from low layer. 
RAN has agreed to close all hardware related discussions by December, ie, this RAN2#100. Ciphering and Deciphering paths and processing of SDAP may have hardware implications which need to be closed as well.

In this paper, we will further analyze this issue and give our views. 

2 Discussion

At high data rates, the implementation of ciphering/deciphering may be done in hardware. 
Today, the control of data routing within a modem can be independent of the ciphering/deciphering logic. For example, on the downlink, if the SDAP header is ciphered, its processing can only be done after deciphering, which imposes certain hardware architecture restrictions.

However, since the SDAP functionality itself is deprioritized, it is safer to decouple the processing of SDAP from the data path deciphering/ciphering.

Observation 1: Ciphering and deciphering paths are commonly implemented in hardware. SDAP introduction will affect the hardware design, while the SDAP feature is deprioritized.
Additionally, the purpose of ciphering is to maintain the confidentiality of messages between a sender and a receiver. From this point of view, only the data unit or the data payload are needed for ciphering function. According to the functionality description of the ciphering in [1], the data unit that is ciphered is the data part of the PDCP data PDU for the user plane. While for the control plane, the data unit that is ciphered is the data part of the PDCP PDU and the MAC-I, and the ciphering is not applicable to PDCP control PDU. So, the data unit that is ciphered is only the data part of PDCP PDU and the MAC-I in control plane.
Observation 2: The data unit that is ciphered is the data part of the PDCP PDU in user plane or control plane, and also for the MAC-I in control plane.

In the agreements of the RAN2 #99 meeting, a SDAP PDU can be configured by the data PDU with or without one byte SDAP header to PDCP SDU. In the essence of ciphering and deciphering algorithm, only the packet payload of the user data from upper layer is needed to perform the ciphering/deciphering protection for the user for security purpose. The SDAP header is only a kind of protocol label for QoS purpose, and it does not belong to the payload of user data. According to this view, only the data part of PDCP PDU excluding the SDAP header is needed to perform the ciphering in user plane from PDCP layer, and SDAP layer should not care whether the ciphering is configured or not. An SDAP layer entity only expects the user plane data transfer service and in-order delivery from the low layer. For the services expected from lower layers, SDAP does not expect ciphering from lower layers. So, the PDCP ciphering function should not be applied to SDAP header.
Proposal 1: The PDCP ciphering function shall not be applied to SDAP header.

With above analysis, we made an attempt to make an update on the PDCP ciphering function description, as shown in the Annex. 
Proposal 2: RAN2 adopt the text proposal in Annex.

3 Summary

In this contribution, the following were observed and proposed.

Observation 1: Ciphering and deciphering paths are commonly implemented in hardware. SDAP introduction will affect the hardware design, while the SDAP feature is deprioritized.
Observation 2: The data unit that is ciphered is the data part of the PDCP PDU in user plane or control plane, and also for the MAC-I in control plane.

Proposal 1: The PDCP ciphering function shall not be applied to SDAP header.
Proposal 2: RAN2 adopt the text proposal in Annex.
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5 Annex

5.8
Ciphering and deciphering
The ciphering function includes both ciphering and deciphering and is performed in PDCP. The data unit that is ciphered is the data part of the PDCP Data PDU (see subclause 6.3.3) and the MAC-I (see subclause 6.3.4). The ciphering is not applicable to PDCP Control PDUs. The PDCP ciphering and deciphering function shall not be applied to SDAP header.
The ciphering algorithm and key to be used by the PDCP entity are configured by upper layers [3] and the ciphering method shall be applied as specified in [6].
