Page 4
Draft prETS 300 ???: Month YYYY
3GPP TSG-RAN WG2 #100	Tdoc R2-1713298
Reno, Nevada, USA, 27th Nov – 1st Dec 2017(Revision of R2-1710831)

Agenda Item:	10.4.1.7.6
Source:	Ericsson
Title:	I-RNTI discussion
Document for:	Discussion
Introduction
[bookmark: _GoBack]This contribution is an update of a previous paper addressing UE Context ID. In this revision, focus is on I-RNTI length and security aspects.
[bookmark: _Ref178064866]Discussion
I-RNTI Size
The length of the I-RNTI is a result from compromising unique numbers with feasible length to include in msg3, e.g., in an rrcConnectionResumeRequest message. Another requirement is that when an I-RNTI is detected by an NG-RAN node, that it should be possible to extract an identity of the node holding the context.
In LTE release 13, the size of the resumeID in LTE is 40 bits, allowing for over 1 trillion unique Resume IDs. This seems like more than enough, and from a pure bit-length perspective, it seems reasonable to propose the I-RNTI for LTE connected to 5GC and NR to also be a 40-bit field. This would make it particularly easy from a mgs3-grant perspective to connect LTE cells to 5GC, in that the same grant as for Release 13 can be used. However, it is not only the possibility to form unique numbers out of a bit-sequence that determines a suitable length, it is also additional constraints to the bit sequence. 
One such additional constraint is that it should be possible to extract an identity of the node holding the context. One such identity can be the gNB ID for NR cells or ng-eNB ID for LTE cells connected to 5GC. 
In RAN3, it has been agreed that:
For NR, the gNB ID between 22-32 bits [1]
For LTE connected to 5GC, the ng-eNB is either 18, 20 or 21 bits [2]
From this, we conclude that, given the maximum number of bits spent for a gNB ID, (irrespective of if it is a cleartext gNB ID, or only a representation with equal bits) if the I-RNTI is 40 bits long, only 8 bits remain for UE-specific identities in such a gNB.
[bookmark: _Toc497922391][bookmark: _Toc498605341][bookmark: _Toc498613200]With a maximum length gNB ID representation of 32 bits, it seems that a 40-bit I-RNTI is too small. 

It would be simple and straightforward to simply propose a larger I-RNTI, e.g., at least 48 bits, had we only to consider NR, but larger grants over LTE for larger-sized I-RNTI’s sounds highly infeasible. 
The limitations as such are thus not necessarily in NR, but in legacy air interface. From this, we think it makes sense to anyway propose a larger I-RNTI as to not limit NR by LTE limitations. 
[bookmark: _Toc497922393][bookmark: _Toc498605344][bookmark: _Toc498613204]A 48 or 56 bit I-RNTI should be adopted in NR and LTE when connected to 5GC
When the I-RNTI should be sent in an rrcConnectionREsumeRequest, msg3-grant, in LTE, it can be truncated in a similar way as is already supported for LTE to generate a truncated Resume ID
[bookmark: _Toc497922394][bookmark: _Toc498605345][bookmark: _Toc498613205]When sent over LTE connected to 5GC, use a truncated version of a full-size I-RNTI.
When the I-RNTI should be sent in an rrcConnectionResumeRequest, msg3-grant over NR, it should be possible to either send as a full-size I-RNTI, or truncated.

I-RNTI Security aspects
The I-RNTI is sent clear-text over the air and it can be read by anyone. Since this is the case, it is good if the I-RNTI does not reveal, e.g., other information that is usually sent encrypted or not at all. One such piece of information that may be revealed would be a UE’s mobility pattern. Since the I-RNTI need to somehow reflect the gNB / ng-eNB ID of the node storing the context, it would be possible to track UE’s only by reading the I-RNTI. One way to make this particular aspect more difficult is to not have a clear divisioning between gNB/ng-eNB ID part and the UE ID part of an I-RNTI. The gNB ID information is in fact not needed by the UE’s at all, but are only needed in the receiving network nodes. 
[bookmark: _Toc478049452][bookmark: _Toc478049460][bookmark: _Toc474855702][bookmark: _Toc475101295][bookmark: _Toc475107518][bookmark: _Toc475110620][bookmark: _Toc475111356][bookmark: _Toc475111365][bookmark: _Toc475112489][bookmark: _Toc475113703][bookmark: _Toc475113737][bookmark: _Toc475113754][bookmark: _Toc476577750][bookmark: _Toc476729499][bookmark: _Toc476729592][bookmark: _Toc476746838][bookmark: _Toc476827876][bookmark: _Toc477788972][bookmark: _Toc478049407][bookmark: _Toc478049453][bookmark: _Toc478049461][bookmark: _Toc478049679][bookmark: _Toc478049711][bookmark: _Toc478049815][bookmark: _Toc478049869][bookmark: _Toc478132325][bookmark: _Toc478141083][bookmark: _Toc478141177][bookmark: _Toc478143867][bookmark: _Toc478143877][bookmark: _Toc481671285][bookmark: _Toc481671292][bookmark: _Toc494378310][bookmark: _Toc497922395][bookmark: _Toc498605346][bookmark: _Toc498613206]The UE should treat the I-RNTI as a random value. Any splitting of the identifier in UE context and RAN node ID part should be transparent or unknown to the UE.

Given that it is expected that the I-RNTI will be frequently used in NR it would be good to have a solution where the gNB ID is not easily derivable from the UE AS Context ID. It is proposed to initiate a discussion with RAN3 and SA3 on possible ways to hide node ID in the I-RNTI
[bookmark: _Toc498605347][bookmark: _Toc498613207][bookmark: _Toc478049416][bookmark: _Toc478049457][bookmark: _Toc478049465][bookmark: _Toc478049683][bookmark: _Toc478049715][bookmark: _Toc478049819][bookmark: _Toc478049873][bookmark: _Toc478132329][bookmark: _Toc478141087][bookmark: _Toc478141181][bookmark: _Toc478143871][bookmark: _Toc478143881][bookmark: _Toc481671289][bookmark: _Toc481671296][bookmark: _Toc497922399][bookmark: _Toc494378314]Discuss with RAN3 and SA3 how to best hide RAN node ID in I-RNTI. 
Conclusion
In section 2 we made the following observations:
Observation 1	With a maximum length gNB ID representation of 32 bits, it seems that a 40-bit I-RNTI is too small.

Based on the discussion in section 2 we propose the following:
Proposal 1	A 48 or 56 bit I-RNTI should be adopted in NR and LTE when connected to 5GC
Proposal 2	When sent over LTE connected to 5GC, use a truncated version of a full-size I-RNTI.
Proposal 3	The UE should treat the I-RNTI as a random value. Any splitting of the identifier in UE context and RAN node ID part should be transparent or unknown to the UE.
Proposal 4	Discuss with RAN3 and SA3 how to best hide RAN node ID in I-RNTI.
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