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1 Introduction

SA3 has evaluated the need for security & potential solutions for LTE Call Redirection. SA3 has provided details of the two solutions in [1] and left it for RAN2 and CT1 to select one or more solutions.

This paper considers the two solutions from RAN2 perspective and proposes a solution.
2 Discussion 
2.1 General

In R2-169124[1], RAN2 informed SA3 with the potential security/privacy attack for LTE Call Redirection. 
In R2-1702388[2], RAN2 discussed a solution to prevent issues with roaming and to allow operators to deploy the solution according to their needs, asked SA3 and CT1 to consider the security and NAS impact of the proposed solution. 
In C1-171945[3], CT1 confirmed that the NAS impact for the proposed solution is technically possible to CT1, and proposed the details for the solution that default behaviour to distrust a new network until an attach or tracking area update procedure is successfully completed and the secured redirection policy of the network is known to the UE.
In S3c0011[5], SA3 agreed with CT1 solution, and proposed two possible security solutions. Irrespective which solution is adopted, this solution should be used together with the CT1 solution, so that the potential security/privacy attack for LTE Call Redirection could be solved. SA3 thought that implementation overhead and performance are not decided in SA3, and therefore asked RAN2 and CT1 to take a final decision.

The paper analyzed the impact of the two solutions and proposed to adopt solution 1.
2.2 Introduction for two solutions

In S3c0011[5], there are two solutions, called solution 1 and solution 2. Solution 1 is listed in figure 1.
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Figure 1 Secured redirection command using an AS Token

UE receives the information whether unsecured redirection is acceptable in the current PLMN from the MME e.g. with an integrity protected ATTACH ACCEPT or TRACKING AREA UPDATE ACCEPT message. By default, when entering a new PLMN, the UE will consider the unsecured redirection as not acceptable in the new PLMN, until an attach or tracking area updating procedure has been completed successfully and the UE has received the above information from the MME during that procedure. 
UE then sends the Extended Service Request for CSFB message to MME, when receiving the message, if the MME knows that the eNB supports the protected/enhanced CSFB redirection procedure according to its redirection policy configuration, the MME shall derive Knas-token from the Kasme, the uplink NAS COUNT, and string “CSFB”. The MME shall send the Knas-token to eNB in a new S1AP message. After receiving this, the eNB shall compute ‘AS-Token’ using the received Knas-token, AS-Token= KDF (Knas-token, Cell redirection parameters (e.g. redirectedCarrierInfo)). The eNB shall send the RRCConnectionRelease message with cell redirection parameters including the AS-Token to the UE. If the UE knows that unsecured redirection is unacceptable according to stored information from network, the UE shall check if the message includes the AS-Token: if an AS Token is included, UE shall derive the Knas-token and verifies the AS-Token in the same way above; otherwise, UE shall just release the RRC Connection with the current eNB instead of respecting to the redirection indicated by the network; if. In summary UE shall redirect to the GREAN according to the cell redirection parameters only if the AS-Token is verified successfully.

Solution 2 is illustrated in figure 2.
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Figure 2 Secured redirection command using AS SMC

Similarly as the above, the UE needs to first receive the information whether unsecured redirection is acceptable in the current PLMN from the MME.

UE then sends the Extended Service Request for CSFB message to MME. When receiving the message, if the MME knows that the eNB supports the protected/enhanced CSFB redirection procedure according to its redirection policy configuration, the MME shall derive KeNB from the Kasme and the uplink NAS COUNT. The MME shall then send the KeNB to eNB in S1AP Initial UE Context Request with CS Fallback indicator. After receiving this, the eNB shall trigger AS SMC procedure with a roundtrip RRC signalling so that the subsequent RRCConnectionRelease message is protected and can be sent to the UE. If the UE knows that unsecured redirection is unacceptable according to stored information from network, the UE shall check if the message is protected: if the policy indicated secured redirection and the message is protected, UE shall derive the KeNB and verifies the message as the same way above; otherwise the UE shall just release the RRC Connection with the current eNB instead of respecting to the redirectionindicated by the network.. In summary the UE shall redirect to the GREAN according to the cell redirection parameters only if the verification is succeed.
2.3 Evaluation
2.3.1 Impact analysis
As explained above, both of the above two solutions need to be used together with the CT1 solution, therefore both solutions need to consider the impact by CT1 solution.

The details for CT1 solution is described in C1-171945[3] as blow:

“CT1 confirms that it is technically possible to CT1
-
that NAS in the UE receives the information whether unsecured redirection is acceptable in the current PLMN from the MME e.g. with an integrity protected ATTACH ACCEPT or TRACKING AREA UPDATE ACCEPT message; and 

-
that NAS in the UE provides to AS an indication whether UE is allowed to accept unsecured redirection to GERAN.

By default, when entering a new PLMN, the UE will consider the unsecured redirection as not acceptable in the new PLMN, until an attach or tracking area updating procedure has been completed successfully and the UE has received the above information from the MME during that procedure. In CT1’s understanding this UE behaviour will not affect the CSFB performance, because the UE needs to perform a successful attach or TAU before it can initiate a service request for CSFB.”
In this case it is obvious that for CT1 solution, UE and MME need to be updated.
Solution 1 needs new calculation on eNB to compute “AS-Token” with redirection parameters, new key and key derivation function (KDF), and send the release message with redirection parameter and AS-Token to UE. Thus, when combining with CT1 solution, UE, eNB and MME need to be updated.
Solution 2 has been already discussed before, the current requirements provided by TS 36.331[6] in context of protecting RRC messages (Annex A.6 in [6]) allow sending RRC Connection Release unprotected with the following justification:

“If the RRC connection is only for signalling not requiring DRBs or ciphered messages, or the signalling connection has to be released prematurely, this message is sent as unprotected.”
So, solution 2 needs to update the eNB to trigger AS SMC procedure. When combining with CT1 solution, UE, eNB and MME need to be updated.
Observation 1: From the impact on UE and network sides, both solutions need to update UE, eNB and MME.

2.3.2 Performance

For solution 1, eNB computes AS-Token with redirection parameters and the solution does not need to activate AS security with a roundtrip RRC signalling to choose an integrity algorithm, which does not involve additional signalling comparing with legacy CSFB procedure.

For solution 2, eNB shall trigger AS SMC procedure to activate AS security, which involves additional signalling on the air, and will increase delay for CSFB procedure.  

Observation 2: Solution 2 would have longer latency than Solution 1 when implementing CSFB.
CSFB is an important feature to support voice and the latency for call setup is always a key performance metric. As there is already a considerable delay of CSFB for setting up a call, involving additional RRC signalling would further enlarge the latency and reduce user experience. As both solutions have equivalent impact on UE and network sides, it is proposed to adopt solution 1 with lower latency.

Proposal 1: Solution 1 has better latency for CSFB and should be adopted.
3 Summary

This paper considers the two security solutions from SA3, and makes the following observations:
Observation 1: From the impact on UE and network sides, both solutions need to update UE, eNB and MME.

Observation 2: Solution 2 would have longer latency than Solution 1 when implementing CSFB.

Proposal 1: Solution 1 has better latency for CSFB and should be adopted.
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