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1	Introduction
The topic of unsecured GERAN redirection was first discussed in RAN2 based on R2-1701179, and further based on R2-1704195. There were also LS exchanges between RAN2 and CT1/SA3 on the matter (see R2-1702388, R2-1704006, R2-1706149, R2-1707659 and R2-1710006). Since SA3 was still discussion the issue, RAN2 agreed to wait for CT1 and SA3 to resolve the issue. 
Now the latest SA3 LS R2-1712135 indicates that SA3 has now converged on two solutions:
	To integrity protect the redirection command to the UE, SA3 discussed and arrived at possible two solutions.

1) Solution 1: Calculate a NAS key from the NAS context and further calculate an integrity key at the eNB using this key to protect the redirection parameters. The solution is described in the attachment S3-17c0006.

2) Solution 2: Establish regular AS context between the UE and the eNB and then issue the secured redirect command to the UE.

Both solutions require the UE to learn the network policy on secured redirection. 

Note: even for network that do not support GERAN, the network policy of rejecting unsecured redirections to GERAN is needed to protect the UE.



In this contribution, we discuss how to ultimately resolve the RAN2 work for this topic.
2	GERAN redirection issue
To recap the problem: Using unsecured redirection to GERAN could be misused when UE is making a connection attempt: Before the real LTE eNB can respond, a fake LTE eNB sends an unsecured redirection to GERAN BS to the UE, which then accepts that and connects to the compromised network.
In RAN2, it has been recognized that there is no real solution to this problem for legacy UEs that doesn’t require software updates: UEs in the field would accept unsecured redirections unless they can be updated, and even blocking that would create problems if legitimate networks use the same mechanism. Therefore, any solution can only be applied for UEs from chosen release onwards.
CT1 has so far discussed that they will introduce a NAS policy that allows network to indicate to UE whether unsecured redirections are accepted. This policy would be default be set to FALSE (for improved security), so that networks would have to only send redirection after connection has been established already and AS security has been activated. This means that the UE would already be moved from IDLE to CONNECTED, which causes some delay for the redirection.
Observation 1: Using AS security for redirection incurs delay to the redirection. 
This was in fact noticed during the SA3 discussion, and is also indicated by the SA3 LS R2-1712135, and is one reason why SA3 developed a solution to ensure also delay-critical redirection that can be protected. We discuss the specifics of the SA3 solutions in the next section.
3	Resolving unsecured GERAN redirection in RAN2
3.1 	Choice between SA3 solution1 and solution2
The SA3 LS asks “SA3 kindly asks RAN2 and CT1 to take the above feedback into account and choose the appropriate security solution(s) to specify“ – hence, it is up to RAN2/CT1 to decide what to specify.
Comparing the solutions, we note that Solution1 is efficient in terms of signalling and redirecting the UE to another radio type or network without incurring additional delay or transitioning the UE to active mode. This is advantageous for incoming CSFB calls, or other features such as idle mode load balancing (band redirection) or redirection to non-3gpp (e.g. WLAN) network etc. 
Many components of Solution 2 procedure to setup AS security and issue RRCConnectionRelease exist today, but for the entire procedure to work, i.e setup the AS context, AS security and then send the UE RRCConnectionRelease in a protected manner, an appropriate trigger message is needed in S1AP. 
Finally, we would note that the S1AP message for both solutions can be same, with appropriate indication flag to the eNB, to execute either Solution1 or Solution2. Since both solutions have their own advantageous it is beneficial to support both solutions based on the trigger received from MME. MME is expected to know the support of the solutions from its configuration data.  Hence it is recommended to support both Solution 1 and Solution2.
Proposal 1: RAN2 to specify both Solution 1 and Solution 2 and send reply LS back to SA3/CT1 on the decision.
3.2	AS Token solution 
SA3 LS points out that they have discussed the following solution (as described in S3c0006) for the case when redirection needs to be done without waiting for AS security activation (e.g. CSFB cases):


Figure 1: Secured redirection command using an AS Token
From RAN2 viewpoint, the following would be needed:
· Addition of the AS token to the RRCConnectionRelease
· Procedural text for handling the AS token (i.e. whether to accept the redirection based on the AS token).
The rest of the work (i.e. generating the NAS token and AS token) would need to be done in NAS layer, and requires CT1 and SA3 work. To trigger the eNB to send a secured redirection to the UE using AS token (solution 1) or regular AS security (solution 2) using an appropriate S1AP message requires RAN3 work.
Observation 2: The RRC impacts are limited to changes to RRCConnectionRelease and procedural text in section 5.3.8.3.
Proposal 2: RAN2 to introduce AS token solution proposed by SA3 by introducing the necessary signalling for the AS token to RRCConnectionRelease and the corresponding procedural text.
3.3	Activating AS security before redirection
Using AS security is also mentioned in the SA3 LS as an alternative for cases when there is no delay-critical need for fast redirection. Since AS security and RRC redirection are already supported as separate procedures, only an appropriate S1AP trigger message is required for this redirection, which is a RAN3 matter to handle and is discussed in R3-174502, with proposed CR in R3-174503.
[bookmark: _GoBack]Observation 3: RAN2 specifications already support sending RRC redirection after AS security activation. Only RAN3 needs to define an appropriate trigger message to set up regular AS context, enable AS security and then send RRCConnectionRelease message.
3.4	NAS policy for unsecured redirections 
The NAS policy for accepting or rejecting unsecured redirections is common to both SA3 solutions, and needs some modifications to RRC specification since RRC processes the redirection command. This is already what CT1 indicated to RAN2 earlier.
However, since CT1 is only creating their CRs from Rel-15 onwards, it is unclear from which release onwards RAN2 would create the RRC CRs: Rel-13 (like the discussion so far), Rel-14 (latest release with published specifications), or Rel-15 (matching with CT1 intent? 
Proposal 3: RAN2 to discuss from which release onwards to agree the CRs (e.g. only from Rel-15 onwards given that CT1 will only agree to Rel-15 CRs, or earlier release given the Rel-15 will be frozen only in September 2018).
In our view, the simplest compromise could be to adopt the CRs from Rel-14 onwards, even this is not supported by CT1 yet. This allows the AS signalling to exist already in preparation of NAS parts. Doing the CRs from Rel-15 onwards would delay the introduction of the correction by ~9 months compared to the option of Rel-14.
Proposal 4: RAN2 to agree CRs for GERAN redirection solution from Rel-14 onwards.
4	Conclusions 
We have discussed the SA3 LS to RAN2 on GERAN redirection, and concluded that since both solutions have advantageous it is recommended to support both solutions and execute the solution based on the trigger received from MME. It is recommended to inform the choice to SA3, CT1 and RAN3. During the discussion, we have also observed the following:
Observation 1: Using AS security for redirection incurs delay to the redirection. 
Observation 2: The RRC impacts are limited to changes to RRCConnectionRelease and procedural text in section 5.3.8.3.
Observation 3: RAN2 specifications already support sending RRC redirection after AS security activation, but appropriate S1AP trigger message is needed from RAN3.
Based on the discussion and these, we propose the following:
Proposal 1: RAN2 to specify both Solution 1 and Solution 2 and send reply LS back to SA3/CT1 on the decision.
Proposal 2: RAN2 to introduce AS token solution proposed by SA3 by introducing the necessary signalling for the AS token to RRCConnectionRelease and the corresponding procedural text.
Proposal 3: RAN2 to discuss from which release onwards to agree the CRs (e.g. only from Rel-15 onwards given that CT1 will only agree to Rel-15 CRs, or earlier release given the Rel-15 will be frozen only in September 2018).
Proposal 4: RAN2 to agree CRs for GERAN redirection solution from Rel-14 onwards.
We have also prepared an example Rel-14 CR taking the above proposals into account in R2-1713153.
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