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Introduction 
In this contribution we will discuss remaining issues for Early Data Transmission (EDT) over UP solution, that is, when UE has been previously suspended and would like to send data during the random access procedure in Msg3 or receive downlink data in Msg4. 
The following agreements relating to UP solution were made in RAN2#99bis:
	· For CP during the UL EDT procedure, if the UE receives a grant in which data does not fit, the UE does not send the data in Msg3. For UP solution it is FFS if the EDT grant can be used for UL data if the grant is smaller than the UL data size.
· For UP solution SRB0 is used to transmit the RRC message in Msg3.
· For UP solution, CCCH (RRC message) and DTCH (UP data) are multiplexed in MAC in Msg3.
· For UP, AS security is resumed before transmitting Msg3, and data transmitted in Msg3 is protected by AS security.
· For UP solution, DL data can be optionally multiplexed in MAC, i.e. DCCH (RRC message(s)) and DTCH (UP data) in Msg4.
· FFS: For UP solution: case for pinned connection, i.e. CCCH (RRCConnectionResumeReq) + DCCH (NAS PDU via pinned connection)




We will discuss some of the details of Msg3 and Msg4 transmission and contents. Note that part of the discussion overlaps with email discussion [99bis#55] on EDT RRC messages [1], however, we also discuss additional topics and details in the following sections. 
[bookmark: _Ref178064866]Discussion
Signalling flow


Figure 1. AS signalling for EDT.





Remaining details for Msg3 
Segmentation
RAN2 has agreed that UP data is multiplexed together with the RRC message in Msg3. This data would be transmitted on DTCH and it would use RLC AM, which supports segmentation. In the case the uplink grant provided in Msg2 is not large enough for including all the data, the UE could segment the data and send the first segment in Msg3. In this case release assistance indication (RAI) would not be sent as the UE would like to continue uplink transmissions after Msg4 has been received.
Let us consider the case where the UE indicates it would like to use EDT, by sending a corresponding preamble, but receives smaller grant what would be required to the UL data. The UE will need to send an RRC message in any case in such situation. If the RRC message is sent without data, and the grant is much larger what the RRC message alone would require, the UE would send Msg3 without data with grant intended for data in Msg3, resulting in excessive padding, thus wasted uplink resources. However, with segmentation the UE can use the provided UL resources efficiently and send the first part of the data already in Msg3. 
We see no technical reason to not apply segmentation for the data in the above case.  

[bookmark: _Toc498344335][bookmark: _Toc498346350][bookmark: _Toc498360893][bookmark: _Toc498557257][bookmark: _Toc498650987][bookmark: _Toc498647632][bookmark: _Toc498648622][bookmark: _Toc498654172][bookmark: _Toc498654175][bookmark: _Toc498661845]When uplink EDT grant is smaller than required for including the UL data in UE, segmentation would allow the use of the grant without waste in uplink resources.
[bookmark: _Toc498344338][bookmark: _Toc498346354][bookmark: _Toc498346422][bookmark: _Toc498346465][bookmark: _Toc498360632][bookmark: _Toc498557260][bookmark: _Toc498642249][bookmark: _Toc498642262][bookmark: _Toc498639163][bookmark: _Toc498650975][bookmark: _Toc498650990][bookmark: _Toc498648629][bookmark: _Toc498654160][bookmark: _Toc498654178][bookmark: _Toc498661834]UL data segmentation is supported in Msg3.

RRC message and contents
[bookmark: _Toc498344339][bookmark: _Toc498346355]The contents and definition of Msg3 have been discussed in email discussion [99bis#55] on EDT RRC messages [1]. In the following we discuss additional details on top of the answers provided in that discussion. 
For EDT in Msg3, the legacy RRC message RRCConnectionResumeRequest should be used. We don’t currently see any compelling reasons to define a new RRC message for this purpose, especially when no additional information is needed on top of what is currently included in this message. The user plane data on DTCH logical channel) would then be multiplexed together with RRCConnectionResumeRequest in MAC layer, as was agreed in RAN2#99bis. 

[bookmark: _Toc494187798][bookmark: _Toc494187864][bookmark: _Toc494187877][bookmark: _Toc494288569][bookmark: _Toc494416463][bookmark: _Toc494416477][bookmark: _Toc494413780][bookmark: _Toc498344340][bookmark: _Toc498346356][bookmark: _Toc498346423][bookmark: _Toc498346466][bookmark: _Toc498360633][bookmark: _Toc498557261][bookmark: _Toc498642250][bookmark: _Toc498642263][bookmark: _Toc498639164][bookmark: _Toc498650976][bookmark: _Toc498650991][bookmark: _Toc498648630][bookmark: _Toc498654161][bookmark: _Toc498654179][bookmark: _Toc498661835]RRCConnectionResumeRequest is used in UP solution in Msg3 for early data transmission.
[bookmark: _Toc494416466][bookmark: _Toc494416480][bookmark: _Toc494413783][bookmark: _Toc498344341][bookmark: _Toc498346357][bookmark: _Toc498346424][bookmark: _Toc498346467][bookmark: _Toc498360634]
[bookmark: _Toc494187801][bookmark: _Hlk498349177]AS RAI
If there is room in Msg3, the UE can include buffer status report (BSR) to indicate the size of remaining UL data.  For EDT, when there is remaining UL data, BSR would help eNB with further scheduling. Additionally, Release Assistance Indicator (RAI) should be included in Msg3 when all data fit into the granted TB and no further data are expected. RAI corresponds to sending BSR = 0, and it would help the eNB to decide whether the UE should be indicated to go back to idle mode after Msg4, or in case connected mode is established to be released when possible. 
[bookmark: _Toc498344344][bookmark: _Toc498346358]However, RAI is currently configured in Msg4 in MAC-MainConfig with field rai-Activation-r14. As one goal of EDT is to reduce UE power consumption, it is natural for UEs using EDT to also support RAI as one means to reduce the power consumption. Because RAI is configured in Msg4 in legacy procedures, we propose to couple possibility to use RAI for the UEs which support EDT so that when data is transmitted in Msg3, the UE may include BSR=0 which the network would interpret as RAI. 
Any further uplink transmissions would follow the RAI configuration in Msg4, i.e. the implicit RAI configuration would only affect Msg3 transmission.

[bookmark: _Toc498344345][bookmark: _Toc498346359][bookmark: _Toc498346425][bookmark: _Toc498346468][bookmark: _Toc498360635][bookmark: _Toc498557262][bookmark: _Toc498642251][bookmark: _Toc498642264][bookmark: _Toc498639165][bookmark: _Toc498650977][bookmark: _Toc498650992][bookmark: _Toc498648631][bookmark: _Toc498654162][bookmark: _Toc498654180][bookmark: _Toc498661836]AS RAI is included in Msg3 when UE does not expect to send further data. 
[bookmark: _Toc498557263][bookmark: _Toc498642252][bookmark: _Toc498642265][bookmark: _Toc498639166][bookmark: _Toc498650978][bookmark: _Toc498650993][bookmark: _Toc498648632][bookmark: _Toc498654163][bookmark: _Toc498654181][bookmark: _Toc498661837]UE initiating EDT implies RAI is configured for Msg3. 


Remaining details for Msg4 
RRC message and contents
As for Msg3, for Msg4 the legacy RRC message should be used, that is, depending on the case either RRCConnectionResume or RRCConnectionRelease. If the eNB thinks there is no more UL data in the UE to be sent, and zero or one pending DL transmission, then the eNB should send RRCConnectionRelease, optionally multiplexed with DL data. RRConnectionResume should be used in the case the eNB wants UE to move to RRC_CONNECTED.

[bookmark: _Toc498344347][bookmark: _Toc498346361][bookmark: _Toc498346427][bookmark: _Toc498346469][bookmark: _Toc498360636][bookmark: _Toc498557265][bookmark: _Toc498642254][bookmark: _Toc498642267][bookmark: _Toc498639167][bookmark: _Toc498650979][bookmark: _Toc498650994][bookmark: _Toc498648633][bookmark: _Toc498654164][bookmark: _Toc498654182][bookmark: _Toc498661838]RRCConnectionResume message is used in UP solution in case network commands the UE to complete connection establishment and move to RRC_CONNECTED. 

[bookmark: _Toc494187808]RRC Release message should be used if there is no further pending data transmission in UL or DL, and the eNB allows the UE to go back to idle after the UE receives Msg4. We propose to multiplex RRCConnectionRelease in Msg4 together with the data in this case. In addition to the existing fields in RRCConnectionRelease, the message should be extended with field nextHopChainingCount (NCC) so that the UE can derive new keys before sending Msg3 next time EDT is used. Using existing RRCConnectionRelease has the benefit that resumeID required for suspension and later resume, and additional release related parameters are included like in the legacy procedure. There would be minimal specification impact if  RRCConnectionRelease is re-used.

[bookmark: _Toc494187806][bookmark: _Toc494187870][bookmark: _Toc494187882][bookmark: _Toc494288573][bookmark: _Toc494416468][bookmark: _Toc494416482][bookmark: _Toc494413785][bookmark: _Toc498344348][bookmark: _Toc498346362][bookmark: _Toc498346428][bookmark: _Toc498346470][bookmark: _Toc498360637][bookmark: _Toc498557266][bookmark: _Toc498642255][bookmark: _Toc498642268][bookmark: _Toc498639168][bookmark: _Toc498650980][bookmark: _Toc498650995][bookmark: _Toc498648634][bookmark: _Toc498654165][bookmark: _Toc498654183][bookmark: _Toc498661839]RRCConnectionRelease message is used in UP solution when the UE is instructed to go back to RRC_IDLE.

[bookmark: _Toc494062241][bookmark: _Toc494058747][bookmark: _Toc494062647][bookmark: _Toc498344349][bookmark: _Toc498346363][bookmark: _Toc498346429][bookmark: _Toc498346471][bookmark: _Toc498360638][bookmark: _Toc498557267][bookmark: _Toc498642256][bookmark: _Toc498642269][bookmark: _Toc498639169][bookmark: _Toc498650981][bookmark: _Toc498650996][bookmark: _Toc498648635][bookmark: _Toc498654166][bookmark: _Toc498654184][bookmark: _Toc498661840][bookmark: _Toc494187809][bookmark: _Toc494187872][bookmark: _Toc494187884][bookmark: _Toc494288576][bookmark: _Toc494416471][bookmark: _Toc494416485][bookmark: _Toc494413788]NCC for the following RRC Resume procedure is included in RRCConnectionRelease message. 

Any possible downlink data can be multiplexed in MAC layer with the RRC message given that the downlink allocation will be large enough. Note that there may be cases where the eNB sends the RRC message separately from possible downlink user data: For some applications, it may take some time to answer the initial message from the application in UE, thus eNB may need to wait for arriving downlink data. This depends on the location of the application server, and is typically a factor the network operator can control. 
Separately sending the RRC message and the data should not be an issue for the eNB or the UE from procedural point of view, but may require UE to complete the state transition to RRC_CONNECTED. 

Retransmission

Msg4 (RRCConnectionResume or RRCConnectionRelease) is transmitted over RLC AM and the legacy retransmission mechanisms can be used. We see no reason for changes regarding Msg4 retransmissions. 

[bookmark: _Toc498557269][bookmark: _Toc498642258][bookmark: _Toc498642271][bookmark: _Toc498639171][bookmark: _Toc498650983][bookmark: _Toc498650998][bookmark: _Toc498648637][bookmark: _Toc498654168][bookmark: _Toc498654186][bookmark: _Toc498661841]Legacy mechanisms are used for Msg4 retransmissions. 
Need for Msg5 
Legacy procedure when resuming a suspended RRC connection ends with Msg5 in uplink including RRCConnectionResumeComplete message. In the case the UE is moved to RRC_CONNECTED mode, this message should be sent and it would work as explicit confirmation for completion of the resume procedure. 

[bookmark: _Toc498344336][bookmark: _Toc498346351][bookmark: _Toc498360895][bookmark: _Toc498557258][bookmark: _Toc498650988][bookmark: _Toc498647633][bookmark: _Toc498648623][bookmark: _Toc498654173][bookmark: _Toc498654176][bookmark: _Toc498661846]When UE is moved to RRC_CONNECTED, RRCConnectionResumeComplete message is sent to confirm the completion of the resume procedure.

In UP EDT, it would be beneficial in terms of both battery life and signaling reduction if the UE can immediately go back to idle mode after receiving Msg4, without the need for sending Msg5. However, without Msg5, a replay attack is possible: An attacker may replay the resume request and send fake user data in Msg3. Currently, Msg3 is protected with a 16-bit shortResumeMAC-I authentication code, which is calculated based on a set of input parameters including cell identity of the target eNB, physical cell ID of the source eNB, and the C-RNTI when the UE was with the source eNB (TS 36.331) as below.
VarShortResumeMAC-Input UE variable
-- ASN1START

VarShortResumeMAC-Input-r13 ::=		SEQUENCE {
	cellIdentity-r13						CellIdentity,
	physCellId-r13							PhysCellId,
	c-RNTI-r13								C-RNTI,
	resumeDiscriminator-r13					BIT STRING(SIZE(1))
}

-- ASN1STOP

When a replay attack on Msg3 occurs, the current shortResumeMAC-I allows the eNB to verify that the RRCConnectionResumeRequest was (originally) built by a legitimate UE, but does not allow it to detect whether the received Msg3 was sent by a replay attacker with possible bad data in the DTCH SDU. As a result, the eNB may forward the fake data to S-GW without knowing that the Msg3 was not received from a legitimate UE.
[bookmark: _Toc498360896][bookmark: _Toc498557259][bookmark: _Toc498650989][bookmark: _Toc498647634][bookmark: _Toc498648624][bookmark: _Toc498654174][bookmark: _Toc498654177][bookmark: _Toc498661847]With legacy shortResumeMAC-I, the eNB cannot detect replay attacks on Msg3 if it did not receive the original transmission of Msg3.
To enable the eNB to perform such detection, in addition to existing input parameters, the shortResumeMAC-I should be calculated based also on a freshness parameter, e.g., the Temporary C-RNTI assigned to the UE in Msg2. Since the Temporary C-RNTI is updated every access attempt, a replay attack of the resume request is with an obsolete Temporary C-RNTI and thus will be detected by the eNB. This helps the eNB detect replay attacks and avoid forwarding possible fake UL data received in Msg3 to the S-GW. In addition, to enhance the security of Msg3 and data included therein, the full 32-bit MAC-I should be used.
[bookmark: _Toc498360640][bookmark: _Toc498557270][bookmark: _Toc498642259][bookmark: _Toc498642272][bookmark: _Toc498639172][bookmark: _Toc498650984][bookmark: _Toc498650999][bookmark: _Toc498648638][bookmark: _Toc498654169][bookmark: _Toc498654187][bookmark: _Toc498661842]Include a freshness parameter such as Temporary C-RNTI in the calculation of shortResumeMAC-I to protect against replay attacks on Msg3. 
[bookmark: _Toc498360641][bookmark: _Toc498557271][bookmark: _Toc498642260][bookmark: _Toc498642273][bookmark: _Toc498639173][bookmark: _Toc498650985][bookmark: _Toc498651000][bookmark: _Toc498648639][bookmark: _Toc498654170][bookmark: _Toc498654188][bookmark: _Toc498661843]Use full 32-bit MAC-I in RRCConnectionResumeRequest. 
With above enhancements, Msg5 can be skipped in case UE is indicated to go back to idle after receiving Msg4.
[bookmark: _Toc498360642][bookmark: _Toc498557272][bookmark: _Toc498642261][bookmark: _Toc498642274][bookmark: _Toc498639174][bookmark: _Toc498650986][bookmark: _Toc498651001][bookmark: _Toc498648640][bookmark: _Toc498654171][bookmark: _Toc498654189][bookmark: _Toc498661844] Msg5 is not sent when the network moves the UE back to idle Msg4. 
Conclusion
In section 2 we made the following observations:
Observation 1	When uplink EDT grant is smaller than required for including the UL data in UE, segmentation would allow the use of the grant without waste in uplink resources.
Observation 2	When UE is moved to RRC_CONNECTED, RRCConnectionResumeComplete message is sent to confirm the completion of the resume procedure.
Observation 3	With legacy shortResumeMAC-I, the eNB cannot detect replay attacks on Msg3 if it did not receive the original transmission of Msg3.

Based on the discussion in section 2 we propose the following:
Proposal 1	UL data segmentation is supported in Msg3.
Proposal 2	RRCConnectionResumeRequest is used in UP solution in Msg3 for early data transmission.
Proposal 3	AS RAI is included in Msg3 when UE does not expect to send further data.
Proposal 4	UE initiating EDT implies RAI is configured for Msg3.
Proposal 5	RRCConnectionResume message is used in UP solution in case network commands the UE to complete connection establishment and move to RRC_CONNECTED.
Proposal 6	RRCConnectionRelease message is used in UP solution when the UE is instructed to go back to RRC_IDLE.
Proposal 7	NCC for the following RRC Resume procedure is included in RRCConnectionRelease message.
Proposal 8	Legacy mechanisms are used for Msg4 retransmissions.
Proposal 9	Include a freshness parameter such as Temporary C-RNTI in the calculation of shortResumeMAC-I to protect against replay attacks on Msg3.
Proposal 10	Use full 32-bit MAC-I in RRCConnectionResumeRequest.
Proposal 11	Msg5 is not sent when the network moves the UE back to idle Msg4.
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