3GPP TSG RAN WG2 Meeting #100                                                            R2-1712673
Reno, USA, 27th November – 1st December 2017 
Agenda item:

10.4.1.7.5
Source:


Intel Corporation
Title:

NR security framework for inactive
Document for:
 
Discussion and decision
1 Introduction

This contribution discusses the different solutions that can be considered to finalize the NR security framework addressing the handling of INACTIVE UEs.
2 Discussion
Security optimizations when resuming or re-establishing an RRC connection are proposed to reduce signaling overhead. Several approaches have been provided in the previous contributions for security of msg4 when reactivating an INACTIVE UE [1]-[14]. At a high level, the security key can either be updated in each RRC transition or only when the UE's PDCP context is transferred/reallocated when resuming an RRC connection. The update can then be performed either during, before or right after the RRC state transition. 
The resumption and re-establishment procedures share substantial commonality e.g. if UE Context is found/valid, the gNB resumes the operation of SRB(s)/DRB(s). Therefore, as explained in [15], it is desirable that these procedures behave in the same way using same RRC messages. This means that the NR security framework should also be suitable, if possible, for both procedures.  
Observation 1. It is desirable that the NR security framework is common for at least resumption and re-establishment due to the similar functionality and to reduce UE, network and standardization complexity.
2.1 NR Security framework for INACTIVE UEs
In this section, the different solutions to support the security for UEs performing INACTIVE to CONNECTED RRC state transition (during resumption, re-establishment) can be summarized as per below:

1. Provide new NCC as part of Suspend/de-activation message: In this option, the new NCC would be provided when the UE is moved from CONNECTED to INACTIVE state. The major disadvantage of this option is that the re-establishment procedure cannot be supported. It has to be noted that several companies preferred a common RRC framework for resumption and reestablishment as per section 2.3.1 in [2]. Given this, the supported security related optimization as part of the RRC messages should also be common for both resume and re-establishment.
2. Provide new NCC during the establishment of an RRC connection: In this solution, the new NCC is provided during RRC_CONNECTED state (e.g. RRCReconfiguration) for use during resume and re-establishment. Msg3 can be sent using the new NCC or old one depending on configuration and the new NCC is used for msg4 ciphering as well. The disadvantage of this option is that it adds complexity to UE and gNB in that both nodes need to store and maintain the NCC for future use.

3. Horizontal key derivation based on old NCC: In this solution, the UE derives a key horizontally using the old key (and old ciphering algorithm) to decrypt msg4 (Resume/Reactivation message) assuming that the new gNB is provided with the NCC/KeNB and the horizontal key from the anchor gNB. Since RAN2 has agreed that “RAN2 aim that in case the RAN is successful in retrieving and verifying the UE context, MSG4 should be ciphered and sent on SRB1”, horizontal key derivation can thus be used to encrypt msg4; therefore any necessary reconfiguration can be conveyed within msg4. If the network wants to subsequently change the key to a new NCC, it can be done at msg4 (via RRC or PDCP) or using intra-cell HO. The UE can use the new NCC to compute the new key to be used from msg5. 
4. Provide new NCC using msg4 followed by reconfiguration: As part of this option, the msg4 can carry the new NCC from the new gNB in an unencrypted fashion either as part of PDCP header or within RRC. Any necessary reconfiguration can be sent encrypted in a concatenated fashion (bis). This approach does not require any sharing of NCC apriori and can be used for both resume and re-establishment procedures. The potential disadvantage is the increased complexity of providing msg4 with partial encryption and expected UE behavior when reconfiguration part of msg4-bis arrives earlier than msg4 itself. 
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Figure 1. NR security framework options for support of msg4 encryption
Note: the integrity check of UE AS context in options 1-4 above can be done either at old or new gNB and that is not discussed in this contribution.

Table 1. Comparison of different security framework options for INACTIVE UE

	Security method/Key issue
	NCC as part of suspend/deactivation
	NCC as part of previous RRC connection
	Horizontal key derivation
	NCC as part of msg4 (Resume/activation)

	Support of re-establishment with the same solution
	No (
	Yes (  
	Yes (
	Yes (

	Requires sharing of NCC apriori
	Yes (
	Yes (
	No (
	No (

	Forward compatibility for EDT
	Yes(
	Yes(
	Yes(
	No (

	New gNB should support same ciphering algorithm as old gNB
	Yes (
	Yes (
	Yes (
	No (

	Potential Overhead due to multiple NCC updates if CN updates the gNB
	No(
	Yes (
	No (
	No (

	Message overhead/complexity
	Yes (
	Yes (
	No (
	Yes (


It is understood that, as explained earlier, RAN2 aims to enable successful NR INACTIVE resumption mechanism with msg4 being PDCP ciphered and integrity protected and sent over SRB1. This is beneficial to avoid scenarios of fraudulent gNB(s) and reduce the number of RRC messages required (using MSG3/4 only instead of MSG3/4/5). The different options of the solutions are shown in figure 1. The messages in the figures are only used for showcasing the flow. It is assumed that the UE AS context integrity check is done either at new or old gNB and it passes the check successfully.

Based on the analysis in table 1, we can infer that the option 1 may not be suitable to be considered. Option 2 of sharing the new NCC as part of the previous RRC connection also incurs some complexity in terms of storing the key at the UE/gNB for potentially a long period of time. Considering the message complexity involved with option 4 of concatenating reconfiguration with msg4 in an encrypted fashion, we request RAN2 to consider option 3 and proceed to check with SA3 for their inputs. 

Proposal 1. RAN2 to discuss and agree on horizontal key derivation solution for MSG4 encryption for resumption from RRC_INACTIVE and re-establishment procedures. 

Proposal 2. RAN2 to request SA3 to analyse the solution of horizontal key derivation from old NCC (and sending new NCC as part of MSG4) for resumption from RRC_INACTIVE security framework and provide their feedback. 

3 Conclusion

The observation is captured as per the following:
Observation 1.
It is desirable that the NR security framework is common for at least resumption and re-establishment due to the similar functionality and to reduce UE, network and standardization complexity.

The proposals are captured as per the following:
Proposal 1.
RAN2 to discuss and agree on horizontal key derivation solution for MSG4 encryption for resumption from RRC_INACTIVE and re-establishment procedures.
Proposal 2.
RAN2 to request SA3 to analyse the solution of horizontal key derivation from old NCC (and sending new NCC as part of MSG4) for resumption from RRC_INACTIVE security framework and provide their feedback.
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