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Discussion and decision
1 Introduction

RAN2 agreed to the following for the NR access control (AC) mechanism as captured on [1]:

On the applicability of the 5G Access Control mechanism to the different RRC states: 

· RAN2 aims to define the 5G AC mechanism for a UE in RRC_CONNECTED.  Details FFS.
CT1 raised the following concerns in their previous LS [2]:

while such an access category can be provided when UE transition from IDLE mode or when UE is in connected mode, the duration for which the access remains allowed in connected mode for a certain access category is hard to determine if (or as) the traffic usage of the initiating application can vary. (E.g. for an MMTel voice call it is possible to determine the begin and the end of the individual call, and the expectation of the user is that the permission to access the network will be valid at least for the duration of the call. For an application like a web browser, sporadically used by the subscriber during the day to read some documents or watch small video clips on the internet, it is less clear how to limit the lifetime of the permission.) 

for the "the application triggering the access" event, the mapping to an access category when the UE is in connected mode will not be possible without assistance from the OS (Operating System) of the UE. The reason for this is that when the UE is in connected mode, the NAS is not aware if one or more applications or services other than the original requestor (ie the application or service which triggered the transition from idle to connected mode), happen to make use of the connection, since user data goes from the application layer to PDCP without NAS involvement. Similarly, for the "the application triggering the access" event, the mapping to an access category when the UE is in idle mode requires assistance of the OS (Operating System) of the UE. This applies especially to the PDN connection to the Internet.
In CT1 LS [20] sent in their October, they had same understanding as in their previous LS [2]:
CT1 notices that depending on the layer(s) at the UE which detect the access attempt and perform access categorization, not all types of access attempts can be detected and/or blocked in connected mode. For example:

a  the operator defined AC 33 barring application X

b the UE establishes a PDU session for application Y using the internet APN

c the UE goes to connected mode

d application X (also using the internet APN) starts sending data

In the scenario above, the application X cannot be prevented from sending data over the PDU session to the internet APN.

SA1 captured the following point in the agreed CR [3]:

The unified access control framework shall be applicable to UEs in RRC Idle, RRC Inactive, and RRC Connected at the time of initiating a new access attempt (e.g. new session request).

This contribution discusses the proposed 5G AC mechanism for CONNECTED taken into consideration SA1 requirements and points raised by CT1.
2 Discussion
It is important to highlight key differences on the design for NR/5GC vs LTE for UEs in RRC_CONNECTED:

· The setup of DRB(s) may also be done by AS based on some NAS information provided to AS; note while AS sets up a given DRB, direct/immediate interaction between NAS and AS is not required.

· A new QFI could be setup directly over UP (without any CP signaling involved on AS or NAS) - this is related to reflective QoS concept.
· A new SDAP layer is defined for AS to handle the mapping between QFI(s) and DRB(s); note that this mapping is done transparently to NAS. 
Observation 1. NR/5GC design allows AS layer to setup DRBs and to handle the mapping between QFI(s) and DRB(s) without immediate interaction with NAS, and new QFI(s) can be setup in the UP without CP involvement.
For RRC_CONNECTED, the following use cases should be differentiated as access control handling might require different approaches:
· Control Plane (CP) events/traffic, which includes UE-triggered NAS signaling procedure e.g. for a UE to request the establishment or modification of a PDU Session or for UE to handle mobility management when indicating a change of the tracking area (similar to TAU after handover in LTE).
· User plane (UP) events/traffic which trigger a CP event. This includes e.g. UL data for an existing PDU session for which appropriate DRBs are currently not established.
· User plane (UP) events/traffic which do not trigger a CP event. This includes e.g. UL data for an existing PDN/bearer/QoS flow for which appropriate DRBs are established.
The following list summarizes the options suggested by the companies in [4]-[18] to handle access control for UEs in CONNECTED:
Option A. Not to enable AC for UEs in CONNECTED.
Option B. To enable AC for UEs in CONNECTED for CP events or UP events/traffic which trigger a CP event:

Option B.1. Via access categories and 5G AC framework used for IDLE and INACTIVE.
Option B.1.1. Only for CP events associated with IMS voice/video (same as LTE).
Option B.1.2. Any CP event associated to any application/service indicating START/STOP kind of communication in a trusted way to NAS. 
Option B.1.3. Any kind of CP event triggered by NAS.
Option B.2. CP events, based on the same criteria as used for option C.2 to C.3 below.
Option C. To enable AC for UEs in CONNECTED for UP events/traffic which do not trigger a CP event:

Option C.1. Via DRB ID.
Option C.2. Via QFI (QoS flow ID).
Option C.3. Via 5QI (5G QoS Indicator).

Option (A) is not desirable as NR design needs to provide the same AC requirements as in LTE, which for CONNECTED is at least enabling access control like SSAC functionality. Therefore at minimum, NR AC for IMS voice/video services in CONNECTED should be enabled, as per option (B.1.1). In addition, if NAS were able to have trustable interaction with other upper layers (e.g. IMS client, applications, operating system) to get START/STOP kind of indications, further cases could also be considered, as per option (B.1.2). On other hand, it was also suggested to enable similar AC for any CP event, as per option (B.1.3), however this looks like a challenging generalization as not all CP events should be subjected to AC for a UE in CONNECTED, e.g. when notifying the network of a change of CN area; moreover there are no SA1 requirements identified to enable this granularity.
We suggest discussing Options (B.2), (C.1), (C2) and (C.3) together as the approach is very similar. In general, we understand that the proposed options may look feasible in principle, but in our view the benefit does not justify the associated UE complexity and processing load. Moreover even though the solution details on these options look to be still high level, we would like to also share a few concerns:
· Handling of AC via UP for CONNECTED UEs that may belong to special cases, such as emergency (AC10), AC11-15 or EAB, are not clear.
· Handling of the barring time and barring of the ongoing UP data traffic is not clear.

· It is not clear whether special AC handling or multiple approaches are required to enable the points highlighted above e.g. when AS autonomously setup DRBs or when UP directly setups new QFI. 

· Handling or interaction between access control/barring and ongoing UL grant request would need to be addressed.

· For UEs in IDLE (or even in INACTIVE), it is not clear whether DRB, QFI or QI may be always available and if so, whether it would provide the same level of granularity required by SA1 AC requirements .
On other hand, SA1 captured the requirement of enabling "RRC Connected at the time of initiating a new access attempt (e.g. new session request)"; however it is not very clear the scope/definition of highlighted part, as explained in [19]. Meanwhile, in [20] CT1 also asked the similar question to SA1 on “Question 8: What does “(e.g. new session request)” in “at the time of initiating a new access attempt” mean?”. 

In October meeting CT1 discussed three alternatives on UAC in [21], [22] and [23]. Regarding UAC for connected mode UE, they are considering, e.g. following cases:

a)
UE is requested by upper layers to establish a new PDU session;

b)
UE need to perform service request procedure to modify an existing PDU session;

c)
Service request procedure for user plane re-establishment for an existing PDU session; or

d)
New MMTEL voice or MMTEL video session or SMS over NAS or SMSoIP. 

 It is better if RAN2 waits until CT1/SA1 further converge on their understanding of this point since the detection of access attempts, and mapping between access attempts and access categories shall be done in NAS. It is to note that at minimum 5C AC should be applicable for MMTEL voice/video (like in LTE).
Proposal 1. The 5G AC mechanism for a UE in CONNECTED should provide at least the same granularity as LTE (i.e. SSAC for MMTEL voice/video). To enable AC in CONNECTED for IMS voice/video, the same access categories and 5G AC framework used as for IDLE and INACTIVE could be used.
Proposal 2. To enable 5G AC mechanism for other cases of a UE in CONNECTED, RAN2 should wait until CT1/SA1 further clarifies which new access attempt (e.g. new session request) can be enabled and which categories are used. 
3 Conclusion

The observations captured are the following:
Observation 1.
NR/5GC design allows AS layer to setup DRBs and to handle the mapping between QFI(s) and DRB(s) without immediate interaction with NAS, and new QFI(s) can be setup in the UP without CP involvement.


The proposals captured are the following:
Proposal 1.
The 5G AC mechanism for a UE in CONNECTED should provide at least the same granularity as LTE (i.e. SSAC for MMTEL voice/video). To enable AC in CONNECTED for IMS voice/video, the same access categories and 5G AC framework used as for IDLE and INACTIVE could be used.
Proposal 2.
To enable 5G AC mechanism for other cases of a UE in CONNECTED, RAN2 should wait until CT1/SA1 further clarifies which new access attempt (e.g. new session request) can be enabled and which categories are used.
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