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1. Introduction

SA3 reply LS [1] in the previous meeting on Actions upon DRB IP check failure states:

	Actions upon DRB IP check failure

Q2.1: What should be the network and UE behaviour on DRB IP check failure? RAN2 discussed that options at least include discarding of the packet, triggering some kind of failure handling (e.g RLF or SCG failure) or something between these extremes, e.g. sending an indication to network of failed DRB IP check failure.

SA3 answer: 

The user plane integrity protection is introduced for scenario where there is an active attacker between the UE and RAN modifying or injecting data. The correct behaviour in this scenario is to discard the packets failing integrity check. 

If there is an attacker present between the UE and the gNB, it is possible on rare occasions when HFN rolls over, that the PDCP counts gets unsynchronized. A recovery mechanism from the desynchronization of the counters is possible. But the attacker may not go away and the threat may persist, hence the type of recovery mechanism (to do RLF failure or SCG failure) need to be decided judiciously by RAN2.  

Q2.2: Shall the behaviour in Q2.1 relate only to DRB with detected DRB IP check failure or to all DRBs?

SA3 answer: 

SA3 assumption is that the behaviour is relevant only to DRB with detected integrity protection failure. 
Q2.3: Are there any differences in behaviour for the case that the DRB is anchored in MN or SN? 

SA3 answer: 

SA3 assumes that EN-DC5 (Option 3) does not provide integrity protection of the user plane. Integrity protection of user plane is only related to scenarios with 5GC, such as option 7 (LTE assisted DC to 5GC). 

With option 7, SA3 has not made any decision, however, situation where eNB does not support user plane integrity but gNB does, should be acceptable. However, if RAN2 makes a decision that would make the user plane integrity protection easily available in option 7 MeNB (e.g. that MeNB would support 5G RRC and 5G PDCP protocols), SA3 would be happy to assume that the user plane integrity could be available for all DRBs in option 7. 


From the above reply, SA3 confirmed that EN-DC doesn’t support UP integrity protection due to connecting to 4G CN, thus in the following we discuss the DRB IP failure handling in cases of NE-DC, NGEN-DC and NR-DC.

2. Discussion

SA3 gave the basic behavior of DRB IP failure handling, i.e discard the packet failed IP check or recovery the HFN if HFN is detected unsynchronized, but didn’t give suggestion on the handling if DRB IP check failure persists. In LTE relay, DRB IP is supported but also there’s no further action introduced except for discarding the IP failed packet. However considering the case that attacks persist, it’s inefficient and unsafe to only discard the IP failed packets. 

Observation 1: it’s inefficient and unsafe to only discard the IP failed packets in case the DRB IP failure persists, some further actions need to be introduced to protect the network and UE.
Furthermore, considering that the introducing HFN un-synchronization detection and recovery will lead to additional complexity to the UE and need a lot time for discussion, furthermore the HFN un-synchronization rarely happens, in current stage it’s enough to keep UE’s behavior consistent whatever the cause of DRB IP failure is, the enhancements of HFN un-synchronization recovery could be left to later release.

Proposal 1: For simplicity it’s no need to distinguish whether the DRB IP failure is caused by HFN un-synchronization in current stage.
In LTE, RRC reestablishment will be triggered once IP failure is detected on SRB. In last meeting there was similar agreement reached for the case of SRB3 IP failure at SCG, i.e. SCG failure will be triggered and the UE shall send SCGfailureInformation to the MN.

For safety protection, the final handling for the case of DRB IP failure is reasonable to be align with SRB IP failure handling in principle. However considering that the packets on DRB is usually continuously arrived which is unlike SRB, some enhancement like counter-mechanism could be also considered. In the following 3 alts are listed:

Alt1:   Same as SRB IP check failure handling, i.e. RRC reestablishment will be triggered once IP failure is detected on any DRB of MN, and SCG failure will be triggered once IP failure is detected on any DRB of SN.

Alt2:    Introducing a threshold of counting the DRB IP failure times to evaluate the safety level, once the persisted DRB IP failure times detected on MN reaches the threshold, RRC reestablishment will be triggered, else if  the persisted DRB IP failure times detected on SN reaches the threshold, SCG failure will be triggered.

Alt3:  UE report each detected DRB IP failure to the network via RRC and leave the network to make decision on the consequent handling.

Following table gives the comparison of above 2 alts:

	
	Pros
	Cons

	Alt1
	1. Simple to be applied

2. Since RRC re-establishment or SCG failure could block the attack, it’s better to trigger RRC re-establishment or SCG failure as early as possible instead of counting and waiting the DRB IP failure continuously happen for a certain times.
	1. Unless RRC re-establishment or SCG failure couldn’t block the attack which might be rare case, it will lead to too frequent RRC re-establishment or SCG failure which is very expensive overhead.

	Alt2
	1. Fit for the case that the DRB IP failure doesn’t persists or mainly caused by HFN desynchronization, i.e. Leave UE more opportunities to recover from the DRB IP failure and maintain the UP transmission.
	1. If the DRB IP failure is caused by attack and persists, the UP interrupt will be long if UE keeps counting the IP failure times. And during the counting there’s no way to recover from the DRB IP failure caused by attack.

2. Additional discussion and complexity will be introduced, It needs to further discuss, e.g. whether the DRB IP failure counting is per bearer, whether the counting should accumulate the failures of all DRBs if the DRB IP failure happens simultaneous in multiple DRBs,  

	Alt3
	1. Simple for UE behavior


 
	1.Additional Uu overhead if the DRB IP check failure persists


Based above comparison, if we consider to balance the safety and UP efficiency, applying alt2 with a small threshold might be good, but considering that alt2 still needs more further discussions and more complexity will be introduced in UE, we think alt1 is better to be applied in current stage. 

Proposal 2: For simplicity it’s proposed to align the UE behavior of DRB IP check failure with the case of SRB IP failure, i.e. RRC reestablishment will be triggered once IP failure is detected on any DRB of MN, and SCG failure will be triggered once IP failure is detected on any DRB of SN.
In the case of NE-DC, NGEN-DC and NR-DC, when DRB IP failure is detected on the SN leg, beside triggering SCG failure, UE also send SCGfailureInformation to the MN with a corresponding cause value to indicate ‘DRB IP failure’, note that the cause should be different with the one of SRB IP check failure

Proposal 3: new cause value should be introduced in SCG failure message to inform MN about the DRB IP check failure.
3. Conclusion

Based on the analysis given above, the observations and proposals are given as follow:
Observation 1: it’s inefficient and unsafe to only discard the IP failed packets in case the DRB IP failure persists, some further actions need to be introduced to protect the network and UE.
Proposal 1: For simplicity it’s no need to distinguish whether the DRB IP failure is caused by HFN un-synchronization in current stage.
Proposal 2: For simplicity it’s proposed to align the UE behavior of DRB IP check failure with the case of SRB IP failure, i.e. RRC reestablishment will be triggered once IP failure is detected on any DRB of MN, and SCG failure will be triggered once IP failure is detected on any DRB of SN.
Proposal 3: new cause value should be introduced in SCG failure message to inform MN about the DRB IP check failure.
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