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With the reception of LTE reply LS on LTE call redirection to GERAN [4], RAN2 is now in the position to agree on way forward. In this document, we present our view.
Discussion
The main reason to study alternatives to already existing AS-protected redirection to GERAN was claimed to be the additional delay caused by activating AS security before redirect, in particular when used for CS fallback [3]. But no delay analysis was provided. We have claimed the delay caused by AS security activation at redirect to GERAN is neglectable. Also, AS security is already used at CS fallback to GERAN in live networks. In TS36.331, the RRC procedure delay for initial security activation is 10ms. Even a delay of 5 or 10 times 10ms would not result in any noticeable additional delay for CS fallback and voice call establishment in GERAN. 
Performance concerns do not motivate introduction of alternative protection mechanisms to protect redirection to GERAN.
In LS [1], SA3 informed that they had arrived at two possible solution to protect the redirect message:
1) Use existing AS security (in specifications since Rel-8).
2) Introduce a new mechanism based on [in MME] “…calculate a NAS key from the NAS context”, and “further calculate an integrity key at the eNB using this key to protect the redirection parameters”. 
It is evident that the new mechanism would impact MME, eNB and UE (as also identified by SA3), and require standardization efforts primarily in RAN2, RAN3, CT1, SA2, and SA3. 
The newly proposed additional mechanism to protect redirect to GERAN impacts MME, eNB and UE, and require standardization efforts primarily in RAN2, RAN3, CT1, SA2, and SA3.

We noted SA3 indicated that the new mechanism “…could be generically used in any scenarios where a redirection to another RAT/network is required without transitioning the UE to active mode or incurring additional signalling and delay associated with it”. In our view this generic usefulness also applies to existing solution based on AS security, as the additional delay is insignificant at redirection to another RAT/network.
Finally, we noted that solution principle of the new mechanism proposed by SA3 seems in our understanding not be intended in NR, according to RAN299bis agreement:

Agreements:
<cut>
3	RAN functionality of release with redirect info to 2G/3G RATs is supported in the same way as today. For redirection to 2G then UE only accepts redirection to 2G if AS security protected (NAS configuration is not required).
<cut>

The mechanism to configure the UE via NAS signalling to accept or ignore (“reject”) unprotected redirect message, as discussed by CT1 in LSs [4, 5] is of course required.
 
We recommend RAN2 to agree on the following:
The security issue with unprotected redirect to GERAN is solved by
i. configure UE to not accept unprotected redirect messages via NAS signalling, and
ii. using the already existing way of activating AS security prior to redirect.
Conclusion
In this document, we have presented our view on how to solve the security issue with redirect to GERAN.
We observed the following:
1. Performance concerns do not motivate introduction of alternative protection mechanisms to protect redirection to GERAN.
1. New mechanism to protect redirect to GERAN impacts MME, eNB and UE, and require standardization efforts primarily in RAN2, RAN3, CT1, SA2, and SA3.

We ask RAN2 to agree on the following:
1. The security issue with unprotected redirect to GERAN is solved by
i. configure UE to not accept unprotected redirect messages via NAS signalling.
ii. using the already existing way of activating AS security prior to redirect, and

RAN2 should also discuss the release when solution is introduced. In our view, the solution could be “early implemented” in UE, as there are no inter-operability issues.
A draft Rel-14 CR to TS36.331 is provided in [7].
A draft LS to CT1 (cc SA3, RAN3) is provided [8].
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