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1. Background
In this document, we briefly discuss about LTE Security Architecture, supported algorithms and discuss various proposals about what type Access Stratum Security to be adopted for eLTE (i.e EUTRAN Connected to 5GCN).
LTE Access Stratum (AS) Security:

In LTE AS , Security is implemented as part of PDCP Protocol. 

As part of LTE AS Security, ciphering is supported for both User Plane (UP) and Control Plane (CP). Integrity Protection is supported only for Control Plane Signalling.
Following are various AS ciphering and integrity protection algorithms supported by EUTRAN. LTE System uses 128 bit ciphering and Integrity Protection algorithms except for Null Ciphering/Integrity Algorithms. Reference [1].
Each EPS Encryption Algorithm (EEA) will be assigned a 4-bit identifier. Currently, the following values have been defined for NAS, RRC and UP ciphering:

· "00002"      EEA0             Null ciphering algorithm

· "00012"      128-EEA1      SNOW 3G based algorithm

· "00102"      128-EEA2      AES based algorithm

· "00112"      128-EEA3      ZUC based algorithm

The remaining values have been reserved for future use.

Each EPS Integrity Algorithm (EIA) will be assigned a 4-bit identifier. Currently, the following values have been defined:

· "00002"      EIA0           Null Integrity Protection algorithm

· "00012"      128-EIA1    SNOW 3G based algorithm
· "00102"      128-EIA2 
 AES based algorithm
· "00112"      128-EIA3 
 ZUC based algorithm
The remaining values have been reserved for future use. 
Observation 1. LTE uses 4 bits (16 combinations possible) to specify Integrity and Encryption algorithms. Only 4 security algorithms are specified and up to another 12 new security algorithms can be added without impacting RRC Signalling. 

[image: image1]
Figure 1 : Key distribution and key derivation scheme for EPS (in particular E-UTRAN) for network nodes.
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                   Figure 2:  Key derivation scheme for EPS (in particular E-UTRAN) for the ME.

Observation 2. LTE Security system uses 128-bit security keys.  128-bit security keys are derived by truncating 256-bit security keys .
In LTE System, UE NAS layer is used to convey UE supported security algorithms to EPC. MME conveys UE supported security algorithms to eNB during Initial Context Setup procedure.
Observation 3. LTE NAS Layer is used to convey UE Supported Security Algorithms to EPC.
NR Access Stratum (AS) Security:

In R15, based on NR agreements, NR AS uses Integrity and Encryption algorithms same as E-UTRAN.

2. Discussion

With the introduction of New RAT (i.e NR) in 3GPP Rel 15, it is desirable to allow independent evolution of access stratum security algorithms for both LTE RAT and NR RAT.  This means that it must be possible to introduce a new security algorithm(s) for LTE without impacting gNB or the NR Radio stack of the UE. The reverse is also true, i.e., it must be possible to introduce new security algorithms for NR without impacting the eNB or the LTE radio stack of the UE.

Typically, introduction of a new security algorithms likely will have hardware impact both on the UE and the network node (i.e eNB or gNB ) that terminates the PDCP protocol. Hence, the security algorithms should evolve based on the RAT capability and should be tied to it rather than the core network type or the PDCP type.

Observation 4. Allow independent Evolution of AS Security Algorithms in both LTE and NR RATs independent of type of Core Network or PDCP type used.
In order to allow independent evolution of AS Security Algorithms, for the case of eLTE (i.e EUTRAN Connected to 5GCN), adopt LTE Access Stratum Security Algorithms even if NR-PDCP is used by eLTE eNB.
Observation 5. changing AS security algorithms potentially impacts RAN node HW, i.e., is dependent on the RAN node  
Observation 6. changing AS security algorithms impacts RRC, i.e., associated with the RAT type
Proposal 1. AS security algorithms are associated with RAT as they are closely related to the RRC signalling and HW implementation for the RAT on the network side
Proposal 2. AS security algorithms, can be independent of the PDCP type. 

Proposal 3. Adopt LTE AS Security Algorithms for eLTE eNB independent of PDCP type.
For eLTE case, similar to LTE System, NAS Layer can be used to convey UE AS Security Capabilities to 5GCN. When New Security Algorithms are introduced for NR, based on need the same security algorithms can be adopted for eLTE as well.
Proposal 4. RAN2 recommends NAS layer signalling to be used to convey eLTE AS security algorithms supported by eLTE UE.  
In Rel-15 NR Uu Interface, it was agreed to support Integrity Protection (IP) for both User Plane and Control Plane Signalling.  
Support of IP for User Plane over Uu interface causes 1) additional OTA overhead and impacts UE and System throughput performance 2) increased need for computation in both UE and eNB.  eLTE System can limit usage of IP to Control Plane Signalling and low data rate IOT Application DRBs. 

	From Draft TS 33.501 v030: Security architecture and procedures for 5G System [2]
5.1.3.1            Requirements on Support and Usage of Integrity Protection

· The UE shall support integrity protection of user data between the UE and the gNB.
· Integrity protection of the user data between the UE and gNB is optional to use. 

      NOTE:  Integrity protection of user plane adds the overhead of the packet size and increases the processing load both in the UE and gNB.



Observation 7. Use of IP for UP causes additional air interface overhead, impacts throughput performance and increased need for computation in both UE and eNB
Proposal 5.  Data Integrity Protection mechanism for UP DRBs is only to be configured for DRBs whose aggregate traffic (e.g., based on associated MBR of the QoS flows) is of low data rate (For instance IOT application and not for eMBB); 
Considering the maximum throughput of the user plane integrity protected data for IoT applications ,  the current typical GPRS IoT devices support only GMSK modulation and so they support up to 17.6kbps (see TS44.060 subclause 10.3a [3]). Therefore, it seems reasonable to limit the user plane integrity protected data rate up to 64 kbps per direction.

Proposal 6. Proposal 1: Clarify that the aggregate data rate of user plane integrity protected data per direction will not exceed 64 kbps in RAN2 specification

Proposal 7. Send LS to SA3 & CT1 to confirm above proposals (see contribution R2-1712261)
3. Conclusion
In this contribution, we discussed various LTE security aspects and which security algorithms to be adopted for eLTE eNB.    

Observation 1.
LTE uses 4 bits (16 combinations possible) to specify Integrity and Encryption algorithms. Only 4 security algorithms are specified and up to another 12 new security algorithms can be added without impacting RRC Signalling.
Observation 2.
LTE Security system uses 128-bit security keys.  128-bit security keys are derived by truncating 256-bit security keys .

Observation 3.
LTE NAS Layer is used to convey UE Supported Security Algorithms to EPC.

Observation 4.
Allow independent Evolution of AS Security Algorithms in both LTE and NR RATs independent of type of Core Network or PDCP type used.

Observation 5.
changing AS security algorithms potentially impacts RAN node HW, i.e., is dependent on the RAN node

Observation 6.
changing AS security algorithms impacts RRC, i.e., associated with the RAT type

Observation 7.
Use of IP for UP causes additional air interface overhead, impacts throughput performance and increased need for computation in both UE and eNB

Proposal 1.
AS security algorithms are associated with RAT as they are closely related to the RRC signalling and HW implementation for the RAT on the network side

Proposal 2.
AS security algorithms, can be independent of the PDCP type.

Proposal 3.
Adopt LTE AS Security Algorithms for eLTE eNB independent of PDCP type.

Proposal 4.
RAN2 recommends NAS layer signalling to be used to convey eLTE AS security algorithms supported by eLTE UE.

Proposal 5.
Data Integrity Protection mechanism for UP DRBs is only to be configured for DRBs whose aggregate traffic (e.g., based on associated MBR of the QoS flows) is of low data rate (For instance IOT application and not for eMBB);

Proposal 6.
Proposal 1: Clarify that the aggregate data rate of user plane integrity protected data per direction will not exceed 64 kbps in RAN2 specification

Proposal 7.
Send LS to SA3 & CT1 to confirm above proposals (see contribution R2-1712261)
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