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1. On MIB Security
In RAN1 #92b, there was concern that the sync raster indication in TS 38.213 might allow a fraudulent gNB to block UE for an entire frequency range from initial cell selection and it was questioned if some change should be made in the specification to handle such mechanism. For our viewpoint, if such security issues exists, it could be handled by UE implementation. In particular, UE might select to not use the indication or could use the indication and search the skipped sync rasters. Furthermore, UE would not perform cell search on sync rasters that it already searched.
[bookmark: _Hlk513797508]Observation 1: If a security issue related to sync raster indication exists, it could be simply handled by UE implementation.
[bookmark: _Hlk513469575]We should be also noted that any field in MIB could be subject to security attacks. For example, a fraudulent gNB with a cell-defining SSB transmitted at a high transmit power might send a fake RMSI-PDCCH-Config or/and dmrs-TypeA-Position or/and ssb-SubcarrierOffset etc.; making UE to search for RMSI forever. One example is that a fake gNB may points UE to a RMSI-PDCCH-Config of a cell-defining SSB that does not have any RMSI PDCCH transmission at any time. UE shall go there and try to decode PDCCH, but always fails. A UE might keep trying since there is no limit for it to give up searching.
Observation 2: Any field in MIB could be subject to possible security attack.
[bookmark: _Hlk513799628]If there is a strong desire to address security issue related to sync raster indication in TS 38.213, we propose the following TP. 
Proposal: RAN1 adopts the following TP if RAN1 has a strong desire to address security.
-------------------- TP start (Section 13 of TS 38.213) -------------------
If a UE detects a first SS/PBCH block and determines that a control resource set for Type0-PDCCH common search space is not present, and for  for FR1 or for  for FR2, the UE may determines the global synchronization channel number (GSCN) of a second SS/PBCH block having a control resource set for an associated Type0-PDCCH common search space as .  is the GSCN of the first SS/PBCH block and  is a GSCN offset provided by Table 13-16 for FR1 and Table 13-17 for FR2. The UE may include the GSCN of the second SS/PBCH block in its cell search prioritization.
If a UE detects a SS/PBCH block and determines that a control resource set for Type0-PDCCH common search space is not present, and for  for FR1 or for  for FR2, the UE may determines that there is no SS/PBCH block having an associated Type0-PDCCH common search space within a GSCN range . and  are respectively determined by the four most significant bits and the four least significant bits of RMSI-PDCCH-Config. The UE may include the determined GSCN range [image: cid:image034.png@01D3E90B.57053EF0] in its cell search prioritization.
-------------------- TP end (Section 13 of TS 38.213) -------------------


2. [bookmark: _Hlk481654588]Conclusion 
In this contribution, the following observations and proposal has been made:
Observation 1: If a security issue related to sync raster indication exists, it could be simply handled by UE implementation.
Observation 2: Any field in MIB could be subject to possible security attack.
Proposal: RAN1 adopts the following TP if RAN1 has a strong desire to address security.
-------------------- TP start (Section 13 of TS 38.213) -------------------
If a UE detects a first SS/PBCH block and determines that a control resource set for Type0-PDCCH common search space is not present, and for [image: ] for FR1 or for [image: ] for FR2, the UE may determines the global synchronization channel number (GSCN) of a second SS/PBCH block having a control resource set for an associated Type0-PDCCH common search space as [image: ]. [image: ] is the GSCN of the first SS/PBCH block and [image: ] is a GSCN offset provided by Table 13-16 for FR1 and Table 13-17 for FR2. The UE may include the GSCN of the second SS/PBCH block in its cell search prioritization.
If a UE detects a SS/PBCH block and determines that a control resource set for Type0-PDCCH common search space is not present, and for [image: ] for FR1 or for [image: ] for FR2, the UE may determines that there is no SS/PBCH block having an associated Type0-PDCCH common search space within a GSCN range [image: ]. [image: ]and [image: ] are respectively determined by the four most significant bits and the four least significant bits of RMSI-PDCCH-Config. The UE may include the determined GSCN range [image: cid:image034.png@01D3E90B.57053EF0] in its cell search prioritization.
[bookmark: _GoBack]-------------------- TP end (Section 13 of TS 38.213) -------------------
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