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1. Introduction 
As part of the study of LTE-based V2X services, enhancements to LTE are being identified. These enhancements are primarily focusing on the direct V2V link and considering that this direct link will be based on the PC5 interface.
The air interface that will be eventually be used for the direct V2V link depends on market adoption and regulatory issues as well as technical performance. Whatever air interface is eventually adopted for direct V2V links, we see a central role for LTE in controlling and managing those direct V2V links. It is expected that LTE networks will be necessary in the overall V2X architecture to manage spectrum usage and interference and to manage the security of the V2V links.

The LTE Uu interface is seen as vital in the V2X architecture and needs to be able to handle the traffic requirements associated with RRM (for managing spectrum usage and interference) and security. The coverage of the LTE network also needs to be extended to provide these management functions beyond the range of coverage of current LTE networks.
2. Management of V2V Services
The network needs to manage V2V services for several reasons:
· When V2V is used in operator spectrum, the network operator needs to be able to control use of its spectrum to avoid interference to other non-V2V users.

· When V2V is being operated in (ITS) dedicated spectrum, some network control of resources can lead to better management of the interference scenario within that dedicated spectrum.
· Security. Some outside entity needs to be able to:

· Ensure that vehicles can maintain privacy while engaging in V2V communications.

· Periodically authenticate and enrol vehicles for V2V communications in order to allow malicious users to be banned from engaging in V2X communications.
We see there being two forms of communication that are essential for V2V communications:

· Direct V2V links. There are various choices for these links, including LTE D2D, DSRC etc.

· Network management links (to control access to spectrum, control interference and control security). LTE is well suited to supporting these network management links due to its spectral efficiency and coverage. The current and expected global network rollout of LTE is a strong motivating factor for the use of LTE for these network management links, given the nature of vehicles travelling across borders and networks.
While the direct V2V links are receiving a great deal of attention in the V2V study item, in this document we consider the implications of the network management functions on V2V communications.

3. Managing Spectrum Usage
To allow the network to control access to operator spectrum, V2V users need to be assigned communication resources (time and frequency) by the network. This functionality is covered in the D2D and enhanced D2D technologies that 3GPP has been progressing.

LTE networks can also play a role in managing V2V interference whether the V2V communications themselves are implemented using an LTE technology (e.g. D2D based) or an external technology (e.g. DSRC). A central RRM algorithm can be used to control interference and spectrum usage provided V2V devices communicate the interference situation and the measured usage of communication resources to that central RRM algorithm. A natural location for that RRM algorithm is within (or behind) an LTE network: V2V devices can communicate, via LTE, their RRM measurements and receive commands relating to RRM.
When operating out of network coverage, there is no need to centrally manage spectrum usage.
Interference management is required whether there is network coverage or not. Interference should preferably be managed by the network when in network coverage. When out of network coverage, interference should either be managed by extension of the network, e.g. by some of the V2V UEs acting as master nodes to forward information to UEs out of network coverage.

Observation 1: An LTE network is required for RRM management of V2V communications irrespective of whether V2V communications are supported in operator spectrum or not.

Observation 2: The coverage of an LTE network should be enhanced to enable interference management of V2V communications for vehicles that are outside the nominal coverage of the LTE network.
4. Managing Security

The privacy (in terms of pseudonymity and unlinkability [1,2]) of V2V devices needs to be controlled. Aspects of privacy can be controlled by network functions that provide and change temporary identities of V2V devices.
A malicious party could intentionally corrupt V2V communications, for example by sending incorrect information to other V2V devices (e.g. misreporting speed or position data). Some devices may alternatively be sending incorrect V2V information unintentionally (e.g. due to a sensor malfunction or some as-yet uncorrected software problem). In either case, it is important that the network is able to control the ability of devices to send and receive V2V information. A method of doing this is to require devices to authenticate and enrol to the V2V services [3], allowing security certificates for the UEs to be granted and revoked. In practice, a V2V device is enrolled into the ITS security framework, and in order for the device to transmit it needs an authorisation to do so. The enrolment and authorisation authorities are located in the infrastructure side, and for granting and revoking security certificates the V2V device has to be able to communicate with this infrastructure in a secure way.
The details of the security architecture for V2X is beyond the scope of RAN1. However from the discussion above, it can be seen that V2V communications needs to operate under the control of a network and not independently of the network. 

Many requirements (in terms of data volume, latency, spectral efficiency etc.) for the communication of security information are likely to be satisfied by functions supported by existing LTE specifications. However existing LTE specifications do not support security when out of network coverage. Hence we see a need for extending the coverage of the LTE network (e.g. through some of the V2X UEs being elected as master nodes to forward data, including security related data, to other UEs that are out of network coverage).
Observation 3: An LTE network is required to manage the security of V2X communications.

5. RAN Impacts

Based on the discussion in earlier sections, the following RAN impacts have been identified:

· Control of V2V communications should be supported over the Uu interface both for the case where:

· V2V direct communications are supported using LTE D2D; and 

· V2V direct communications are supported using a third party air interface such as DSRC. 
· The coverage of the Uu interface needs to extended.
· RAN1 should liaise with SA3 on how security requirements impact the work in RAN working groups.
6. Conclusion

This document has considered issues related to the management of V2V communications. We have identified that V2V communications need to operate together with an LTE network, such that the network can support RRM, manage spectrum usage and provide security features. The LTE network coverage needs to be extended beyond its current range in order to provide some level of RRM management and security.
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