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Introduction

5G advanced is expected to achieve a dramatic enhancement in system capacities, performance and delays to support a variety of novel services, such as autonomous driving, virtual reality, and e-health. In addition, some shortcomings in 5G are anticipated to be improved in 5G advanced, such as the lack of user privacy information security and online transaction trustworthiness. The high cost of infrastructure deployment, operation and maintenance in 5G advanced is also an urgent problem to be solved. 

Network sharing among the operators is the most feasible way to reduce the CAPital EXpenditure (CAPEX) and OPerating EXpenses (OPEX). However, network sharing is not a simple task in traditional network due to trustworthiness challenges, inefficient information exchange, relatively centralized stored data, and a long process of offline discussion and negotiation. 

In recent years, blockchain has become a research hotspot, and it is considered as a promising technology to solve the above problems. This document aims to present the benefit and necessity of applying blockchain technology in 5G advanced network, especially in the network sharing scenario. . 
Discussion
The privacy, security, and trust issues are desired to be settled to improve trustworthiness and optimize operation in 5G advanced network. There are also some troublesome problems in network sharing. The fairness and responsiveness of network sharing needs to be guaranteed because operators all have their own operating profit considerations. Furthermore, the process of information exchange, data acquirement, and negotiation among operators is time-consuming. 
Blockchain can solve these problems in a secure, efficient and decentralized way. The structure of blockchain is depicted in Figure 1 below. Blockchain enables distributed data storage in a chain of blocks. Each block is composed of a block header and a block body. The block header includes hash value of the previous block, merkle root, timestamp and nonce value. The transaction records are stored in the block body. Each block is hashed and linked with other blocks, and thus the content of each block is immutable. Another key property in blockchain is the consensus mechanism. When a new block is appended to the chain of blocks, all the blockchain nodes managed by participants must reach a consensus which means that all the participants have equal rights to avoid security issues and maintain high immutability. In addition, smart contracts are used in blockchain to operate the stored data automatically based on the predefined rules and agreements, which cannot be altered by any third party. This ensures high resistance to external attacks. Blockchain has the ability to achieve secure, immutable and decentralized data storage with low latency in 5G advanced. It is also feasible to deploy blokchain to provide a neutral platform for operators in network sharing. Participating operators can access trusted data with different purposes using blockchain technology. 
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Figure 2: Blockchain structure
Observation 1: Blockchain has various advantages, such as high-security, high-efficiency, transparency, immutability, and distributed storage. Supporting blockchain technology will solve the trustworthiness and time-consuming problems in network sharing for 5G advanced, and provide a neutral platform for operators. 
Figure 2 below depicts the conceptual diagram of blockchain supported 5G advanced network. Some key data, such as resource utilization, is uploaded to the blockchain platform through the sharing base stations of the hosting operator. The blockchain platform is used to guarantee the trustworthiness and transparency of network sharing, and avoid disputes among operators. Participating operators, and non-operator participants can access to the blockchain platform to get the trusted data according to operators' policy and regulation needs. In addition, the hosting operator can optimize the allocation of system resources in a high-efficiency mode based on the operators' real resource occupancy from the blockchain platform. Furthermore, trusted fault reporting can also be achieved using this scheme. The host operator is responsible for providing service to the customers of participating operators in network sharing, and reporting the fault from those customers to the blockchain platform to prove they are treated equally as the host operator's customers. Participating operators can acquire the fault reporting of their customers through the blockchain platform.
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Figure 2: Conceptual diagram of blockchain supported 5G network

Observation 2: The operation, maintenance and management efficiency of 5G advanced network can be improved through blockchain technology. Furthermore, dispute among operators can be avoided using the trustworthiness and transparency features of blockchain.

Therefore, applying blockchain technology is beneficial for 5G advanced network, especially in network sharing deployment. Here we propose to further study on blockchain supported 5G advanced network, i.e. use cases, requirements, and the standard impact on the current NG-RAN architecture and interfaces.
Proposal: Blockchain technology brings benefits to 5G advanced network, especially in network sharing deployment. Initial study on blockchain supported 5G advanced network can be triggered in R18.

Potential Objectives
The potential objectives are to define the solutions to support blockchain for 5G advanced. The following prioritized use cases can be considered as examples:

Network sharing
...
The following objectives should be followed when developing the blockchain solutions based on current 5G network architecture:

Both real time and non real time measurements and measurement reporting to the blockchain platform needs to be analyzed. Basic measurement objects from 5G network should be identified and defined which are transferred onwards to the blockchain platform.
Measurement may be triggered by various rules, for example based on radio conditions dependent thresholds.
Measurement configurations, report, procedure design and interface impacts should be identified and specified for the prioritized blockchain use cases.

Security requirements on data transferred to the blockchain platform needs to be studied.
Conclusion
It is proposed to approve and discuss the following observations and proposal:
Observation 1: Blockchain has various advantages, such as high-security, high-efficiency, transparency, immutability, and distributed storage. Supporting blockchain technology will solve the trustworthiness and time-consuming problems in network sharing for 5G advanced, and provide a neutral platform for operators. 
Observation 2: The operation, maintenance and management efficiency of 5G advanced network can be improved through blockchain technology. Furthermore, dispute among operators can be avoided using the trustworthiness and transparency features of blockchain.
Proposal: Blockchain technology brings benefits to 5G advanced network, especially in network sharing deployment. Initial study on blockchain supported 5G advanced network can be triggered in R18.

The above study assumes to be led by RAN3.
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