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1 Introduction

Ambient IoT RAN led Study Item Rel-18 was approved in RAN#97e [1]. The motivation of Ambient IoT study is to support ultra-low cost and ultra-low power devices for the IoT applications. SA1 completed a study item on ambient power enabled IoT [2], which focuses on use cases and service requirements, and it includes the objective of defining performance requirements and KPIs as well.
Currently, there is on-going RAN study item on Ambient IoT (Internet of Things) in RAN [2], which focuses on 3GPP IoT technology, suitable for deployment in a 3GPP system, which relies on ultra-low complexity devices with ultra-low power consumption for the very-low end IoT applications. The study provides clear differentiation, i.e. addressing use cases and scenarios that cannot otherwise be fulfilled based on existing 3GPP LPWA IoT technology e.g. NB-IoT including reduced peak Tx power.

In terms of energy storage, the study will consider the following device characteristics:

· Pure battery less devices with no energy storage capability at all, and completely dependent on the availability of an external source of energy

· Devices with limited energy storage capability that do not need to be replaced or recharged manually. 

Device categorization based on corresponding characteristics (e.g. energy source, energy storage capability, passive/active transmission, etc.) may be discussed during the study, in relation with the relevant use cases. The device’s peak power consumption shall be limited by its practical form factor for the intended use cases and shall consider its energy source.  
The Ambient IoT devices support communication with reader via reflection or transmission which can be supported by very low complexity hardware. The Ambient IoT device can collect energy from environment, such as RF signals, solar energy, vibration, heat, etc., and can potentially also be equipped with a small capacity battery. Hence, Ambient IoT is a promising technique to achieve even lower cost/power requirements compared to existing cellular IoT technologies, e.g. NB-IoT, LTE-M, RedCap, etc. 

The RAN level study will compare and assess the feasibility of meeting the design targets for relevant use cases on the basis of the deployment scenario(s) appropriate to it and identify assumptions on required functionality to be supported.
An essential aspect for ambient IoT is the link budget limitations and the required UE and gNB grid to enable seamless discovery and communications with ambient IoT devices. 
2 A-IoT Security

Security is a very important aspect of any wired and wireless communications system, and already recognized as one of the main open challenges for A-IoT. Similarly, to RFID systems, for A-IoT two main functionalities are needed:

· Authentication: 
· to confirm device identities i.e., ensuring that the tag responds only when it is queried by a legitimate activator.
· to prevent tag cloning, i.e., against attackers that try to send data while claiming to be a different device.
· Confidentiality/privacy: to ensure protection of data against:
· Eavesdropping. Eavesdropping occurs when a malicious device listens to the detection procedure and is able to get hold of the tag reply and decode its contents.   
· Jamming. The phenomenon occurs when a malicious device purposely interferes the NR NW communication with the tag, either by preventing the NR element to activate the tag, or by preventing the tag reading by the NR element itself.
NR is a very secure system and many algorithms and protocols have been introduced to guarantee not only authentication and confidentiality/privacy, but also other security functionalities like data integrity and availability. These protocols are implemented in different layers and locations, but mainly at PDCP and above layers, and rely on cryptography. The issue is that the approach used by NR that relies on cryptography cannot be directly applied to A-IoT devices, as these passive and semi-passive tags have such low power availability and processing power that even basic cryptographic algorithms are not applicable. 
In sum, offering even a basic level of security for passive radio communication in NR is a challenging task for two main reasons:

1. The tag is limited in terms of energy storage (in many cases such storage is entirely absent), therefore it cannot perform heavy cryptographic operations for securing the communication link.

2. Spending energy on securing the communication reduces the link budget for passive devices and increases thus the risk that the passive radio is not heard by the reader.
Therefore, there is need to design novel solutions and protocols to address those two security functionalities for the deployment scenarios in Figure 1. 
Proposal 1: RAN to study physical layer solutions for authentication for A-IoT. 
Proposal 2: RAN to study physical layer solutions for discovering eavesdropping and/or tag cloning attacks.

Proposal 3: RAN to study physical layer solutions for tag-related detecting jamming attacks.
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Figure 1. Main deployments for A-IoT.

3 Conclusion
This contribution proposes the following:

Proposal 1: RAN to study physical layer solutions for authentication for A-IoT. 
Proposal 2: RAN to study physical layer solutions for discovering eavesdropping and/or tag cloning attacks.
Proposal 3: RAN to study physical layer solutions for tag-related detecting jamming attacks.
4 References

[1] RP-222685, Study on Ambient IoT.
[2] S1-220192, New SID: Study on Ambient power-enabled Internet of Things.
[3] RP-223396 Study on Ambient IoT (Internet of Things) in RAN

