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	Reason for change:
	1. The current implementation of f_NR_CellInfo_GetNIDsForAllCells() tries to retrieve PLMN identity for each cell index. For some indices the cell information may never have been intialised in the execution of f_NR_CellArray_Init() due to the required frequency not being defined (e.g. f2 for nr_cell3).

2. Currently NID input is used for calculating XRES* in SNPN test cases, this should also be used for all test cases in case of SNPN-only UE. 


	
	

	Summary of change:
	1. A check is applied to see ifthe PLMN identity exists before accessing.

2. Updated the check to include the SNPN_Only case for the legacy 5G test cases to populate the NID value to be used for Authentication calculations
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1. [bookmark: _Toc122434485][bookmark: _Toc117860350]Overview
This document lists all the changes needed to correct issues in the ATS iwd-TTCN3-B2020-09_D22wk37 related to the title of this CR.
Contact:	Shaun Harry
	shaun.harry@keysight.com
1. [bookmark: _Toc122434488][bookmark: _Toc295288959][bookmark: _Toc117860351]Corrections required

1.1 [bookmark: _Toc107494144][bookmark: _Toc117697540][bookmark: _Toc117860352]Change 1
	Function name
	f_NR_CellInfo_GetNIDsForAllCells

	Reason for change
	The current implementation tries to retrieve PLMN identity for each cell index. For some indices the cell information may never have been intialised in the execution of f_NR_CellArray_Init() due to the required frequeny not being defined (e.g. f2 for nr_cell3).

	Summary of change
	A check is applied to see ifthe PLMN identity exists before accessing.

	TTCN module
	NR_CellInfo.ttcn

	MCC160 Comment
	



Before Change:
	  function f_NR_CellInfo_GetNIDsForAllCells() runs on NR_BASE_PTC return SNPN_SubscriberDataList
  {
    var integer v_Index;
    var SNPN_SubscriberDataList v_SNPN_DataList;
    var integer v_ListIndex := 0;
    var PLMN_Identity v_ASN_PLMN;

    // !! Must update this if the number of cells increases
    for (v_Index :=0; v_Index <= 14; v_Index := v_Index +1) {
      if (isbound(vc_NR_Global.CellArray[v_Index])) {
	        v_ASN_PLMN := vc_NR_Global.CellArray[v_Index].NAS_Parameters.PLMN_Identity;
	        // NID is 0 for all cells
	        v_SNPN_DataList[v_ListIndex] := {v_ASN_PLMN, 0};
	        v_ListIndex := v_ListIndex + 1;
        }
      }
    return v_SNPN_DataList;
  }  





After Change:
	  function f_NR_CellInfo_GetNIDsForAllCells() runs on NR_BASE_PTC return SNPN_SubscriberDataList
  {
    var integer v_Index;
    var SNPN_SubscriberDataList v_SNPN_DataList := {};
    var integer v_ListIndex := 0;
    var PLMN_Identity v_ASN_PLMN;

    // !! Must update this if the number of cells increases
    for (v_Index :=0; v_Index <= 14; v_Index := v_Index +1) {
      if (isbound(vc_NR_Global.CellArray[v_Index])) {
        if(ispresent(vc_NR_Global.CellArray[v_Index].NAS_Parameters.PLMN_Identity)) {
	        v_ASN_PLMN := vc_NR_Global.CellArray[v_Index].NAS_Parameters.PLMN_Identity;
	        // NID is 0 for all cells
	        v_SNPN_DataList[v_ListIndex] := {v_ASN_PLMN, 0};
	        v_ListIndex := v_ListIndex + 1;
        }
      }
    }
    return v_SNPN_DataList;
  }  




1.2 [bookmark: _Toc117697541][bookmark: _Toc117860353]Change 2
	Function name
	f_NR_Authentication5G_AKA

	Reason for change
	Currently NID input is used for calculating XRES* in SNPN test cases, this should also be used for all test cases in case of SNPN-only UE. 

	Summary of change
	Updated the check to include the SNPN_Only case for the legacy 5G test cases to populate the NID value to be used for Authentication calculations

	TTCN module
	NR5GC_NASSteps.ttcn

	MCC160 Comment
	



Before Change:
	  function f_NR_Authentication5G_AKA(NR_CellId_Type p_NR_CellId,
                                       SecurityHeaderType p_SecurityStatusAuthRequest,
                                       template (present) SecurityHeaderType p_SecurityStatusAuthResponse,
                                       NAS_PlmnId     p_PLMN,
                                       NR_RadioBearerId_Type p_SRBId := tsc_NR_RbId_SRB1,
                                       integer p_AssignmentMode := 1)
    runs on NR5GC_PTC
  {
    var template (value) NG_NAS_DL_Message_Type v_MsgToSend;
    var NR_SRB_COMMON_IND v_ReceivedAsp;
    var NG_NAS_SecurityParams_Type v_NAS_SecurityParams := f_NR5GC_Security_Get();
    var NR_SecurityParams_Type v_RRC_SecurityParams := f_NR_Security_Get();
    var NID_r16 v_NID_ASN;
    var template (omit) hexstring v_NID := omit;
    
    // build AUTHENTICATION REQUEST msg, input PLMN+NID if SNPN test case
    if(f_GetTestcaseAttrib_NR_SNPN(testcasename())){  // @sic R5s220753 sic@ 
      v_NID_ASN := f_NR_InitNDI(p_NR_CellId, p_AssignmentMode); // returns a bitstring
      v_NID := bit2hex(v_NID_ASN);
    }

    // send AUTHENTICATION REQUEST
    v_MsgToSend := f_Get_5GAKA_AuthenticationReqMsg(v_NAS_SecurityParams, p_PLMN, -, v_NID); // @sic R5s220753 sic@
    SRB.send(cas_NR_SRB_NasPdu_REQ(p_NR_CellId,
                                   p_SRBId,
                                   -,
                                   cs_NG_NAS_Request(p_SecurityStatusAuthRequest, v_MsgToSend)));

    // receive AUTHENTICATION RESPONSE / FAILURE
    SRB.receive(car_NR_SRB_NasPdu_IND(p_NR_CellId, p_SRBId, cr_NG_NAS_Ind(p_SecurityStatusAuthResponse))) -> value v_ReceivedAsp;
    if (not f_Check_5GAKA_AuthenticationResponseFailure(v_NAS_SecurityParams, v_ReceivedAsp.Signalling.Nas[0].Pdu.Msg)) {
      f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "Authentication Failed");
    }
    // Now NAS parameters updated for Authentication, store updated common values in RRC global variable
    v_RRC_SecurityParams.KAMF := v_NAS_SecurityParams.KAMF;
    v_RRC_SecurityParams.KSIamf := v_NAS_SecurityParams.KSIamf;
    // Now store both
    f_NR_Security_Set(v_RRC_SecurityParams);
    f_NR5GC_Security_Set(v_NAS_SecurityParams);
  }  





After Change:
	  function f_NR_Authentication5G_AKA(NR_CellId_Type p_NR_CellId,
                                       SecurityHeaderType p_SecurityStatusAuthRequest,
                                       template (present) SecurityHeaderType p_SecurityStatusAuthResponse,
                                       NAS_PlmnId     p_PLMN,
                                       NR_RadioBearerId_Type p_SRBId := tsc_NR_RbId_SRB1,
                                       integer p_AssignmentMode := 1)
    runs on NR5GC_PTC
  {
    var template (value) NG_NAS_DL_Message_Type v_MsgToSend;
    var NR_SRB_COMMON_IND v_ReceivedAsp;
    var NG_NAS_SecurityParams_Type v_NAS_SecurityParams := f_NR5GC_Security_Get();
    var NR_SecurityParams_Type v_RRC_SecurityParams := f_NR_Security_Get();
    var NID_r16 v_NID_ASN;
    var template (omit) hexstring v_NID := omit;
    
    // build AUTHENTICATION REQUEST msg, input PLMN+NID if SNPN test case
    if(f_GetTestcaseAttrib_NR_SNPN(testcasename() or pc_SNPN_only){  // @sic R5s220753 sic@ 
      v_NID_ASN := f_NR_InitNDI(p_NR_CellId, p_AssignmentMode); // returns a bitstring
      v_NID := bit2hex(v_NID_ASN);
    }

    // send AUTHENTICATION REQUEST
    v_MsgToSend := f_Get_5GAKA_AuthenticationReqMsg(v_NAS_SecurityParams, p_PLMN, -, v_NID); // @sic R5s220753 sic@
    SRB.send(cas_NR_SRB_NasPdu_REQ(p_NR_CellId,
                                   p_SRBId,
                                   -,
                                   cs_NG_NAS_Request(p_SecurityStatusAuthRequest, v_MsgToSend)));

    // receive AUTHENTICATION RESPONSE / FAILURE
    SRB.receive(car_NR_SRB_NasPdu_IND(p_NR_CellId, p_SRBId, cr_NG_NAS_Ind(p_SecurityStatusAuthResponse))) -> value v_ReceivedAsp;
    if (not f_Check_5GAKA_AuthenticationResponseFailure(v_NAS_SecurityParams, v_ReceivedAsp.Signalling.Nas[0].Pdu.Msg)) {
      f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "Authentication Failed");
    }
    // Now NAS parameters updated for Authentication, store updated common values in RRC global variable
    v_RRC_SecurityParams.KAMF := v_NAS_SecurityParams.KAMF;
    v_RRC_SecurityParams.KSIamf := v_NAS_SecurityParams.KSIamf;
    // Now store both
    f_NR_Security_Set(v_RRC_SecurityParams);
    f_NR5GC_Security_Set(v_NAS_SecurityParams);
  }  




