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Background | R18 SA3 WI
■ The new SA3 R18 WID on Security Enhancement on RRCResumeRequest Message Protection was approved in  

June SA Plenary (SP-220538/S3-221185 ).  
■ The WI is to introduce the security enhancement for the RRCResumeRequest message protection and the RAN 

work (include RAN2 and RAN3) is required.  

■ Observation 
- RAN work (incl. RAN2 and RAN3) is required for the new SA3 R18 WI.  

<SA3 WID: SP-220538/S3-221185>
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Background | RAN related discussion 
■ RAN2 discussed the solution in RAN2#115 meeting 
-  It was triggered by the SA3 LS (S3-212349) 

■ In RAN2 LS reply (R2-2109121 ), RAN2 provides the 
feedback including the following info: 
- For the RAN impact, the analysis on detail is provided;  
- For the potential solution standardization, the solution 

is feasible and RAN plenary discussion is proposed 
since the solution spans multiple WGs.  

■ Observations 
- According to previous RAN2 discussion, the 

solution in RAN side is feasible.  
- According to previous RAN2 discussion, RAN 

plenary should discuss how to start the RAN 
work for the new SA3 WI.

<RAN2 LS Rely: R2-2109121>
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Proposal for the RAN work of the SA3 Security Enhancement in R18
■ It is proposed to reserve the R18 TU in RAN2 and RAN3 WG to specify the new R18 SA3 solution on Security 

Enhancement on RRCResumeRequest Message Protection. 

■ It is proposed to approve the new RAN WI to specify the SA3 solution on Security Enhancement on RRCResumeRequest 
Message Protection. 
- The RAN WI scope is to specify the UE and gNB operation and signaling according to SA3 design. 
- The RAN WI  is started after the SA3 WI completion (i.e. start at February, 2023) 
■ The SA3 WI is scheduled to close in December, 2022) 

■ Proposal: RAN#97 to approve the new RAN WI on the RRCResumeRequest Protection Enhancement, and 
discuss the suggested TU allocation as below. 

- NOTE: According to current RAN2 TU allocation indicated in the RP-213697, the reserved TUs are sufficient to complete 
the RAN WI on the RRCResumeRequest Protection Enhancement, and there is no impact to other approved WIs.

WG 1Q'2023 2Q'2023 3Q'2023 4Q'2023

RAN2 0.5 TU   
(RAN2#121)

0.5 TU    
  (RAN2#121bis)

0.5 TU     
(RAN2#122)

0.5 TU  
(RAN2#123)

0.5 TU   
(RAN2#123bis)

0.5 TU    
(RAN2#124)

RAN3 0.5 TU  
(RAN3#119)

0.5 TU   
(RAN3#119bis)

0.5 TU    
(RAN3#120)

0.5 TU    
(RAN3#121)

0.5 TU   
(RAN3#121bis)

0.5 TU    
(RAN3#122)
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Proposed Objectives for the SA3 Security Enhancement in R18
■ The WI targets to design the UE and RAN node behavior and signaling according to the SA3 design on Security 

Enhancement on RRCResumeRequest Message Protection,  
- The WI is RAN2-led and RAN3 is involved.  

■ The proposed objectives 
- Objective 1: Specify the enhancement on the UE to support the new RRCResumeRequest MAC-I calculation 

(RAN2)  
■  E.g. UE capability design, Uu signaling design to enable/disable the feature, UE operation on the calculation of 

the new ResumeMAC-I/shortResumeMAC-I. 
- Objective 2: Specify the enhancement on the source and target nodes (RAN3) 
■ E.g. the source and target node’s capability design 

- Objective 3: Specify the enhancement on the Xn interfaces between source and the target nodes (RAN3) 
■ E.g. the necessity and the methods of the exchange of the node’s capability 
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ANNEX: Overview of current RAN2 TU allocation
■ According to current RAN2 TU allocation indicated in the RP-213697, the reserved TUs are sufficient to complete the 

RAN WI on the RRCResumeRequest Protection Enhancement, and there is no impact to other approved WIs.
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