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Introduction

During RAN#95-e, the Rel-18 work item “NR NTN (Non-Terrestrial Networks) enhancements” has been revised in [1].
In clause 4 Objective, one can read:
“4.1.3	Network verified UE location

Have a 1-TU 6-month study phase focusing on the following (to derive clear & limited scope):

· Study detailed regulatory requirement (e.g. accuracy, privacy, reliability, latency) for network-verified UE location for potential use cases/services (i.e. emergency call, lawful intercept, public warning, charging/billing) (at RAN plenary, from RAN#95 to RAN#96). [RAN]
· Including further clarification on network verified UE location and its relationship to network-based positioning [RAN]
· [bookmark: _Hlk89953816]Study and evaluate, if needed, solutions for network to verify UE reported location information [RAN2,RAN1,RAN3]

[bookmark: _Hlk86407450]Note: RAN WG studies on solutions (if any) will start only after RAN study is concluded

RAN to determine by RAN#98 whether the study has identified any need for Network verified UE location specification support in Rel-18.

During the same RAN#95-e session, the skeleton for TR “Network verified UE location for NTN” in [2] has been endorsed:
1	Scope
2	References
3	Definitions of terms, symbols and abbreviations
3.1	Terms
3.2	Symbols
3.3	Abbreviations
4	Use cases
5	Requirements for UE location verification
6	Verification methods for UE location
6.1	NTN specific constraints
6.2	Network verified UE location and its relationship to positioning
6.3	Candidate methods assessment and gap analysis
7	Recommendations

This document proposes some text proposal for clauses 1 to 5. It is assumed that clauses 6 and 7 will be addressed in the relevant RAN working groups

Discussion

2.1 Use cases
Proposal 1: Given that the UE reported location information- (for example determined with its GNSS receiver which is non 3GPP defined), could be erroneous due intentional (e.g. maliciously tampering by user or by 3rd party) or unintentional (e.g. interference) causes, a new method is needed to verify the UE reported location information especially for services subject to national regulations or other operational constraints. (e.g. Public Warning System (PWS), Lawful interception (LI), Emergency services (EMS), Charging and Tariff notifications)
· Note: This verification can improve the reliability of the UE location
Proposal 2: There is a need to study a network verified UE location scheme aiming at corroborating the UE reported location information (which is obtained by non 3GPP method such as GNSS) with one or several network (i.e. RAT dependent) positioning methods.
Proposal 3: It is assumed that this network verified UE location scheme will not necessarily provide an accuracy equivalent to that obtained of the UE reported location information.
Proposal 4: It is assumed that the integrity of RAT dependent methods in general is handled in a different item (Rel-18 SID on Study on expanded and improved NR positioning).

2.2 Requirements for UE location verification

Proposal 5: for each of the 4 “regulated” services considered by the WI (Emergency calls, Lawful intercept, PWS, Charging), the regulatory requirements applicable to the UE location in terms of Accuracy, Reliability (related to law enforcement and liability), Latency and Privacy need to be analyzed
2.3 Recommendations
Proposal 6: In line with the cell based location information in “terrestrial” mobile system, the network UE verified location scheme to be defined for NTN, shall be able to provide an accuracy of [2] km  which is acceptable (for example by SA3-LI) of reliable UE positioning in terrestrial networks (cell Id based).


Conclusion

Proposal 1: Given that the UE reported location information- (for example determined with its GNSS receiver which is non 3GPP defined), could be erroneous due intentional (e.g. maliciously tampering by user or by 3rd party) or unintentional (e.g. interference) causes, a new method is needed to verify the UE reported location information especially for services subject to national regulations or other operational constraints. (e.g. Public Warning System (PWS), Lawful interception (LI), Emergency services (EMS), Charging and Tariff notifications)
· Note: This verification can improve the reliability of the UE location
Proposal 2: There is a need to study a network verified UE location scheme aiming at corroborating the UE reported location information (which is obtained by non 3GPP method such as GNSS) with one or several network (i.e. RAT dependent) positioning methods.
Proposal 3: It is assumed that this network verified UE location scheme will not necessarily provide an accuracy equivalent to that obtained of the UE reported location information.
Proposal 4: It is assumed that the integrity of RAT dependent methods in general is handled in a different item (Rel-18 SID on Study on expanded and improved NR positioning).
Proposal 5: for each of the 4 “regulated” services considered by the WI (Emergency calls, Lawful intercept, PWS, Charging), the regulatory requirements applicable to the UE location in terms of Accuracy, Reliability (related to law enforcement and liability), Latency and Privacy need to be analyzed
Proposal 6: In line with the cell based location information in “terrestrial” mobile system, the network UE verified location scheme to be defined for NTN, shall be able to provide an accuracy of [2] km  which is acceptable (for example by SA3-LI) of reliable UE positioning in terrestrial networks (cell Id based).

Proposal 7: Agree Text Proposal in the annex of this TDOC and in the draft TR attached
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Text Proposal

1	Scope

2	References

[i.1] [3GPP TR 23.737 “Study on architecture aspects for using satellite access in 5G (Release 17)”
[i.2] 3GPP TR 22.926 Guidelines for Extraterritorial 5G Systems; Stage 1 (Release 18)
[i.3] 3GPP S3i200056 “Response LS on the “LS OUT on Location of UEs and associated key issues”” (Contact: Rogers)
[i.4] 3GPP TR 22.872 Study on positioning use cases; Stage 1 (Release 16)
[i.5] Standardisation Request for E112 (as regards hand-held mobile phones in support of Directive 2014/53/EU)
[bookmark: _Ref53733618][i.6] “Indoor Location Accuracy Benchmarks”, retrieved from https://www.fcc.gov/public-safety-and-homeland-security/policy-and-licensing-division/911-services/general/location-accuracy-indoor-benchmarks on 20.10.2020.
[i.7] 3GPP S3i210282 “Reply LS on UE location aspects in NTN” (contact = Tencastle)
[i.8] R2-2101150 Summary of [Post112-e][115][NTN] the Email Discussion on LCS for NTN, Fraunhofer IIS, Fraunhofer HHI
[i.9] ETSI TS 103 625: “Transporting Handset Location to PSAPs for Emergency Calls - Advanced Mobile Location”.
[i.10] Directive (EU) 2018/1972 of the European Parliament and of the Council of 11 December 2018 establishing the European Electronic Communications Code (Recast) (See Official Journal of the European Union, Volume 61, 17th December 2018), https://eur-lex.europa.eu/legal-content/EN/TXT/?qid=1568104145936&uri=CELEX:32018L1972
[i.11] Official Journal C 329, 04/11/1996 p. 0001 - 0006 Council Resolution of 17 January 1995 on the lawful interception of telecommunications.
[i.12] REGULATION (EU) 2016/679 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL of 27 April 2016 on the protection of natural persons with regard to the processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation) .
[i.13] 3GPP “SID on Study on expanded and improved NR positioning”, RP-213588

4	Use cases
Being able to locate the UE attached to a 3GPP defined non-terrestrial network may be essential to support some services subject to national regulations or other operational constraints.
In 3GPP TR 23.737 [i.1], the list of such services has been identified in key issue #10:
· Public Warning System (PWS)
· Lawful interception (LI)
· Emergency services (EMS)
· Charging and Tariff notifications

In 3GPP TR 22. 926 [i.2], it has been identified that “To support regulated services and features (e.g. Public Warning System, Charging and Billing, Emergency calls, Lawful Intercept, Data Retention Policy in cross-border scenarios and international regions, Network access), 3GPP networks should have the capability to locate each UE in a reliable manner and determine the policy that applies to their operation depending on their location and/or context.”
Furthermore, in [i.3], it is pointed out that “any solution addressing extraterritorial (e.g. international maritime zone and aeronautical) use cases should provide means to notify the HPLMN on roaming in and out of those areas, including the cases when the serving PLMN has not changed.”
Given that the UE reported location information-  (for example determined with its GNSS receiver which is non 3GPP defined), could be erroneous due intentional (e.g. maliciously tampering by user or by 3rd party) or unintentional (e.g. interference), it cannot be trusted by network operators. Therefore, a network based positioning method is needed to verify the UE reported location information. This verification can improve the reliability of the reported UE location information which is obtained by non 3GPP method such as GNSS.
Note: It is assumed that the integrity of RAT dependent methods in general is handled in a different study item [i.13] and therefore will not be addressed in this study.

5	Requirements for UE location verification
1.1 Emergency calls
It refers to a telephone request or text message request for emergency services (e.g. police, fire departments, or other first responders) which requires immediate action to prevent loss of life, reduce bodily injury, prevent or reduce loss of property and respond to other emergency situations determined by local policy.

Accuracy
Accuracy requirements for emergency calls have been identified in [i.4], where the position accuracy is required to be [50m Horizontal, 3m Vertical] which are the most demanding of the regulated services in terms of accuracy requirements. This is in line with the requirements of two major regulatory bodies and summarized as follows: 
	Regulatory body
	Accuracy requirements

	EC [i.5] 
	”capability to achieve a horizontal position error of maximum 5 metres in open sky conditions and maximum 25 metres in urban canyon conditions with a confidence level of 95 % (2s coverage factor), where open sky conditions and urban canyon conditions are as defined, respectively, in points 2.1.8 (Figure 1) and 2.2.4.2 (Figure 3) of Annex VI to Delegated Regulation (EU) 2017/793“
The European directive is based on an assumption of use of GNSS as positioning technology as specified in ETSI TS 103 625 [i.9].

	FCC [i.6]
	In 2020, the FCC specifies a 50-meter horizontal accuracy or provide a dispatchable location for 70 percent of all wireless 911 calls, which increases to 80 percent of all calls in 2021. 
From 2021 onwards, an additional requirement to achieve an accuracy with ±3m is applies in addition.




Reliability
In this case, the mobile network operator may be liable for the provision of a “reliable” UE location (either network verified or network provided) that will be the basis to the organisation of personal assistance or rescue.

Latency
The delay to determine the UE location should be minimised to ensure timely assistance or rescue,
While a typical call set-up is less than a second, the delay for UE location determination should not impact significantly this communication set-up time. 

5.2 Lawful intercept (LI)
As a legally sanctioned official access to private communications, Lawful Interception (LI) is a security process in which a service provider or network operator collects and provides law enforcement officials with intercepted communications of private individuals or organizations.
LI implementation is required for example by the European Council Resolution from 1995 [i.11] which allows for LI to prevent crime, including fraud and terrorism.

Accuracy
For lawful intercept, SA3-LI recommends in an LS reply S3i-200056 that “The logical location shall unambiguously map to the geographical area of the UE physical location. Granularity of such geographical areas needs to be able to provide network location accuracy comparable with terrestrial networks.”
Given that for such use cases, the location accuracy in terrestrial networks is mostly based on cell ID, it directly relates to the typical cell size. Hence a ~2 km granularity (accepted granularity by SA3-LI) should be sufficient to detect country border crossings.

Reliability
In this case, Law enforcement applies, and therefore the mobile network operator shall be able to provide a “reliable” UE location (either network verified or network provided).
In [i.7], it is noted that “any method which relies solely on UE-generated location information is unlikely to be considered reliable for network selection purposes. Therefore, a method such as GNSS/A-GNSS cannot be considered as reliable or trusted unless the information provided by the UE can be verified by the network.”

Latency
No regulatory requirement have been identified for this. Despite this, NTN location determination should not significantly impact the LI service as provided by an TN network.

5.3 Public warning Service (PWS)
PWS is usually realised (based on country regulator rules) by CellBroadcast, which provides a direct selectivity by cellID (sends the message to all devices registered in a base station) but can reach sector accuracy (each of the antenna emitters in the same cellID) to provide geographical accuracy. E.g. to alert half of the city that is getting an imminent flood bout not the other half which is on a higher positions.
Alternatively Location-Based SMS may be used, and same selectivity shall be employed. That will rely on reliable location, and at least cellID is expected to be necessary.

In its directive [i.10], the European Union states in (293) that
“Diverging national law has developed in relation to the transmission by electronic communications services of public warnings regarding imminent or developing major emergencies and disasters. In order to approximate law in that area, this Directive should therefore provide that, when public warning systems are in place, public warnings should be transmitted by providers of mobile number-based interpersonal communication services to all end-users concerned. The end-users concerned should be considered to be those who are located in the geographic areas potentially being affected by imminent or developing major emergencies and disasters during the warning period, as determined by the competent authorities.“

Accuracy
One can assume that the service should be provided over the targeted area with an equivalent granularity as obtained in terrestrial networks that is cell size related. Hence a ~2 km granularity should be sufficient.

Reliability
There are no explicit regulatory requirement for this. Despite this, NTN location determination should follow same reliability requirements as the PWS systems.

Latency
No regulatory requirement have been identified for this. Despite this, NTN location determination should not impact significantly the PWS service as provided by an TN network.

5.4 Charging and Tariff notifications
Tariff refer to the set of parameters defining the applied charge for the use of a particular bearer /session / service.

Accuracy
As per Public warning service, knowing the context of the UE (country or aeronautical/maritime) is sufficient for charging and tariff notifications.
One can assume that the accuracy of the UE location service should be similar to the one in typical terrestrial mobile networks that is cell size related. Hence a ~2 km granularity should be sufficient.

Reliability
It is the responsibility of the Mobile network operator to ensure via reliable methods that the UE is effectively in a given context for appropriate charging/billing.

Latency
No regulatory requirement have been identified for this. Despite this, NTN location determination should not significantly impact the charging/tariff service as provided by an TN network.

5.5 All regulated services
Privacy
In [i.12], it is stated in article (71) that “The data subject should have the right not to be subject to a decision, which may include a measure, evaluating personal aspects relating to him or her which is based solely on automated processing and which produces legal effects concerning him or her or similarly significantly affects him or her, such as automatic refusal of an online credit application or e-recruiting practices without any human intervention. Such processing includes ‘profiling’ that consists of any form of automated processing of personal data evaluating the personal aspects relating to a natural person, in particular to analyse or predict aspects concerning the data subject's performance at work, economic situation, health, personal preferences or interests, reliability or behaviour, location or movements, where it produces legal effects concerning him or her or similarly significantly affects him or her. ”
Therefore the UE location shall be protected to preserve the privacy of the users.
In [i.12], it is further stated in article (71) that “However, decision-making based on such processing, including profiling, should be allowed where expressly authorised by Union or Member State law to which the controller is subject, including for fraud and tax-evasion monitoring and prevention purposes conducted in accordance with the regulations, standards and recommendations of Union institutions or national oversight bodies and to ensure the security and reliability of a service provided by the controller, or necessary for the entering or performance of a contract between the data subject and a controller, or when the data subject has given his or her explicit consent.”
Therefore, the user location can be processed if it is to comply with regulations for example in order to provide safety to the citizen (emergency calls, public warning services), to prevent crimes (Lawful intercept) or frauds (Charging and Tariff notifications).

6	Recommendations
In this study, we have identified the need to define a novel scheme which aims at corroborating the UE reported location information in order to verify the reported UE location information which is obtained by non 3GPP method such as GNSS.
It is assumed that this scheme, that can be based one or several network (i.e. RAT dependent) positioning methods will not necessarily provide an accuracy equivalent to one of the UE reported location information.
In line with the cell based location information obtained in “terrestrial” mobile system, the network UE verified location scheme to be defined for NTN, shall be able to provide an accuracy of [2] km which is the typical cell size in rural areas.
As part of the study the following general assumptions should be taken into account:
· Radio cells
· Earth moving or quasi Earth fixed radio cells (NGSO)
· Earth fixed radio cells (GSO and HAPS)
· Procedures
· Initial access (e.g. for PLMN selection)
· and connected mode at Access stratum level.
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