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Introduction 
Communication infrastructure is essential to the successes of smart grid. In the past couple of years, in order to ensure security and reliability, the traditional grid usually adopts the optical fiber as private communication network, but optical fiber always brings very high cost and faces great construction difficulty in some areas, which will hinder further smart grid digital transformation. 
By adopting wireless 5G NR with some attractive KPIs (e.g. low latency and high reliability, etc.), the smart grid is expected to get rid of the constraint of wired optical fiber. Among the use cases of smart grid, line current differential protection is the one of most urgent use cases with extensive use and heavy demand.
In this contribution, from the grid customer’s perspective, we introduce smart grid differential protection requirement and its market scale, and then we share our views on how to better support differential protection service in Rel.18 NR.
Differential protection in smart grid
Background of differential protection
For line current differential protection, SA1 had already studied this service in Rel.18 [1] [2]. According to [1], the mechanism of line current differential protection follows the Kirchhoff's current law, which is that the sum of currents at a junction of a circuit equals to zero, the principle and structure of the line current differential protection can be illustrated in the following figure.
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Figure 1: Line Current Differential Protection by two protection relays (Relay_a and Relay_b) [1]
Two protection relays deployed at two substations form the protection zone, each protection relay continuously measures its local current and transmits it towards the other. Each protection relay compares the locally measured current and the current received from the remote relay to calculate the differential current at a specific instant of time. Whenever the differential current exceeds the threshold values as determined by the relay restraint characteristics, the relay will send a trip command to the circuit breaker (XCBR) to open the circuit, thus protecting the power line from being burnt down and any secondary damages a fireball blaze on the power line can cause.
In order to make the differential protection timely and effective, the phase segregated current value data needs to be exchanged continuously and frequently (always online) between two stationary protection relays via fixed topological structure, and the communication reliability and latency between two protection relays are need to be guaranteed within a very strict range. In addition, the relays must be aligned in time, excessive time-misalignment will result in increase or decrease of the apparent differential current, causing blocking of the protection or in the worst case a false trip. Lastly, to avoid being attacked, differential protection also requires high security. According to [1] [2] and vertical’s demand, the communication requirements of  differential protection are as follows:
Table 1: KPIs of line current differential protection
	Communication service availability
	End-to-end latency: maximum
(note)
	Time synchronization accuracy
	Service bitrate: user experienced data rate
	Message size [byte]
	UE speed
	UE density [#/km2)]

	> 99.999 %
	10ms
	<10us
	2.5 Mbit/s
	< 245
	Stationary
	≤ 100/km2

	Note: UE-to-UE communication



By the end of 2020, the length of 220kv(and above) electric transmission line in the national power grid is around 794,000 kilometers in China, while the length of 6-20kv electric transmission line is 4.273 million kilometers. For the 6-20kv electric transmission line, there are around 5.242 million distributing transformers and 5.868 million distributing switching deployed inside of it, in addition, the established 10kv tower is over 20 million set. However, due to the high cost and construction difficulty, the length of 10 kv optical fiber access network is only 210,000 kilometers. 
Based on the situation, there is a huge demand on fast/accurate fault location of power distribution, fast self-healing of non-fault areas and improve the reliability of the power supply by using 5G network. Furthermore, 5G can also solve the difficulty of traditional protection processing in abnormal situations, such as CT disconnection, dead-zones fault and loss of single-point of information, improve the sensitivity and reduce the action time of the protection. Therefore, the demand for 5G-based differential protection is huge and imminent.
Observation 1: The market of differential protection by using 5G for communication is huge especially for low voltage lines below 110 thousand volt, e.g. in China and other regions. 

Requirements of 5G back up for differential protection 
In order to further guarantee the reliability of differential protection, the traditional differential protection and the high voltage differential protection are usually in an 1+1（even 1+N） backup mode on the main equipment of high voltage and the communication equipment. This backup mode can be illustrated in the following figure 2.
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Figure 2: Traditional back up for differential protection
Currently, the pilot programs of 5G-based differential protection have been running in many transformer substations of different areas. However, due to the lack of 5G-based back up for differential protection, the power grid operator doubt the reliability of 5G wireless transmission. Some power grid operators only use 5G differential protection as a backup way of differential protection communication, and the main channel is still optical fiber or power line carrier, this restricts the wide scale application of 5G differential protection.
In fact, those doubts make senses, as single communication terminal may damage, and the change of environmental factors may lead to instantaneous depth fading, these situations may lead to a connection failure between the communication terminal and the gNB, and further lead to differential protection failure. It faced the challenge of failing to meet the high reliability depends on the successful reception just relying on only one terminal in real scenarios, therefore, 5G-based back up  is urgent and essential for differential protection in the smart grid.
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Figure 2: 5G back up for differential protection
Observation 2: The idea of backup mode for differential protection signals transmitted by NR is one urgent and essential requirement for NR application on smart grid. 
Observation 3: NR backup mode for differential protection can potentially resolve the concern from grid customers on wireless transmission robustness and is aligned with the differential protection devices which are traditionally equipped by 1+1 or 1+N backup mode.  

Solutions for differential protection UE back up
In order to support differential protection UE back up, the possible solutions are listed and analyzed below.
· SA based solution: “Redundant user plane paths”
This solution was descript in TS 23.501 [3] and comprises the following main components shown as example using NR in figure 3.


Figure 3: Architecture with redundancy based on multiple UEs in the device
The solution assumes a RAN deployment where redundant coverage by multiple gNBs (in the case of NR) is generally available. Upper layer protocols, such as the IEEE 802.1 TSN (Time Sensitive Networking), can make use of the multiple user plane paths. The UEs belonging to the same terminal device request the establishment of PDU Sessions that use independent RAN and CN network resources.
Obviously, this kind of duplication transmission is not air interface resource-efficient, and additionally, it will lead to high cost on transport resource, processing resource and redundant signalling/data overhead.
Observation 4: SA based solution for differential protection backup will results in high cost on radio resource, transport resource, processing resource and redundant signalling/data overhead.
· Implementation(application layer) based solution: “Virtual Backup”
With the current 3GPP spec, the differential protection UE back up can be achieved by implementation. For example, two UEs are connected to a protection relay, one of them is the main UE and the other one is the backup. The main UE access to the 5G NW, then acquire a C-RNTI and security keys from gNB, then the protection relay transfer the C-RNTI and the keys to the backup UE via application layer, then the backup UE can perform the same data transmission and reception as the main UE does. The backup UE can be seen as a “virtual backup”, since it does not exist from the perspective of the gNB.
For this kind of solution, interfaces between the UEs and/or application layer forwarding are required, then the corresponding application layer protocols need to be modified. Further, it worth noticing that forwarding the RNTI, UE keys and other information via application layer may cause security risks. In addition, as the C-RNTI of the main UE is shared, if the RLF occurs on the main UE, the service cannot be guaranteed.
Observation 5: Application layer based solutions for differential protection backup will bring some additional side effects, such as security issues, potentially RLF, and the increased latency, which are not acceptable by grid customers.    
· Specification based solution: “UL MBMS”.
“UL MBMS” means the UL radio resources used for the same service from different UEs (e.g., the main UE and the backup UE) are the same. In this kind of solution, the registrations and the link management of the main UE and the backup UE are independent, but the same grant (e.g., the same RNTI based on the service type) is used to schedule theses UEs.
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Figure 4: “UL MBMS” for differential protection UE back up
Compared to SA based solution, “UL MBMS” can save the radio/transport/processing resource and redundant signalling/data overhead. Compared to Application layer based solution, there is no security issues for “UL MBMS”. In addition, as the registrations and the link management of the main UE and the backup UE are independent, RLF occurs on one UE will not impact on the reliability of the differential protection. However, some spec works are needed, since “UL MBMS” is a new feature.
Observation 6: Specification based solution such as “UL MBMS” can well meet the requirement of differential protection backup; in addition, potentially very small spec. impact is also compliant with the guideline on smaller R18 items from RAN#93. 
Proposal 1: Specification based solution e.g. “UL MBMS” and/or others simple solutions should be included and specified in Rel.18 to support differential protection backup mode for smart grid requirement.

Proposals on support differential protection backup in smart grid 
Considering the needs and necessity, support differential protection backup in smart grid should be considered in Rel.18. In general, there are two ways: a) Including the differential protection backup requirement into the existing potential Rel.18 items. b) New Rel.18 item for differential protection backup. 
Including the differential protection backup requirement into the existing potential Rel.18 items
After the R18 email prep phase, several potential Rel.18 items were further clarified. From our point of view, there are at least two items are suitable to include the differential protection backup requirement. The first one is Rel.18 UE aggregation, the other one is Rel.18 RedCap.
· Rel.18 UE aggregation
The intention with UE aggregation [4] is now to support applications requiring high UL bitrates on 5G terminals, in cases when normal UEs are too limited by UL UE transmission power to achieve required bitrate, especially at the edge of a cell. The structure of UE aggregation is almost the same with the differential protection backup, e.g., at least two UEs are needed, and these two UEs are work for the same service. Besides, UE aggregation is also beneficial to the transmission reliability to some extent. The difference is that the two or more UEs in UE aggregation are usually to transmit different data packets of the same service, while the two or more UEs in differential protection backup are expected to transmit the same data of the same service. 
If the differential protection backup can be included in the UE aggregation item, the mechanism for UL resource saving is needed to be specified and UL MBMS based solution can be considered. 
· Rel.18 RedCap
The original intention of RedCap is to support IOT use cases, as the foundation has been laid in Rel-17, it was captured in the draft SID/WID justification part [5][6] that some enhancements can be considered in Rel.18 to expand RedCap into smart grid use case. Therefore, it is naturally to specify the corresponding features for RedCap to support specific use cases in smart grid, e.g., differential protection backup. In addition, as analyzed in chapter 2.2, the required peak data rate and processing capability for the UE in differential protection backup use case are relatively low, and under the structure of 1+1 or 1+N back up, the cost is very important factor to deploy the differential protection backup. The requirements of differential protection backup are very compatible with RedCap's characteristics. Therefore, it is very suitable to consider differential protection backup in RedCap item.
Also, if the differential protection backup is included in the Rel.18 RedCap item, the mechanism for UL resource saving is expected to be specified and UL MBMS based solution can be considered.

New Rel.18 item for differential protection backup
If the existing potential Rel.18 items listed in 3.1 are not suitable to include the differential protection backup requirement, as directed by the RAN chair: “expects no big items approved after Dec.21, smaller items can still be discussed”, it is possible to consider a new Rel.18 item with a few objectives for differential protection backup.
	Justification:
By adopting wireless 5G NR with some attractive KPIs (e.g. low latency and high reliability, etc.), the smart grid is expected to get rid of the constraint of wired optical fiber; then, the digital transformation of smart grid can be accelerated. Among the use cases of smart grid, line current differential protection is the one of most urgent use cases with extensive use and heavy demand. In order to guarantee the reliability, the differential protection is usually in an 1+1(even 1+N) backup mode on the communication equipment. 
This WI aims to provide the support of the differential protection backup in smart grid with a resource-efficient and high security way.

	Objective
To support differential protection backup in smart grid, the following enhancements can be considered:
“UL-MBMS”
· Specify a group scheduling mechanism to allow multiple UEs to transmit same Broadcast/Multicast service in UL. [RAN2, RAN1]


As “UL-MBMS” is a new feature, compare to specify it in the Rel.18 TEI phase, it is more suitable to specify it during the normal phase.
Proposal 2: Based on the current situation of Rel.18 candidate items, one of the following options can be considered to support differential protection backup requirement in Rel.18:
· Option 1: Including the differential protection backup requirement into one of the exist Rel.18 items.
· SI or WI, which including UE aggregation. 
· RedCap enhancement WI.
· Other suitable R18 items.
· Option 2: Create a new small WI to specify differential protection backup solution in Rel.18 [2]. And this new small WI can be TDMed with some Rel.18 items.  
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In this contribution, we share some considerations on differential protection in smart grid with the following observations and proposals: 
Observation 1: The market of differential protection by using 5G for communication is huge especially for low voltage lines below 110 thousand volt, e.g. in China and other regions.  
Observation 2: The idea of backup mode for differential protection signals transmitted by NR is one urgent and essential requirement for NR application on smart grid. 
Observation 3: NR backup mode for differential protection can potentially resolve the concern from grid customers on wireless transmission robustness and is aligned with the differential protection devices which are traditionally equipped by 1+1 or 1+N backup mode.  
Observation 4: SA based solution for differential protection backup will results in high cost on radio resource, transport resource, processing resource and redundant signalling/data overhead.
Observation 5: Application layer based solutions for differential protection backup will bring some additional side effects, such as security issues, potentially RLF, and the increased latency, which are not acceptable by grid customers.    
Observation 6: Specification based solution such as “UL MBMS” can well meet the requirement of differential protection backup; in addition, potentially very small spec. impact is also compliant with the guideline on smaller R18 items from RAN#93. 
Proposal 1: Specification based solution e.g. “UL MBMS” and/or others simple solutions should be included and specified in Rel.18 to support differential protection backup mode for smart grid requirement.
Proposal 2: Based on the current situation of Rel.18 candidate items, one of the following options can be considered to support differential protection backup requirement in Rel.18:
· Option 1: Including the differential protection backup requirement into one of the exist Rel.18 items.
· SI or WI, which including UE aggregation. 
· RedCap enhancement WI.
· Other suitable R18 items.
· Option 2: Create a new small WI to specify differential protection backup solution in Rel.18 [2]. And this new small WI can be TDMed with some Rel.18 items.  
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