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	Reason for change:
	1, Upon updating the security from the mapped context received from EUTRA, the DL NAS count needs to be reset in order to successfully calculate the MAC-I for the Security Mode Command message.
2, for step 2, it is Mobility Registration, instead of initial registration.
the 3rd input parameter leads to mismatch 
if (not f_Check_NG_RegistrationReqMsg (v_GMM_MobilityInfo, v_NASMsg, Initial_Secure)) 


	
	

	Summary of change:
	1, DL NAS count is reset

2, Change the 3rd input parameter to Mobility

Possible alternative:  change f_Check_NG_RegistrationReqMsg to not check the initial registration req in case of Initial_Secure
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1. [bookmark: _Toc122434485][bookmark: _Toc68878772]Overview
This document lists all the changes needed to correct issues in the ATS iWD-TTCN3-B2020-09_D21wk12 related to the title of this CR.
Contact:	Shaun Harry
	shaun.harry@keysight.com
1. [bookmark: _Toc122434488][bookmark: _Toc295288959][bookmark: _Toc68878773]Corrections required
1. [bookmark: _Toc30685521][bookmark: _Toc68878774]Change 1
	Function name
	fl_TC_9_3_1_2_NR5GC_TestBody

	Reason for change
	1, Upon updating the security from the mapped context received from EUTRA, the DL NAS count need to be reset in order to successfully calculate the MAC-I for the Security Mode Command message.
2, for step 2, it is Mobility Registration, instead of initial registration.
the 3rd input parameter leads to mismatch 
if (not f_Check_NG_RegistrationReqMsg (v_GMM_MobilityInfo, v_NASMsg, Initial_Secure)) 


	Summary of change
	1, DL NAS count is reset

2, Change the 3rd input parameter to Mobility

Possible alternative:  change f_Check_NG_RegistrationReqMsg to not check the initial registration req in case of Initial_Secure


	TTCN module
	Mobility_Registration_NR5GC_NR

	MCC160 Comment
	



Before Change
	…
import from NG_NasEmu_CtrlFunctions all; 
…    


function fl_TC_9_3_1_2_NR5GC_TestBody() runs on NR5GC_PTC return NR_RadioBearerId_Type
  {
………
……….
    // Send TAU Req for checking in EUTRA
    f_EUTRA_NR_SendCoOrd (EUTRA, cms_EUTRA_NR_OctetData(v_ReceivedMsg.Pdu.Msg.registration_Request.epsMessage.epsMsg, "TAUReq"));
       
    // derive 5G parameters from values received from EUTRA
    f_NR5GC_MappedContextFromS1_InitNAS (v_SecurityRx, false);  // @sic R5s210078 sic@

    // Do NAS Security Mode procedure
    v_SecurityParams := f_NR5GC_Security_Get();
    v_MsgToSend := f_Get_NG_SecurityModeCmdMsg(v_SecurityParams,
                                               Initial_NoSecurity,   // @sic R5s210078 sic@
                                               v_GMM_MobilityInfo);
                                               
    // Mapped security context with Kasme @sic R5-205142 sic@
    v_MsgToSend.security_Mode_Command.ngNasKSI := cs_NAS_KeySetIdentifier_lv(v_SecurityRx.KSI, tsc_NasKsi_MappedSecurityContext);
    // send SECURITY MODE COMMAND
    SRB.send(cas_NR_SRB_NasPdu_REQ(v_NGC_NASCellA, tsc_NR_RbId_SRB1, -, cs_NG_NAS_Request(tsc_SHT_IntegrityProtected_NewSecurityContext, v_MsgToSend)));

    // receive SECURITY MODE COMPLETE
    SRB.receive(car_NR_SRB_NasPdu_IND(v_NGC_NASCellA, tsc_NR_RbId_SRB1, cr_NG_NAS_IndWithPiggybacking(tsc_SHT_IntegrityProtected_Ciphered_NewSecurityContext))) -> value v_ReceivedAsp;
    v_Result := f_Check_NG_SecurityModeCompleteMsg(v_ReceivedAsp.Signalling.Nas[0].Pdu, Initial_NoSecurity);  // @sic R5s210078 sic@
    v_NasCountUL := v_ReceivedAsp.Signalling.Nas[0].SecurityProtection.NasCount;
    if (not v_Result) {
      f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "NAS Security Mode Procedure Failed");
    }
    if (ispresent(v_ReceivedAsp.Signalling.Nas[0].Pdu.PiggybackedPduList[0].Msg)) { // @sic R5s210359 sic@
      // Check updated Registration Request and update v_GMM_MobilityInfo
      v_NASMsg.PiggybackedPduList[0].Msg := v_ReceivedAsp.Signalling.Nas[0].Pdu.PiggybackedPduList[0].Msg;
      v_NASMsg.PiggybackedPduList[0].PiggybackedPduList := omit;
      if (not f_Check_NG_RegistrationReqMsg (v_GMM_MobilityInfo, v_NASMsg, Initial_Secure)) {
        f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "Replayed Registration Request Message Failed");
      }
    }
    f_NR5GC_MobileInfo_SetGMM_MobilityInfo(v_GMM_MobilityInfo);
…
…
}  




After Change
	…
import from NG_NasEmu_CtrlFunctions all; 
…    


function fl_TC_9_3_1_2_NR5GC_TestBody() runs on NR5GC_PTC return NR_RadioBearerId_Type
  {
………
……….
    // Send TAU Req for checking in EUTRA
    f_EUTRA_NR_SendCoOrd (EUTRA, cms_EUTRA_NR_OctetData(v_ReceivedMsg.Pdu.Msg.registration_Request.epsMessage.epsMsg, "TAUReq"));
       
    // derive 5G parameters from values received from EUTRA
    f_NR5GC_MappedContextFromS1_InitNAS (v_SecurityRx, false);  // @sic R5s210078 sic@

    // Do NAS Security Mode procedure
    v_SecurityParams := f_NR5GC_Security_Get();
    f_SS_NG_NAS_ConfigureSecurity(NASCTRL, v_SecurityParams.NAS_Integrity, v_SecurityParams.NAS_Ciphering, true); /* reset NAS COUNT */ //ADDED

    v_MsgToSend := f_Get_NG_SecurityModeCmdMsg(v_SecurityParams,
                                               Initial_NoSecurity,   // @sic R5s210078 sic@
                                               v_GMM_MobilityInfo);
                                               
    // Mapped security context with Kasme @sic R5-205142 sic@
    v_MsgToSend.security_Mode_Command.ngNasKSI := cs_NAS_KeySetIdentifier_lv(v_SecurityRx.KSI, tsc_NasKsi_MappedSecurityContext);
    // send SECURITY MODE COMMAND
    SRB.send(cas_NR_SRB_NasPdu_REQ(v_NGC_NASCellA, tsc_NR_RbId_SRB1, -, cs_NG_NAS_Request(tsc_SHT_IntegrityProtected_NewSecurityContext, v_MsgToSend)));

    // receive SECURITY MODE COMPLETE
    SRB.receive(car_NR_SRB_NasPdu_IND(v_NGC_NASCellA, tsc_NR_RbId_SRB1, cr_NG_NAS_IndWithPiggybacking(tsc_SHT_IntegrityProtected_Ciphered_NewSecurityContext))) -> value v_ReceivedAsp;
    v_Result := f_Check_NG_SecurityModeCompleteMsg(v_ReceivedAsp.Signalling.Nas[0].Pdu, Initial_NoSecurity);  // @sic R5s210078 sic@
    v_NasCountUL := v_ReceivedAsp.Signalling.Nas[0].SecurityProtection.NasCount;
    if (not v_Result) {
      f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "NAS Security Mode Procedure Failed");
    }
    if (ispresent(v_ReceivedAsp.Signalling.Nas[0].Pdu.PiggybackedPduList[0].Msg)) { // @sic R5s210359 sic@
      // Check updated Registration Request and update v_GMM_MobilityInfo
      v_NASMsg.PiggybackedPduList[0].Msg := v_ReceivedAsp.Signalling.Nas[0].Pdu.PiggybackedPduList[0].Msg;
      v_NASMsg.PiggybackedPduList[0].PiggybackedPduList := omit;
      if (not f_Check_NG_RegistrationReqMsg (v_GMM_MobilityInfo, v_NASMsg, Mobility)) {
        f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "Replayed Registration Request Message Failed");
      }
    }
    f_NR5GC_MobileInfo_SetGMM_MobilityInfo(v_GMM_MobilityInfo);
…
…
}  



