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1. [bookmark: _Toc122434485][bookmark: _Toc65834741]Overview
This document lists all the essencial changes needed to correct problems in the TTCN implementation of test case 11.1.3 which is part of the NR5GC IRAT test suite.
With these changes applied the test case can be demonstrated to run with one or more UEs (see section 4). Execution log files are provided as evidence.
Contact:	Kalahasti, Narendra
	Narendra.Kalahasti@anritsu.com
0. [bookmark: _Toc51622099][bookmark: _Toc55479332][bookmark: _Toc60751530][bookmark: _Toc60757075][bookmark: _Toc65834742]Verification Test Summary 
Test Case: 	11.1.3
ATS Version:	iwd-TTCN3-B2020-09_D20wk50
[bookmark: _Hlk37919671]System Simulator used:	Anritsu Protocol Conformance Test System ME7834NR and Keysight 5G Protocol Conformance Toolset
UE used:	Qualcomm SM8350 + SDX60 IMS UE + MediaTek MT6297
Verification Status:	PASS


1. [bookmark: _Toc122434488][bookmark: _Toc295288959][bookmark: _Toc65834743]Corrections required
Verification of this test case also requires Change - 2, 6, 9, 10, and 11 of TTCN CR R5s210149.
1.1 [bookmark: _Toc54186269][bookmark: _Toc65834744][bookmark: OLE_LINK12][bookmark: OLE_LINK13][bookmark: OLE_LINK2][bookmark: OLE_LINK3][bookmark: OLE_LINK10][bookmark: OLE_LINK11]Change 1
	Function name
	fl_TC_11_1_3_NR5GC_EUTRA_TestBody

	Reason for change
	1. IP handling on secured ports for EUTRA cell have been removed from DRBMUX during de-REGESITER in LTE, they remain only for NR cell. So, it is necessary to add them explicitly into DRBMUX routing table.
2. From 24.301 clause 5.5.3.2.2, when the tracking area updating procedure is initiated in EMM-IDLE mode, the UE may also include an EPS bearer context status IE in the TRACKING AREA UPDATE REQUEST message, indicating which EPS bearer contexts are active in the UE. However, the tracking area updating procedure in TC 11.1.3 is initated in EMM-CONNECTED mode. Therefore EPS bearer context status can be any or omit.
#R5-211406 is agreed in RAN5#90-e Meeting
3. From 34.229-1 C.32 steps 4-5, EPS bearer deactivation procedure for UE with E-UTRA support must be performed.
4. Active Flag 
# R5-211406 is agreed in RAN5#90-e Meeting

	Summary of change
	1. Explicit addition of secured ports on EUTRA cell of DRB1 in DRBMUX.
2. Receive cr_TAU_Request_N1ToS1 EPS bearer context status as any or omit
3. Add f_EUTRA_DeactivateEPS_BearerContext
4. Any value of Active flag will now be accepted in TAU request template matching

	TTCN module
	EPS_Fallback_NR5GC_EUTRA.ttcn

	MCC160 Comment
	



Before Change:
	
  function fl_TC_11_1_3_NR5GC_EUTRA_TestBody() runs on EUTRA_Multi5GS_PTC // @sic R5-204399 sic@
  {
    var EUTRA_NR_CoOrd_GUTI_Type v_CoOrd_Guti;
    var EUTRA_NR_CoOrd_Security_Type v_SecurityRx;
    var SRB_COMMON_IND v_ReceivedMsg;
    var template AdditionalUpdateType v_AdditionalUpdateType := f_GetAdditionalUpdateType (NORMAL);
    var GutiParameters_Type v_GutiParams := f_EUTRA_CellInfo_GetGuti(eutra_Cell1);
    var NAS_PlmnId v_PLMN := f_Asn2Nas_PlmnId(v_GutiParams.PLMN_Identity);
    var TrackingAreaCode v_Tac := f_EUTRA_CellInfo_GetTAC(eutra_Cell1);
    var template (present) TrackingAreaId v_TAI := cr_TAI(v_PLMN, bit2oct(v_Tac));
    var template (value) MobileIdentity v_MappedGUTI;

    var template (value) EUTRA38_DRBInfoList_Type v_DRBIdList := f_EUTRA38_MobileInfo_GetDRBInfoList();
    var integer v_DRBId := valueof(v_DRBIdList[0].DRB_Id);

    var EUTRA_SecurityParams_Type v_Auth_Params := f_EUTRA_Security_Get();
    var octetstring v_HOCmd := f_Encode_RRCConnectionReconfiguration_HO5GToEUTRA(eutra_Cell1, // @sic R5-204399 sic@

…

    // @siclog "Step 19" siclog@
    SRB.receive(car_SRB2_NasPdu_IND(eutra_Cell1,
                                    cr_NAS_Indication(tsc_SHT_IntegrityProtected,
                                                      cr_TAU_Request_N1ToS1((tsc_EpsUpdate_TaUpdate, tsc_EpsUpdate_Combined_IMSIAttach, tsc_EpsUpdate_Combined_TaLaUpdate),// @sic R5s201237 sic@
                                                                            v_SecurityRx.KSI,
                                                                            cr_DRXparameter_Any ('5C'O) ifpresent,
                                                                            v_AdditionalUpdateType,
                                                                            v_MappedGUTI,
                                                                            v_TAI,
                                                                            -, // @sic R5s201237 sic@
                                                                            tsc_NasKsi_MappedSecurityContext, // @sic R5s201237 sic@
                                                                            cdr_NAS_KeySetIdentifier_tlv (?, ?) ifpresent))))-> value v_ReceivedMsg; // @sic R5s201237 sic@

    // @siclog "Step 20 - 23" siclog@
    f_EUTRA38_TrackingAreaUpdateFromN1_WithoutReq (eutra_Cell1,
                                                   v_ReceivedMsg.Signalling.Nas[0],
                                                   -, noRrcConnectionRelease,
                                                   -, true);

…

    //Now send the Coord to IMS to release the call
    f_IMS_IPCAN_SendCoOrdMsg(IMS[tsc_Index_IMS1]);
    f_IMS_IPCAN_WaitForTrigger(IMS[tsc_Index_IMS1]); // @sic R5s201237 sic@
    
    //Send a trigger to NR for it to release its cell
    f_EUTRA_NR_SendCoOrd (NR, cms_EUTRA_NR_Trigger("Postamble"));
  }



[bookmark: OLE_LINK5][bookmark: OLE_LINK4]
After Change:
	  
  function fl_TC_11_1_3_NR5GC_EUTRA_TestBody() runs on EUTRA_Multi5GS_PTC // @sic R5-204399 sic@
  {
    var EUTRA_NR_CoOrd_GUTI_Type v_CoOrd_Guti;
    var EUTRA_NR_CoOrd_Security_Type v_SecurityRx;
    var SRB_COMMON_IND v_ReceivedMsg;
    var template AdditionalUpdateType v_AdditionalUpdateType := f_GetAdditionalUpdateType (NORMAL);
    var GutiParameters_Type v_GutiParams := f_EUTRA_CellInfo_GetGuti(eutra_Cell1);
    var NAS_PlmnId v_PLMN := f_Asn2Nas_PlmnId(v_GutiParams.PLMN_Identity);
    var TrackingAreaCode v_Tac := f_EUTRA_CellInfo_GetTAC(eutra_Cell1);
    var template (present) TrackingAreaId v_TAI := cr_TAI(v_PLMN, bit2oct(v_Tac));
    var template (value) MobileIdentity v_MappedGUTI;

    var PDN_AddressInfo_Type v_PDN_AddressInfo;
    var template (value) IP_AddrInfo_Type v_IPv4Addr, v_IPv6Addr;

    var template (value) EUTRA38_DRBInfoList_Type v_DRBIdList := f_EUTRA38_MobileInfo_GetDRBInfoList();
    var integer v_DRBId := valueof(v_DRBIdList[0].DRB_Id);

    var EUTRA_SecurityParams_Type v_Auth_Params := f_EUTRA_Security_Get();
    var octetstring v_HOCmd := f_Encode_RRCConnectionReconfiguration_HO5GToEUTRA(eutra_Cell1, // @sic R5-204399 sic@

…

    // @siclog "Step 19" siclog@
    SRB.receive(car_SRB2_NasPdu_IND(eutra_Cell1,
                                    cr_NAS_Indication(tsc_SHT_IntegrityProtected,
                                                      cr_TAU_Request_N1ToS1((tsc_EpsUpdate_TaUpdate, tsc_EpsUpdate_Combined_IMSIAttach, tsc_EpsUpdate_Combined_TaLaUpdate),// @sic R5s201237 sic@
                                                                            v_SecurityRx.KSI,
                                                                            cr_DRXparameter_Any ('5C'O) ifpresent,
                                                                            v_AdditionalUpdateType,
                                                                            v_MappedGUTI,
                                                                            v_TAI,
                                                                            (tsc_EpsUpdate_Active, tsc_EpsUpdate_NotActive), // @sic R5s201237 sic@
                                                                            tsc_NasKsi_MappedSecurityContext, // @sic R5s201237 sic@
                                                                            cdr_NAS_KeySetIdentifier_tlv (?, ?) ifpresent,
                                                                            -, -, *))))-> value v_ReceivedMsg; // @sic R5s201237 sic@

    // @siclog "Step 20 - 23" siclog@
    f_EUTRA38_TrackingAreaUpdateFromN1_WithoutReq (eutra_Cell1,
                                                   v_ReceivedMsg.Signalling.Nas[0],
                                                   -, noRrcConnectionRelease,
                                                   -, true);
    
    
    v_PDN_AddressInfo := f_PDN_AddressInfo_Get(PDN_1);
    v_IPv4Addr := cs_IPv4Addr(v_PDN_AddressInfo.PCSCF_IPAddressIPv4);
    v_IPv6Addr := cs_IPv6Addr(v_PDN_AddressInfo.PCSCF_IPAddressIPv6); 

    f_IP_AddExplicitRouting_TCP_UDP(IP, 5061, v_IPv4Addr, cs_DrbInfo_EUTRA(eutra_Cell1, tsc_DRB1));
    f_IP_AddExplicitRouting_TCP_UDP(IP, 5061, v_IPv6Addr, cs_DrbInfo_EUTRA(eutra_Cell1, tsc_DRB1));
    f_IP_AddExplicitRouting_TCP_UDP(IP, 5062, v_IPv4Addr, cs_DrbInfo_EUTRA(eutra_Cell1, tsc_DRB1));
    f_IP_AddExplicitRouting_TCP_UDP(IP, 5062, v_IPv6Addr, cs_DrbInfo_EUTRA(eutra_Cell1, tsc_DRB1));

…

    //Now send the Coord to IMS to release the call
    f_IMS_IPCAN_SendCoOrdMsg(IMS[tsc_Index_IMS1]);
    f_IMS_IPCAN_WaitForTrigger(IMS[tsc_Index_IMS1]); // @sic R5s201237 sic@

    f_EUTRA_DeactivateEPS_BearerContext (eutra_Cell1, tsc_EpsDedicatedBearerId);
    
    //Send a trigger to NR for it to release its cell
    f_EUTRA_NR_SendCoOrd (NR, cms_EUTRA_NR_Trigger("Postamble"));
  }    




1.2 [bookmark: _Toc62594273][bookmark: _Toc65834745]Change 2
	Function name
	f_Encode_RRCConnectionReconfiguration_HO5GToEUTRA

	Reason for change
	APN must be set, otherwise, it will cause runtime error inside f_EUTRA38_MultiPDN_ActivateDedicatedEpsBearer_Speech when trying to get bearer ID while matching the APN with existing bearers

	Summary of change
	Set APN type to IMS_DNN if v_ExistingPDNs[i] is IMS

	TTCN module
	EUTRA38_NR5GCProcedures.ttcn

	MCC160 Comment
	



Before Change:
	  function f_Encode_RRCConnectionReconfiguration_HO5GToEUTRA(EUTRA_CellId_Type p_CellId,
                                                             Frequency_IE_Type p_Frequency_IE,
                                                             Dl_Bandwidth_Type p_DL_ChBandwidth,
                                                             Ul_Bandwidth_Type p_UL_ChBandwidth,
                                                             integer p_PhysCellId,
                                                             integer p_RootSequenceIndex,
                                                             template (value) RRCConnectionReconfiguration_v1510_IEs p_V1510_IEs := cs_RRCConnectionReconfiguration_v1510_IEs (omit, -, -, -,
                                                                                                                       cs_RRCConnectionReconfiguration_v1530_IEs (cs_SecurityConfigHO_From5GToEPC()))) runs on EUTRA_Multi5GS_PTC return octetstring
  {
    var bitstring v_Bitstring;
    var ChannelBandwidthDependency_Type v_ChannelBandwidthDependency := f_EUTRA_BandDependentParam(p_DL_ChBandwidth,
                                                                                                   p_UL_ChBandwidth);
    var EUTRA_NR_PduSessionInfoList_Type v_PduSessionInfoList := f_EUTRA_NR_WaitForCoOrd_PduSessionInfoList(NR);
    var ConfiguredPDNInfoList_Type v_ExistingPDNs;
    var template (value) RadioBearer_Type v_SS_Config;
    var template (value) DRB_ToAddModList v_DRB_ToAddModList;
    var template (value) RadioBearerList_Type v_DrbConfigList;
    var template (value) EUTRA38_DRBInfoList_Type v_ExistingDRBs;
    var integer v_NewDRBId;
    var integer i;
    var template (omit) CarrierFreqEUTRA v_CarrierFreqEUTRA := omit;
    var template (omit) CarrierFreqEUTRA_v9e0 v_CarrierFreqEUTRA_v9e0 := omit;
    var template (value) RRCConnectionReconfiguration_v1310_IEs 

…
    
    for (i:=0;  i < lengthof(v_PduSessionInfoList); i :=i+1) { // @sic R5-204399, R5s201390 sic@
      v_ExistingPDNs[i].BearerId := v_PduSessionInfoList[i].EPS_Bearer;
      v_ExistingPDNs[i].PDUSessionId := v_PduSessionInfoList[i].PDU_SessionId;
      v_ExistingPDNs[i].PdnIndex := v_PduSessionInfoList[i].PdnIndex;
      v_ExistingPDNs[i].IMS := v_PduSessionInfoList[i].IsIMS;
      v_ExistingPDNs[i].LinkedToDefaultBearer := 0;      // not passed from NR
      v_ExistingPDNs[i].PCO := omit;                     // not passed from NR
      v_NewDRBId := (v_PduSessionInfoList[i].EPS_Bearer - 4);
      v_SS_Config := cs_OneDRB_ConfigAM(v_NewDRBId);
      v_DrbConfigList[i] := v_SS_Config;
      v_DRB_ToAddModList[i] := cs_508_DRB_ToAddMod_DEFAULT_AM(v_NewDRBId);
      v_ExistingDRBs[i] := cs_DRB_Info (v_NewDRBId, (v_NewDRBId+4), false, v_SS_Config, v_DRB_ToAddModList[i], None); // don't know the APN
    }

…

  }




After Change:
	  
  function f_Encode_RRCConnectionReconfiguration_HO5GToEUTRA(EUTRA_CellId_Type p_CellId,
                                                             Frequency_IE_Type p_Frequency_IE,
                                                             Dl_Bandwidth_Type p_DL_ChBandwidth,
                                                             Ul_Bandwidth_Type p_UL_ChBandwidth,
                                                             integer p_PhysCellId,
                                                             integer p_RootSequenceIndex,
                                                             template (value) RRCConnectionReconfiguration_v1510_IEs p_V1510_IEs := cs_RRCConnectionReconfiguration_v1510_IEs (omit, -, -, -,
                                                                                                                       cs_RRCConnectionReconfiguration_v1530_IEs (cs_SecurityConfigHO_From5GToEPC()))) runs on EUTRA_Multi5GS_PTC return octetstring
  {
    var bitstring v_Bitstring;
    var ChannelBandwidthDependency_Type v_ChannelBandwidthDependency := f_EUTRA_BandDependentParam(p_DL_ChBandwidth,
                                                                                                   p_UL_ChBandwidth);
    var EUTRA_NR_PduSessionInfoList_Type v_PduSessionInfoList := f_EUTRA_NR_WaitForCoOrd_PduSessionInfoList(NR);
    var ConfiguredPDNInfoList_Type v_ExistingPDNs;
    var template (value) RadioBearer_Type v_SS_Config;
    var template (value) DRB_ToAddModList v_DRB_ToAddModList;
    var template (value) RadioBearerList_Type v_DrbConfigList;
    var template (value) EUTRA38_DRBInfoList_Type v_ExistingDRBs;
    var integer v_NewDRBId;
    var integer i;
    var PDU_PDN_DNN_Type v_APN_Type;
    var template (omit) CarrierFreqEUTRA v_CarrierFreqEUTRA := omit;
    var template (omit) CarrierFreqEUTRA_v9e0 v_CarrierFreqEUTRA_v9e0 := omit;
    var template (value) RRCConnectionReconfiguration_v1310_IEs 

…

    for (i:=0;  i < lengthof(v_PduSessionInfoList); i :=i+1) { // @sic R5-204399, R5s201390 sic@
      v_ExistingPDNs[i].BearerId := v_PduSessionInfoList[i].EPS_Bearer;
      v_ExistingPDNs[i].PDUSessionId := v_PduSessionInfoList[i].PDU_SessionId;
      v_ExistingPDNs[i].PdnIndex := v_PduSessionInfoList[i].PdnIndex;
      v_ExistingPDNs[i].IMS := v_PduSessionInfoList[i].IsIMS;
      v_ExistingPDNs[i].LinkedToDefaultBearer := 0;      // not passed from NR
      v_ExistingPDNs[i].PCO := omit;                     // not passed from NR
      v_NewDRBId := (v_PduSessionInfoList[i].EPS_Bearer - 4);
      v_SS_Config := cs_OneDRB_ConfigAM(v_NewDRBId);
      v_DrbConfigList[i] := v_SS_Config;
      v_DRB_ToAddModList[i] := cs_508_DRB_ToAddMod_DEFAULT_AM(v_NewDRBId);
      if (v_ExistingPDNs[i].IMS) {v_APN_Type := IMS_DNN} else {v_APN_Type := Internet_DNN};
      v_ExistingDRBs[i] := cs_DRB_Info (v_NewDRBId, (v_NewDRBId+4), false, v_SS_Config, v_DRB_ToAddModList[i], v_APN_Type); // don't know the APN
    }

…

  }




1.3 [bookmark: _Toc65834746]Change 3
	Function name
	f_EUTRA38_MappedContextFromN1_InitNAS

	Reason for change
	For the bands > 64 the derivation function S13 should be using the target physical cell DL frequency from dl_CarrierFreq_r9 instead of from dl_CarrierFreq IE. Otherwise, this shall cause difference in the keys derived by TTCN and by the UE.

	Summary of change
	Depending on the band, either dl_CarrierFreq or dl_CarrierFreq_r9 is used as an input for f_EUTRA_NB_Authentication_S13 function.

	TTCN module
	EUTRA38_NR5GCProcedures.ttcn

	MCC160 Comment
	



Before Change:
	  function f_EUTRA38_MappedContextFromN1_InitNAS(EUTRA_CellId_Type p_CellId,
                                               EUTRA_NR_CoOrd_Security_Type p_NR_Auth_Params,
                                               boolean p_Handover )  runs on EUTRA_PTC return EUTRA_SecurityParams_Type
  {
    var EUTRA_SecurityParams_Type v_SecurityParams := f_EUTRA_Security_Get();
    var CellCarrierFreqEUTRA_Type v_CarrierFreq := f_EUTRA_CellInfo_GetEARFCN(p_CellId);
    var NasCount_Type v_NasCountForDerivation;
    var NasCount_Type v_NasCountUL;

    if (p_Handover) {
      v_NasCountForDerivation := p_NR_Auth_Params.NASCountDL;
    } else {
      v_NasCountForDerivation := p_NR_Auth_Params.NASCountUL; // According to 33.501 cl. 8.5.2 shall be the same value as in TAU Req
    }
    v_SecurityParams.KASME := f_NG_Authentication_A14(p_Handover,
                                                      v_NasCountForDerivation,
                                                      p_NR_Auth_Params.Key,
                                                      v_SecurityParams.KDF);

    // Derives KNASenc key
    v_SecurityParams.NAS_Ciphering.K_NAS := f_EUTRA_NB_Authentication_S15 (tsc_NAS_Enc_Alg,v_SecurityParams.NAS_Ciphering.Algorithm,
                                                                           v_SecurityParams.KASME,
                                                                           v_SecurityParams.KDF);
    // Derives KNASint key
    v_SecurityParams.NAS_Integrity.K_NAS := f_EUTRA_NB_Authentication_S15 (tsc_NAS_Int_Alg,v_SecurityParams.NAS_Integrity.Algorithm,
                                                                           v_SecurityParams.KASME,
                                                                           v_SecurityParams.KDF);

    v_SecurityParams.KSIsgsn := v_SecurityParams.AuthParams.KeySeq ;
    // Derives KNASint key
    //As per 33.401 clause 9.2.2.2
    v_NasCountUL := 'FFFFFFFF'O;
    v_SecurityParams.KENB := f_EUTRA_NB_Authentication_S11 (v_SecurityParams.KDF, v_SecurityParams.KASME, v_NasCountUL);
    //Derive KenB

    if (p_Handover) {  // @sic R5s191111 sic@
      v_SecurityParams.NH := f_EUTRA_NB_Authentication_S12(v_SecurityParams.KDF,
                                                             v_SecurityParams.KASME,
                                                             v_SecurityParams.KENB);  // @sic R5s200509 sic@
      v_SecurityParams.NH := f_EUTRA_NB_Authentication_S12(v_SecurityParams.KDF,
                                                             v_SecurityParams.KASME,
                                                             v_SecurityParams.NH);
      v_SecurityParams.NCC := (v_SecurityParams.NCC + 2) mod 4;                       // @sic R5s200509 sic@
    


      v_SecurityParams.KENB := f_EUTRA_NB_Authentication_S13(v_SecurityParams.KDF,
                                                        v_SecurityParams.KENB,
                                                        v_SecurityParams.NH,
                                                        f_EUTRA_CellInfo_GetPhyCellId(p_CellId),
                                                        v_CarrierFreq.dl_CarrierFreq, true);

      //Derive KENB* which will be KENB from NH stored in v_SecurityParams.KENB

    }
    v_SecurityParams.AS_Ciphering.KRRCenc := f_EUTRA_NB_Authentication_S15 (tsc_RRC_Enc_Alg,
                                                                       f_EUTRA_NB_ConvertCiphAlg2Bitstring(v_SecurityParams.AS_Ciphering.Algorithm),
                                                                       v_SecurityParams.KENB,
                                                                       v_SecurityParams.KDF);
    // Derives KRRCenc key
    v_SecurityParams.AS_Integrity.KRRCint := f_EUTRA_NB_Authentication_S15 (tsc_RRC_Int_Alg,
                                                                       fl_AS_IntegrityInfo_GetIntAlg(v_SecurityParams.AS_Integrity),
                                                                       v_SecurityParams.KENB,
                                                                       v_SecurityParams.KDF);
    // Derives KRRCenc key
    v_SecurityParams.AS_Ciphering.KUPenc := f_EUTRA_NB_Authentication_S15 (tsc_UP_Enc_Alg,
                                                                      f_EUTRA_NB_ConvertCiphAlg2Bitstring(v_SecurityParams.AS_Ciphering.Algorithm),
                                                                      v_SecurityParams.KENB,
                                                                      v_SecurityParams.KDF);
    // Now update the SS
    f_EUTRA_NB_SS_NAS_ConfigureSecurity(NASCTRL, v_SecurityParams.NAS_Integrity, v_SecurityParams.NAS_Ciphering);
    f_EUTRA_NB_SS_NAS_CountSet(NASCTRL, p_NR_Auth_Params.NASCountDL, p_NR_Auth_Params.NASCountUL); // @sic R5w190307, R5s200509 sic@
    // @sic R5s191146 change 4.4.2 sic@
    return v_SecurityParams;
  }



After Change:
	  
  function f_EUTRA38_MappedContextFromN1_InitNAS(EUTRA_CellId_Type p_CellId,
                                               EUTRA_NR_CoOrd_Security_Type p_NR_Auth_Params,
                                               boolean p_Handover )  runs on EUTRA_PTC return EUTRA_SecurityParams_Type
  {
    var EUTRA_SecurityParams_Type v_SecurityParams := f_EUTRA_Security_Get();
    var CellCarrierFreqEUTRA_Type v_CarrierFreq := f_EUTRA_CellInfo_GetEARFCN(p_CellId);
    var NasCount_Type v_NasCountForDerivation;
    var NasCount_Type v_NasCountUL;
    var ARFCN_ValueEUTRA_r9 v_EARFCN_DL;
    var integer v_BandCellId := f_EUTRA_CellInfo_GetBand(p_CellId);

    if( v_BandCellId <= 64 ) {
      v_EARFCN_DL := v_CarrierFreq.dl_CarrierFreq;
    }
    else {
      v_EARFCN_DL := v_CarrierFreq.dl_CarrierFreq_r9;
    }
    

    if (p_Handover) {
      v_NasCountForDerivation := p_NR_Auth_Params.NASCountDL;
    } else {
      v_NasCountForDerivation := p_NR_Auth_Params.NASCountUL; // According to 33.501 cl. 8.5.2 shall be the same value as in TAU Req
    }
    v_SecurityParams.KASME := f_NG_Authentication_A14(p_Handover,
                                                      v_NasCountForDerivation,
                                                      p_NR_Auth_Params.Key,
                                                      v_SecurityParams.KDF);

    // Derives KNASenc key
    v_SecurityParams.NAS_Ciphering.K_NAS := f_EUTRA_NB_Authentication_S15 (tsc_NAS_Enc_Alg,v_SecurityParams.NAS_Ciphering.Algorithm,
                                                                           v_SecurityParams.KASME,
                                                                           v_SecurityParams.KDF);
    // Derives KNASint key
    v_SecurityParams.NAS_Integrity.K_NAS := f_EUTRA_NB_Authentication_S15 (tsc_NAS_Int_Alg,v_SecurityParams.NAS_Integrity.Algorithm,
                                                                           v_SecurityParams.KASME,
                                                                           v_SecurityParams.KDF);

    v_SecurityParams.KSIsgsn := v_SecurityParams.AuthParams.KeySeq ;
    // Derives KNASint key
    //As per 33.401 clause 9.2.2.2
    v_NasCountUL := 'FFFFFFFF'O;
    v_SecurityParams.KENB := f_EUTRA_NB_Authentication_S11 (v_SecurityParams.KDF, v_SecurityParams.KASME, v_NasCountUL);
    //Derive KenB

    if (p_Handover) {  // @sic R5s191111 sic@
      v_SecurityParams.NH := f_EUTRA_NB_Authentication_S12(v_SecurityParams.KDF,
                                                             v_SecurityParams.KASME,
                                                             v_SecurityParams.KENB);  // @sic R5s200509 sic@
      v_SecurityParams.NH := f_EUTRA_NB_Authentication_S12(v_SecurityParams.KDF,
                                                             v_SecurityParams.KASME,
                                                             v_SecurityParams.NH);
      v_SecurityParams.NCC := (v_SecurityParams.NCC + 2) mod 4;                       // @sic R5s200509 sic@

//11.1.3 - incorrect key derivation causing fialure during HO NR->LTE  in case LTE band >64 !!!needs to be re-designed with (px_ePrimaryFrequencyBand > 64)
    
      v_SecurityParams.KENB := f_EUTRA_NB_Authentication_S13(v_SecurityParams.KDF,
                                                        v_SecurityParams.KENB,
                                                        v_SecurityParams.NH,
                                                        f_EUTRA_CellInfo_GetPhyCellId(p_CellId),
                                                        v_EARFCN_DL, true);

      //Derive KENB* which will be KENB from NH stored in v_SecurityParams.KENB

    }
    v_SecurityParams.AS_Ciphering.KRRCenc := f_EUTRA_NB_Authentication_S15 (tsc_RRC_Enc_Alg,
                                                                       f_EUTRA_NB_ConvertCiphAlg2Bitstring(v_SecurityParams.AS_Ciphering.Algorithm),
                                                                       v_SecurityParams.KENB,
                                                                       v_SecurityParams.KDF);
    // Derives KRRCenc key
    v_SecurityParams.AS_Integrity.KRRCint := f_EUTRA_NB_Authentication_S15 (tsc_RRC_Int_Alg,
                                                                       fl_AS_IntegrityInfo_GetIntAlg(v_SecurityParams.AS_Integrity),
                                                                       v_SecurityParams.KENB,
                                                                       v_SecurityParams.KDF);
    // Derives KRRCenc key
    v_SecurityParams.AS_Ciphering.KUPenc := f_EUTRA_NB_Authentication_S15 (tsc_UP_Enc_Alg,
                                                                      f_EUTRA_NB_ConvertCiphAlg2Bitstring(v_SecurityParams.AS_Ciphering.Algorithm),
                                                                      v_SecurityParams.KENB,
                                                                      v_SecurityParams.KDF);
    // Now update the SS
    f_EUTRA_NB_SS_NAS_ConfigureSecurity(NASCTRL, v_SecurityParams.NAS_Integrity, v_SecurityParams.NAS_Ciphering);
    f_EUTRA_NB_SS_NAS_CountSet(NASCTRL, p_NR_Auth_Params.NASCountDL, p_NR_Auth_Params.NASCountUL); // @sic R5w190307, R5s200509 sic@
    // @sic R5s191146 change 4.4.2 sic@
    return v_SecurityParams;
  }	




1.4 [bookmark: _Toc65834747]Change 4
	Function name
	altstep a_IMS_PTC_DefaultBehaviour_TestcaseSpecificImsHandling()

	[bookmark: _Hlk15652477][bookmark: _Hlk5709449]Reason for change
	During IRAT test case execution, the IPCAN indication can be sent from EUTRA PTC to IMS PTC during the function f_EUTRA38_MultiPDN_InitialRegistration_Step14_15(), on “otherIPCAN” port. This is currently not handled in the default behaviour for test cases which have specific IMS handling, which can result in further coordination messaging on this port being blocked.

	Summary of change
	Add handling for IPCAN indication on OtherIPCAN port.

	TTCN module
	IMS_Component.ttcn

	MCC160 Comment
	



Before Change
[bookmark: OLE_LINK52][bookmark: OLE_LINK53]
  altstep a_IMS_PTC_DefaultBehaviour_TestcaseSpecificImsHandling() runs on IMS_PTC
  {
    var boolean v_IgnoreReset := vc_IMS_Global.Ctrl.IgnoreReset;

    [v_IgnoreReset] IPCAN.receive(cmr_IPCAN_IMS_Reset) {
      repeat;
    }
    [v_IgnoreReset] OtherIPCAN.receive(cmr_IPCAN_IMS_Reset) { // @sic R5s201235 sic@
      repeat;
    }
    [] IMS_CTRL.receive(cr_IMS_CONFIG_CNF_Any) {
      all timer.stop;
      f_IMS_SetVerdictFailOrInconc(__FILE__, __LINE__, "unexpected receive event at the IMS_CTRL port");
    }
    [not vc_IMS_Global.Ctrl.BlockUlDataInDefault] IMS_Server.receive(cr_IMS_DATA_REQ_Any) {  /* @sic R5s140780 - MCC160 Implementation sic@ */
      all timer.stop;
      f_IMS_SetVerdictFailOrInconc(__FILE__, __LINE__, "unexpected receive event at the IMS_Server port");
    }
    [not vc_IMS_Global.Ctrl.BlockUlDataInDefault] IMS_Client.receive(cr_IMS_DATA_RSP_Any) {  /* @sic R5s140780 - MCC160 Implementation sic@ */
      all timer.stop;
      f_IMS_SetVerdictFailOrInconc(__FILE__, __LINE__, "unexpected receive event at the IMS_Client port");
    }
    [] any timer.timeout {
      all timer.stop;
      f_IMS_SetVerdictFailOrInconc(__FILE__, __LINE__, "unexpected timeout");
    }
  }


After Change

  altstep a_IMS_PTC_DefaultBehaviour_TestcaseSpecificImsHandling() runs on IMS_PTC
  {
    var boolean v_IgnoreReset := vc_IMS_Global.Ctrl.IgnoreReset;

    [v_IgnoreReset] IPCAN.receive(cmr_IPCAN_IMS_Reset) {
      repeat;
    }
    [v_IgnoreReset] OtherIPCAN.receive(cmr_IPCAN_IMS_Reset) { // @sic R5s201235 sic@
      repeat;
    }
    [] OtherIPCAN.receive(cms_IPCAN_IMS_IpcanInd){
      repeat;
    }
    [] IMS_CTRL.receive(cr_IMS_CONFIG_CNF_Any) {
      all timer.stop;
      f_IMS_SetVerdictFailOrInconc(__FILE__, __LINE__, "unexpected receive event at the IMS_CTRL port");
    }
    [not vc_IMS_Global.Ctrl.BlockUlDataInDefault] IMS_Server.receive(cr_IMS_DATA_REQ_Any) {  /* @sic R5s140780 - MCC160 Implementation sic@ */
      all timer.stop;
      f_IMS_SetVerdictFailOrInconc(__FILE__, __LINE__, "unexpected receive event at the IMS_Server port");
    }
    [not vc_IMS_Global.Ctrl.BlockUlDataInDefault] IMS_Client.receive(cr_IMS_DATA_RSP_Any) {  /* @sic R5s140780 - MCC160 Implementation sic@ */
      all timer.stop;
      f_IMS_SetVerdictFailOrInconc(__FILE__, __LINE__, "unexpected receive event at the IMS_Client port");
    }
    [] any timer.timeout {
      all timer.stop;
      f_IMS_SetVerdictFailOrInconc(__FILE__, __LINE__, "unexpected timeout");
    }
  }



1.5 [bookmark: _Toc65834748]Change 5
	Function name
	f_EUTRA38_GetNextDRBIds()

	Reason for change
	During this test case two PDU sessions will be configured on 5GS (for internet and IMS connectivity) with the mapped EPS bearer IDs set to “5” and “7”. During the function f_Encode_RRCConnectionReconfiguration_HO5GToEUTRA() DRB IDs will be asssigned to the mapped EPS bearers using the convention DRB ID = EPS ID -4, creating DRB IDs 1 and 3. 

When a new DRB is required for the dedicated EPS bearer for IMS voice call, the function f_EUTRA38_GetNextDRBIds() is called. This function currently assumes the allocated DRBs are contiguous as it allocates  “v_DRBId := v_NoOfExistingDRBs +1”. With 2 active DRBs, this will result in DRB ID 3 being allocated which is already in use.

	Summary of change
	Update the implementation to add 1 to the actual last DRB ID, not the number of DRB (giving DRB ID 4 for the new DRB in this case).

	TTCN module
	EUTRA38_NR5GC_InitialRegistration.ttcn

	MCC160 Comment
	



Before Change
  function f_EUTRA38_GetNextDRBIds (PDU_PDN_DNN_Type p_PDN_Type, boolean p_DefaultDRB, integer p_NoOfDRBs := 1) runs on EUTRA_Multi5GS_PTC return IntegerList_Type
  {
    var integer v_NoOfExistingDRBs := f_EUTRA38_MobileInfo_GetNoOfDRBs();
    var integer v_DRBId := 0;
    var IntegerList_Type v_DRBList;
    var EUTRA38_DRBInfoList_Type v_ExistingDRBs;
    var integer v_Index;
    var boolean v_AlreadyIMS_DRB := false;
    var integer j := 0;
    
    if (v_NoOfExistingDRBs > 0) {
      v_ExistingDRBs := f_EUTRA38_MobileInfo_GetDRBInfoList();
        v_Index := f_EUTRA38_DRBInfo_FindEntry(v_ExistingDRBs, tsc_EUTRA38_IMS_DRB);
        if (v_Index >= 0) { // IMS is already allocated
          v_AlreadyIMS_DRB := true;
        }
    }
    if ((p_PDN_Type == IMS_DNN) and p_DefaultDRB) {
      v_DRBList[j] := tsc_EUTRA38_IMS_DRB;
      j := j+1;
    }
    
    while (j < p_NoOfDRBs) {
      if (v_AlreadyIMS_DRB) {
        v_DRBId := v_NoOfExistingDRBs + (2-1); // allocate the next one, from 2 onwards
      } else { // IMS is not yet allocated
        v_DRBId := v_NoOfExistingDRBs + 2;
      }
      v_DRBList[j] := v_DRBId;
      j := j+1;
      // now update number of DRBs whilst in the loop
      v_NoOfExistingDRBs := v_NoOfExistingDRBs +1;
    }
    return v_DRBList;
  }


After Change
  function f_EUTRA38_GetNextDRBIds (PDU_PDN_DNN_Type p_PDN_Type, boolean p_DefaultDRB, integer p_NoOfDRBs := 1) runs on EUTRA_Multi5GS_PTC return IntegerList_Type
  {
    var integer v_NoOfExistingDRBs := f_EUTRA38_MobileInfo_GetNoOfDRBs();
    var integer v_DRBId := 0;
    var IntegerList_Type v_DRBList;
    var EUTRA38_DRBInfoList_Type v_ExistingDRBs;
    var integer v_Index;
    var boolean v_AlreadyIMS_DRB := false;
    var integer j := 0;
    
    if (v_NoOfExistingDRBs > 0) {
      v_ExistingDRBs := f_EUTRA38_MobileInfo_GetDRBInfoList();
        v_Index := f_EUTRA38_DRBInfo_FindEntry(v_ExistingDRBs, tsc_EUTRA38_IMS_DRB);
        if (v_Index >= 0) { // IMS is already allocated
          v_AlreadyIMS_DRB := true;
        }
    }
    if ((p_PDN_Type == IMS_DNN) and p_DefaultDRB) {
      v_DRBList[j] := tsc_EUTRA38_IMS_DRB;
      j := j+1;
    }
    
    while (j < p_NoOfDRBs) {
      if (v_AlreadyIMS_DRB) {
        v_DRBId := v_ExistingDRBs[v_NoOfExistingDRBs -1].DRB_Id + (2-1); // allocate the next one, from 2 onwards
      } else { // IMS is not yet allocated
        v_DRBId := v_NoOfExistingDRBs + 2;
      }
      v_DRBList[j] := v_DRBId;
      j := j+1;
      // now update number of DRBs whilst in the loop
      v_NoOfExistingDRBs := v_NoOfExistingDRBs +1;
    }
    return v_DRBList;
  }


1. [bookmark: _Toc58491298][bookmark: _Toc60751532][bookmark: _Toc60757078][bookmark: _Toc65834749]Branches Executed
The test case was executed on NR band n78 on Anritsu and n71 on Keysight
1. [bookmark: _Toc122434494][bookmark: _Toc295288971][bookmark: _Toc325725666][bookmark: _Toc51622108][bookmark: _Toc56072723][bookmark: _Toc65834750]Execution Log Files 
3.1 [bookmark: _Toc65834751]Qualcomm SM8350 + SDX60 IMS UE 
The Qualcomm SM8350 + SDX60 IMS UE passed this test case on Anritsu Protocol Conformance Test System ME7834NR and Keysight 5G Protocol Conformance Toolset. The documentation below is enclosed as evidence of the successful test case run [1]:
· Test case execution log file:
Anritsu\Qualcomm\TC11_1_3_LOGS.xml
Keysight\Qualcomm\TC11_1_3_LOGS.xml

· PICS/PIXIT parameter file:
Anritsu\Qualcomm\TC11_1_3_LOGS.txt
Keysight\Qualcomm\TC11_1_3_PIXIT.xml


3.2 [bookmark: _Toc65834752]MediaTek MT6297
The MediaTek MT6297 UE passed this test case on Anritsu Protocol Conformance Test System ME7834NR. The documentation below is enclosed as evidence of the successful test case run [1]:
· Test case execution log file:
Anritsu\MediaTek\TC11_1_3_LOGS.xml

· PICS/PIXIT parameter file:
Anritsu\MediaTek\TC11_1_3_LOGS.txt


4 [bookmark: _Toc122434496][bookmark: _Toc295288973][bookmark: _Toc325725668][bookmark: _Toc51622110][bookmark: _Toc56072725][bookmark: _Toc65834753]References
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	R5s210289



