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6.2.1	Registration initiation by the MS
This procedure shall be triggered by the MS under the following conditions:
-	the MS has gained IP connectivity (i.e. an IP address is allocated to the MS in the "transport IP" layer); and 
-	the MS has stored information about a Default GANC. 
The Registration procedure is initiated towards the Default GANC after a successful Discovery procedure or after a failed Registration towards a Serving GANC, where no GAN PLMN list was provided to the MS from the Default GANC. The Registration procedure is also initiated towards the Default GANC when no more PLMNs can be selected from the GAN PLMN List received from the Default GANC.
As part of the Registration procedure, the MS may receive a list of PLMN identities when trying to register towards the Default GANC. This list of PLMN identities is passed to the GANC selection process. Following PLMN selection by the GANC selection process, and if registered to a Serving GANC, the MS shall first deregister from the current Serving GANC as defined in sub-clause 6.4.1, and then attempt the registration procedure towards the Serving GANC-SEGW and GANC associated with the selected PLMN. 
This procedure is also triggered towards the Default GANC, if the MS at any time wishes to perform manual PLMN selection or "User reselection" irrespective of whether the MS is in manual or automatic PLMN selection mode. If the MS is already successfully registered to a Serving GANC, and a manual PLMN selection or "User reselection" is initiated, the MS shall first deregister from the current Serving GANC as defined in sub-clause 6.4.1 and then initiate registration towards the Default GANC and include an indication that a list of PLMN identities is requested for manual PLMN selection or user reselection. After receiving the requested PLMN list from the Default GANC the MS shall then re-register on the last registered Serving GANC.
GANC information required to initiate the Registration procedure consists of a GANC-SEGW address, a GANC address and a GANC TCP port number. The MS shall initiate the Registration procedure towards a Serving GANC if the corresponding GANC information is available in the stored Serving GANC table. If successful, the stored Serving GANC table in the MS may be updated to contain address information of the successfully registered Serving GANC and the corresponding GSM-CGI, UTRAN cell identity or E-UTRAN cell identity, if available, or AP-ID, if no GSM CGI,  UTRAN cell identity or E-UTRAN cell identity is available (see sub-clause 6.2.3.1). UTRAN cell identity consists of the Location Area Identity (LAI) and Cell Identity (defined in [40]). E-UTRAN cell identity consists of the Tracking Area Identity (TAI) and Cell Identity (defined in [55]). The Default GANC is in control of whether or not the MS is allowed to store GANC information in the stored Serving GANC table.
If the MS is in GERAN, UTRAN or E-UTRAN coverage, it shall check if it has stored Serving GANC information for the current GSM CGI in case of GERAN coverage, UTRAN cell identity in case of UTRAN Coverage, or E-UTRAN cell identity in case of E-UTRAN coverage, or if the MS is not in GERAN/UTRAN/E-UTRAN coverage, it shall check if it has stored Serving GANC information for the current AP-ID:
-	if found, the MS shall initiate the GAN Registration procedure towards the stored Serving GANC
-	if not found, the MS shall initiate the GAN Registration procedure towards the Default GANC
The Location ExcludeBlack List contains information about forbidden Locations acquired while attempting GAN registration and is only valid if the MS is in GERAN or UTRAN coverage. It can contain Location information on 3 different levels: Country (i.e. MCC), PLMN (i.e. MCC and MNC) and Location Area (i.e. MCC, MNC and LAC). If the MS is in a location identified by an entry in the Location ExcludeBlack List, the MS shall not initiate the GAN Registration procedure. The Location ExcludeBlack List shall be deleted upon power cycle.
The AP ExcludeBlack List contains information about denied APs. If the MS is being provided IP connectivity by an AP that is on the AP ExcludeBlack List, the MS shall not initiate discovery or GAN registration, until the relevant AP has been removed from the AP ExcludeBlack List. The AP ExcludeBlack List shall be deleted upon power cycle.
To initiate the GAN registration procedure the MS shall:
-	If the MS has stored an IP address of the GANC-SEGW, and the MS does not already have an established secure connection to this GANC-SEGW, the MS establishes a secure connection towards the GANC-SEGW according to sub-clause 4.2;
-	If the MS has stored a FQDN of the GANC-SEGW, the MS performs a public DNS query to retrieve the IP-address of the GANC-SEGW, if the MS does not already have an established secure connection to this GANC-SEGW, the MS establishes the secure connection towards the GANC-SEGW according to sub-clause 4.2. The MS shall not store the IP address retrieved from DNS for subsequent procedures (apart from DNS resolver caching).
Following successful establishment of secure tunnel:
-	If the MS holds an IP address of the GANC, the MS establishes a TCP connection to the GANC at the stored TCP port to be used for Registration with this GANC. If no TCP port has been stored for this GANC, the default TCP port (see sub-clause 12.2.1) shall be used;
-	If the MS holds a FQDN of the GANC, the MS performs a DNS query "inside the secure tunnel" to retrieve the IP-address of the GANC. The MS establishes a TCP connection to the GANC at the stored TCP port to be used for Registration with this GANC. If no TCP port has been stored for this GANC, the default TCP port (see sub-clause 12.2.1) shall be used. The MS shall not store the retrieved IP address for subsequent procedures (apart from DNS resolver caching);
-	The MS shall only establish a single TCP connection to the GANC over the IPsec tunnel.
After successful establishment of a secure connection to the SEGW and a TCP connection to the GANC, the MS sends a GA-RC REGISTER REQUEST message to the GANC on the TCP connection, including the following information elements:
-	The Geographical Location IE, if available;
-	AP Location IE, if available;
-	Required GAN Services IE, if required;
-	If a GAN PLMN list was received during the last registration attempt with the Default GANC and the GANC selection process is finished unsuccessfully (i.e. the MS was not successfully registered to a Serving GANC and to the associated PLMN in the GAN PLMN List IE), then the MS includes the received GAN PLMN List information in the GAN PLMN List IE in the GA-RC REGISTER REQUEST message;
-	Else if the MS failed to register during the last registration it attempted with a GANC (Default or Serving), then Register reject Cause IE, Redirection Counter IE and address information (i.e. IP Address or the Fully Qualified Domain/Host Name IE) of the last GANC and last GANC-SEGW; 
-	Else if the MS was redirected during the last registration it attempted with a GANC (Default or Serving):
-	Redirection Counter IE and address information (i.e. IP address or FQDN) of the last GANC and last GANC-SEGW
When GA-RC layer has submitted the GA-RC REGISTER REQUEST message to the TCP layer, it shall start a timer TU3904
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6.2.3.3	Registration rejected
When the MS receives GA-RC REGISTER REJECT message it shall:
-	stop the timer TU3904,
-	if the MS is in the process of GANC selection;
-	ignore the received Register Reject Cause Information Element; and;
-	proceed as defined in sub-clause 6.2.4.5.
-	else extract the Register Reject Cause information element and act as following depending on the value of the Reject Cause IE:
-	'Network Congestion' 
- create a random value between zero and the received value in IE 'TU3907 Timer' and 
- add this value to the received value in IE 'TU3907 Timer', and use this as the new value for TU3907
- start timer TU3907 according to the new calculated value and wait for it to expire. 
-	'AP not allowed'
- release the TCP connection established to the GANC, if still established,
- release the secure connection towards the SEGW associated with the GANC, as defined in sub-clause 4.5
- store the AP-ID in the AP ExcludeBlack List and not initiate a new Register Request from this AP, until the AP-ID is removed from the AP ExcludeBlack List i.e. as a result of power-cycle.
-	'Location not allowed'
-	release the TCP connection established to the GANC, if still established,
-	release the secure connection towards the SEGW associated with the GANC, as defined in sub-clause 4.5
-	update the Location ExcludeBlack List according to the received information elements Location ExcludeBlack List indicator and Location Area Identification (i.e. the same as that included in the GA-RC REGISTER REQUEST message) and not initiate a new Register Request from the locations indicated by the updated Location ExcludeBlack List, until they are removed from the Location ExcludeBlack List i.e. as a result of power-cycle.
-	'IMSI not allowed'
-	release the TCP connection established to the GANC, if still established. 
-	release the secure connection towards the SEGW associated with the GANC, as defined in sub-clause 4.5
-	not initiate a new GAN Registration procedure until the next power-on.
-	'Invalid GANC' or 'Unspecified'
-	release the TCP connection established to the GANC, if still established. 
-	release the secure connection towards the SEGW associated with the GANC, as defined in sub-clause 4.5
-	act as defined in sub-clause 6.2.4.5
-	'Geo Location not known'
-	release the TCP connection established to the GANC, if still established. 
-	release the secure connection towards the SEGW associated with the GANC, as defined in sub-clause 4.5
-	not retry registration from this AP until the location is provided or until the next power-on.
The MS shall also:
-	Update the stored Serving GANC table as follows if the received Reject cause was not 'Network Congestion' or 'Geo Location not known':
-	If the MS is in GERAN/UTRAN/E-UTRAN coverage it shall remove information related to the current GSM CGI, UTRAN cell identity or E-UTRAN cell identity, if it exists in the table.
-	If the MS is not in GERAN/UTRAN/E-UTRAN coverage it shall remove information related to the AP-ID, if exists in the table.
[bookmark: _Toc517982441]Next change
6.4.4	Reception of GA-RC DEREGISTER by MS
When the MS receives the GA-RC DEREGISTER message, it shall:
-	if the MS is in the process of PLMN selection;
-	ignore the received Register Reject Cause Information Element, and 
-	proceed as defined in sub-clause 6.2.4.5.
-	else extract the Reject Cause information element and act as following depending on the value of the Reject Cause IE:
-	'Network Congestion'
-	release all local GAN resources (e.g. MS is in active call over GAN)
-	release the TCP connection towards the current GANC and
-	release the secure connection towards the GANC-SEGW, as defined in sub-clause 4.5
-	create a random value between zero and the received value in IE 'TU3907 Timer' and 
-	add this value to the received value in IE 'TU3907 Timer', and use this as the new value for TU3907
-	start timer TU3907 according to the new calculated value
-	'AP not allowed'
-	release the TCP connection established to the GANC, if still established,
-	release the secure connection towards the SEGW associated with the GANC, as defined in sub-clause 4.5,
-	store the AP-ID in the AP BlackExclude List of and not initiate a new Register Request from this AP, until the AP-ID is removed from the AP blackExclude Llist i.e. as a result of power-cycle.
-	'Location not allowed'
-	release the TCP connection established to the GANC, if still established,
-	release the secure connection towards the SEGW associated with the GANC, as defined in sub-clause 4.5,
-	update the Location BlackExclude List according to the received information elements Location BlackExclude List indicator and Location Area Identification and not initiate a new Register Request from that Location, until the Location is removed from the Location BlackExclude List i.e. as a result of power-cycle. 
-	'IMSI not allowed'
-	release the TCP connection established to the GANC, if still established. 
-	release the secure connection towards the SEGW associated with the GANC as defined in sub-clause 4.5,
-	not initiate a new Registration procedure until the next power-on.
-	'Unspecified'
-	release the TCP connection established to the GANC, if still established. 
-	release the secure connection towards the SEGW associated with the GANC as defined in sub-clause 4.5,
-	act as if a "Lower layer failure in the MS" has occurred as defined in sub-clause 6.2.4.2
-	'Invalid GANC' 
-	release the TCP connection established to the GANC, if still established. 
-	release the secure connection towards the SEGW associated with the GANC as defined in sub-clause 4.5,
-	act as defined in sub-clause 6.2.4.5 "Registration Failure"
-	'Geo Location not known'
-	release the TCP connection established to the GANC, if still established. 
-	release the secure connection towards the SEGW associated with the GANC as defined in sub-clause 4.5,
-	not retry registration from this AP until the location is provided or until the next power-on.
The MS shall also,
-	Update the stored Serving GANC table as following if the received Reject cause was not 'Network Congestion' or 'Geo Location not known'
-	If the MS is in GERAN/UTRAN/E-UTRAN coverage 
-	Remove information related to the current GSM CGI, UTRAN cell identity or E-UTRAN cell identity, if exists in the table
-	If the MS is not in GERAN/UTRAN/E-UTRAN coverage 
-	Remove information related to the AP-ID, if exists in the table.
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10.1.8	GA-RC REGISTER REJECT
The GAN uses this message to reject the registration request from a MS. 
Direction:	GANC to MS
Table 10.1.8.1: GA-RC REGISTER REJECT message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length
	Value
	Notes

	
	Length Indicator
	Length Indicator
11.1.1.1
	M
	V
	2
	
	

	
	GA-RC Protocol Discriminator
	Protocol Discriminator
11.1.1.2
	M
	V
	½
	0000
	

	
	Skip Indicator
	Skip Indicator
11.1.1.3
	M
	V
	½
	0000
	

	
	GA-RC REGISTER REJECT Message Type
	Message Type
11.1.1.4
	M
	V
	1
	
	

	21
	Register Reject Cause
	Register Reject Cause
11.2.21
	M
	TLV
	3
	
	

	16
	TU3907 Timer
	TU3907 Timer
11.2.16
	C
	TLV
	4
	
	

	58
	Location BlackExclude List indicator
	Location BlackExclude List indicator
11.2.58
	C
	TLV
	3
	
	

	5
	Location Area Identification
	Location Area Identification
11.2.5
	C
	TLV
	7
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10.1.8.2	Location BlackExclude List indicator
The Location BlackExclude List indicator IE shall be included if the Register Reject Cause 'Location not allowed' is returned to the MS.
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10.1.9	GA-RC DEREGISTER
The GANC on receiving this message removes all contexts associated with the MS in the GANC. The MS on receiving this message releases all GA-RC, GA-CSR and GA-PSR resources.
Direction: MS to GANC, GANC to MS 
Table 10.1.9.1: GA-RC DEREGISTER message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length
	Value
	Notes

	
	Length Indicator
	Length Indicator
11.1.1.1
	M
	V
	2
	
	

	
	GA-RC Protocol Discriminator
	Protocol Discriminator
11.1.1.2
	M
	V
	½
	0000
	

	
	Skip Indicator
	Skip Indicator
11.1.1.3
	M
	V
	½
	0000
	

	
	GA-RC DEREGISTER Message Type
	Message Type
11.1.1.4
	M
	V
	1
	
	

	21
	Deregister Cause
	Register Reject Cause
11.2.21
	M
	TLV
	3
	
	

	58
	Location BlackExclude List indicator
	Location BlackExclude List indicator
11.2.58
	C
	TLV
	3
	
	

	5
	Location Area Identification
	Location Area Identification
11.2.5
	C
	TLV
	7
	
	

	16
	TU3907 Timer
	TU3907 Timer
11.2.16
	C
	TLV
	4
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10.1.9.1	Location BlackExclude List indicator
The Location BlackExclude List indicator IE shall be included if the Register Reject Cause 'Location not allowed' is returned to the MS.
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11.2	IE Type and Identifiers
Table 11.2.1: IE type and identifiers for Unlicensed Radio Resources management
	IE
	Identifier
	Reference

	Mobile Identity
	1
	11.2.1

	GAN Release Indicator
	2
	11.2.2

	Radio Identity
	3
	11.2.3

	GERAN Cell Identity
	4
	11.2.4

	Location Area Identification
	5
	11.2.5

	GERAN/UTRAN coverage Indicator
	6
	11.2.6

	GAN Classmark
	7
	11.2.7

	Geographical Location
	8
	11.2.8

	GANC-SEGW IP Address
	9
	11.2.9

	GANC-SEGW Fully Qualified Domain/Host Name
	10
	11.2.10

	Redirection Counter
	11
	11.2.11

	Discovery Reject Cause
	12
	11.2.12

	GAN Cell Description
	13
	11.2.13

	GAN Control Channel
Description
	14
	11.2.14

	Cell Identifier List
	15
	11.2.15

	TU3907 Timer
	16
	11.2.16

	GSM RR/UTRAN RRC State
	17
	11.2.17

	Routing Area Identification 
	18
	11.2.18

	GAN Band
	19
	11.2.19

	GA-RC/GA-CSR/GA-PSR State
	20
	11.2.20

	Register Reject Cause
	21
	11.2.21

	TU3906 Timer
	22
	11.2.22

	TU3910 Timer
	23
	11.2.23

	TU3902 Timer
	24
	11.2.24

	L3 Message
	26
	11.2.26

	Channel Mode
	27
	11.2.27

	Mobile Station Classmark 2
	28
	11.2.28

	RR Cause
	29
	11.2.29

	Cipher Mode Setting
	30
	11.2.30

	GPRS Resumption
	31
	11.2.31

	Handover From GAN Command
	32
	11.2.32

	UL Quality Indication
	33
	11.2.33

	TLLI
	34
	11.2.34

	Packet Flow Identifier
	35
	11.2.35

	Suspension Cause
	36
	11.2.36

	TU3920 Timer 
	37
	11.2.37

	QoS
	38
	11.2.38

	GA-PSR Cause
	39
	11.2.39

	User Data Rate
	40
	11.2.40

	Routing Area Code
	41
	11.2.41

	AP Location
	42
	11.2.42

	TU4001 Timer
	43
	11.2.43

	Location Status
	44
	11.2.44

	Cipher Response
	45
	11.2.45

	Ciphering Command RAND
	46
	11.2.46

	Ciphering Command MAC
	47
	11.2.47

	Ciphering Key Sequence Number
	48
	11.2.48

	SAPI ID
	49
	11.2.49

	Establishment Cause
	50
	11.2.50

	Channel Needed
	51
	11.2.51

	PDU in Error
	52
	11.2.52

	Sample Size
	53
	11.2.53

	Payload Type
	54
	11.2.54

	Multi-rate Configuration
	55
	11.2.55

	Mobile Station Classmark 3
	56
	11.2.56

	LLC-PDU
	57
	11.2.57

	Location BlackExclude List indicator
	58
	11.2.58

	Reset Indicator
	59
	11.2.59

	TU4003 Timer
	60
	11.2.60

	AP Service Name
	61
	11.2.61

	GAN Service Zone Information
	62
	11.2.62

	RTP Redundancy Configuration
	63
	11.2.63

	UTRAN Classmark
	64
	11.2.64

	Classmark Enquiry Mask
	65
	11.2.65

	UTRAN Cell Identifier List
	66
	11.2.66

	Serving GANC table indicator
	67
	11.2.67

	Registration indicators
	68
	11.2.68

	GAN PLMN List
	69
	11.2.69

	Required GAN Services
	71
	11.2.71

	Broadcast Container
	72
	11.2.72

	3G Cell Identity
	73
	11.2.73

	MS Radio Identity
	96
	11.2.3

	GANC IP Address
	97
	11.2.9

	GANC Fully Qualified Domain/
Host Name
	98
	11.2.10

	IP address for GPRS user data transport
	99
	11.2.9

	UDP Port for GPRS user data transport
	100
	11.2.25

	GANC TCP port
	103
	11.2.25

	RTP UDP port
	104
	11.2.25

	RTCP UDP port
	105
	11.2.25

	GERAN Received Signal Level List
	106
	11.2.70

	UTRAN Received Signal Level List
	107
	11.2.70b

	PS Handover to GERAN Command
	108
	11.2.74

	PS Handover to UTRAN Command
	109
	11.2.75

	PS Handover to GERAN PSI
	110
	11.2.76

	PS Handover to GERAN SI
	111
	11.2.77

	TU4004 Timer
	112
	11.2.78

	GAN Mode Indicator
	79
	11.2.79

	CN Domain Identity
	80
	11.2.80

	GAN Iu Mode Cell Description
	81
	11.2.81

	3G UARFCN
	82
	11.2.82

	RAB ID
	83
	11.2.83

	RAB ID List
	84
	11.2.84

	GA-RRC Establishment Cause
	85
	11.2.85

	GA-RRC Cause
	86
	11.2.86

	GA-RRC Paging Cause
	87
	11.2.87

	Intra Domain NAS Node Selector
	88
	11.2.88

	CTC Activation List
	89
	11.2.89

	CTC Description
	90
	11.2.90

	CTC Activation Ack List
	91
	11.2.91

	CTC Activation Ack Description
	92
	11.2.92

	CTC Modification List
	93
	11.2.93

	CTC Modification Ack List
	94
	11.2.94

	CTC Modification Ack Description
	95
	11.2.95

	PTC Activation List
	115
	11.2.96

	PTC Description
	116
	11.2.97

	PTC Activation Ack List
	117
	11.2.98

	PTC Activation Ack Description
	118
	11.2.99

	PTC Modification List
	119
	11.2.100

	PTC Modification Ack List
	120
	11.2.101

	PTC Modification Ack Description
	121
	11.2.102

	RAB Configuration
	122
	11.2.103

	Multi-rate Configuration 2
	123
	11.2.104

	Selected Integrity Protection Algorithm
	124
	11.2.105

	Selected Encryption Algorithm
	125
	11.2.106

	CN Domains to Handover
	126
	11.2.107

	3G Security Capability
	74
	11.2.108

	NAS Synchronisation Indicator
	75
	11.2.109

	GANC TEID
	76
	11.2.110

	MS TEID
	77
	11.2.110

	UTRAN RRC Message
	78
	11.2.111

	SRNS Relocation Info
	127
	11.2.111

	MS Radio Access Capability
	128
	11.2.112

	Handover Reporting Control
	129
	11.2.113

	Tracking Area Identity
	130
	11.2.114

	E-UTRAN Cell Identity
	131
	11.2.115

	E-UTRAN Camping Indicator
	132
	11.2.116

	Bandwidth-efficient Mode Indicator
	133
	11.2.117
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11.2.58	Location BlackExclude List indicator
The Location BlackExclude List indicator information element is used to indicate which part of the Location Area Identification is to be added in the Location BlackExclude List.
	8
	7
	6
	5
	4
	3
	2
	1
	

	Location BlackExclude List indicator IEI
	octet 1

	Length of Location BlackExclude List indicator contents
	octet 2

	spare
	LBLI
	octet 3



Figure 11.2.58.1: Location BlackExclude List indicator information element
Table 11.2.58.1: Location BlackExclude List indicator information element
	LBLI, Location BlackExclude List indicator (octet 3)
Bits

	3
	2
	1
	

	0
	0
	0
	MCC

	0
	0
	1
	MCC and MNC

	0
	1
	0
	MCC, MNC and LAC

	
All other values are undefined in Release 1.
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12.2.3	MS system parameters 
	Parameter Name
	Value

	Up Register Max Retries
	3

	Up Connect Attempt Count
	3

	AP BlackExclude list size minimum
	1

	Location BlackExclude List size minimum
	1



	Parameter Name
	Initial Value

	Serving GANC Table indicator
	"Do Not Store"
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