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	Reason for change:
	In the current TTCN implementation of the function f_ReconfigureDRBs(),  PDCP security is configured by calling functions f_NR_RRC_CipherActTime_GetInitial() and f_NR_SS_RRC_EnableIntProt_CiphULandDL. This change was introduced as part of the implementation of R5s190382

Change 4.2 of R5s190382 was intended to configure DRB Ciphering . However, the implementation is making use of the function  f_NR_RRC_CipherActTime_GetInitial()f_NR_RRC_CipherActTime_GetCurrent(p_NR_CellId, true); 
Second parameter in function f_NR_RRC_CipherActTime_GetCurrent is set as true which is for p_IncrSRB1.

Along with the configuration of DRB , this function also modifies the next Ciphering Activation SN for SRB1 which is not the purpose of this change.

This needs to be corrected/improved.
 

	
	

	Summary of change:
	In order to configure the DRB security inside the function f_ReconfigureDRBs(), it is proposed to use a new function f_NR_RRC_CipherActTime_GetCurrent_DRB()  instead of f_NR_RRC_CipherActTime_GetInitial() . 
This new function only configures the DRB security without affecting the earlier SRB configuration.

Please see below.
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1. [bookmark: _Toc122434488][bookmark: _Toc295288959][bookmark: _Toc65054724]Corrections required
0.1 [bookmark: _Toc65054725][bookmark: OLE_LINK12][bookmark: OLE_LINK13][bookmark: OLE_LINK2][bookmark: OLE_LINK3][bookmark: OLE_LINK10][bookmark: OLE_LINK11][bookmark: _Toc37249095]Correction to function f_ReconfigureDRBs ()
	Function name
	function f_ReconfigureDRBs

	Reason for change
	In the current TTCN implementation of the function f_ReconfigureDRBs(), Configure PDCP security is done using the functions f_NR_RRC_CipherActTime_GetInitial() and f_NR_SS_RRC_EnableIntProt_CiphULandDL. This change is introduced as part of the implementation of R5s190382

Change 4.2 of R5s190382 is intended to configure DRB Ciphering .But the implementation is making use of the function  f_NR_RRC_CipherActTime_GetInitial() which inturn calls f_NR_RRC_CipherActTime_GetCurrent(p_NR_CellId, true); second parameter is passed as true which is for p_IncrSRB1.

 Along with the configuration of DRB , this function also modifies the next Ciphering Activation SN for SRB1 which is not the purpose of this change.

This needs to be corrected/improved.


	Summary of change
	In order to configure the DRB security inside the function f_ReconfigureDRBs(), it is proposed to use a new function f_NR_RRC_CipherActTime_GetCurrent_DRB()  instead of f_NR_RRC_CipherActTime_GetInitial() . 
This new function only configures the DRB security without affecting the earlier SRB configuration.

Please see below.

	TTCN module
	Common\NR5GC\NR5GC_RRCSteps.ttcn

	MCC160 Comment
	


Before Change:
	function f_ReconfigureDRBs(NR_CellId_Type p_NR_CellId,
                             template (omit) NG_NAS_MSG_RequestList_Type p_NASMsg,
                             template (value) RadioBearerConfig p_RadioBearerConfig,
                             template (value) CellGroupConfig p_CellGroupConfig,
                             NR_RadioBearerList_Type p_SS_Config,
                             NR_RadioBearerId_Type p_SRB := tsc_NR_RbId_SRB1,
                             template (value) TimingInfo_Type p_TimingInfo := cs_TimingInfo_Now,
                             boolean p_ReceiveForRRCreconfigurationComplete := true,
                             template (omit) NR_RoutingInfoSUL_Type p_NR_RoutingInfoSUL := omit,
                             template (omit) PDSCH_ServingCellConfig.nrofHARQ_ProcessesForPDSCH  p_NrofHARQ_ProcessesForPDSCH := omit
                             ) runs on NR_BASE_PTC
  { // Split function so list of DRBs can be built elsewhere @sic R5-199103 sic@
    // @sic R5-203533: added p_NrofHARQ_ProcessesForPDSCH sic@
    var template (value) RRCReconfiguration_v1530_IEs v_V1530Ext;
    var NR_SecurityParams_Type v_SecurityParams := f_NR_Security_Get();
    
    if (isvalue(p_NrofHARQ_ProcessesForPDSCH)) {
      p_CellGroupConfig.spCellConfig.spCellConfigDedicated.pdsch_ServingCellConfig := cs_NR_Pdsch_ServingCellConfigSetup(cs_NR_PDSCH_ServingCellConfigDef(-, -, p_NrofHARQ_ProcessesForPDSCH));
      f_NR_SS_CommonCellConfig(p_NR_CellId, cads_NR_PDSCH_Config_REQ(p_NR_CellId, p_TimingInfo, cs_NR_PDSCH_CellLevelConfigDef(p_CellGroupConfig.spCellConfig.spCellConfigDedicated.pdsch_ServingCellConfig.setup)));
    }
    v_V1530Ext := cs_NR_RRCReconfiguration_v1530_IEs(bit2oct(encvalue(p_CellGroupConfig)));

    //Reconfigure DRB in SS - existing DRBs are not reconfigured during release
    f_NR_SS_CommonRadioBearerConfig(p_NR_CellId, p_SS_Config, p_TimingInfo);
    
    // Configure PDCP security
    v_SecurityParams.AS_Ciphering.ActTimeList := f_NR_RRC_CipherActTime_GetInitial(p_NR_CellId);  // @sic R5s190382 sic@
    f_NR_SS_RRC_EnableIntProt_CiphULandDL(p_NR_CellId,
                                          v_SecurityParams.AS_Integrity,
                                          v_SecurityParams.AS_Ciphering);
    // Send message to UE
    f_NR_SendRRCReconfiguration (p_NR_CellId, p_SRB, p_RadioBearerConfig, v_V1530Ext, p_NASMsg, -, p_TimingInfo, p_ReceiveForRRCreconfigurationComplete, p_NR_RoutingInfoSUL);
  }




After Change:
	function f_ReconfigureDRBs(NR_CellId_Type p_NR_CellId,
                             template (omit) NG_NAS_MSG_RequestList_Type p_NASMsg,
                             template (value) RadioBearerConfig p_RadioBearerConfig,
                             template (value) CellGroupConfig p_CellGroupConfig,
                             NR_RadioBearerList_Type p_SS_Config,
                             NR_RadioBearerId_Type p_SRB := tsc_NR_RbId_SRB1,
                             template (value) TimingInfo_Type p_TimingInfo := cs_TimingInfo_Now,
                             boolean p_ReceiveForRRCreconfigurationComplete := true,
                             template (omit) NR_RoutingInfoSUL_Type p_NR_RoutingInfoSUL := omit,
                             template (omit) PDSCH_ServingCellConfig.nrofHARQ_ProcessesForPDSCH  p_NrofHARQ_ProcessesForPDSCH := omit
                             ) runs on NR_BASE_PTC
  { // Split function so list of DRBs can be built elsewhere @sic R5-199103 sic@
    // @sic R5-203533: added p_NrofHARQ_ProcessesForPDSCH sic@
    var template (value) RRCReconfiguration_v1530_IEs v_V1530Ext;
    var NR_SecurityParams_Type v_SecurityParams := f_NR_Security_Get();
    
    if (isvalue(p_NrofHARQ_ProcessesForPDSCH)) {
      p_CellGroupConfig.spCellConfig.spCellConfigDedicated.pdsch_ServingCellConfig := cs_NR_Pdsch_ServingCellConfigSetup(cs_NR_PDSCH_ServingCellConfigDef(-, -, p_NrofHARQ_ProcessesForPDSCH));
      f_NR_SS_CommonCellConfig(p_NR_CellId, cads_NR_PDSCH_Config_REQ(p_NR_CellId, p_TimingInfo, cs_NR_PDSCH_CellLevelConfigDef(p_CellGroupConfig.spCellConfig.spCellConfigDedicated.pdsch_ServingCellConfig.setup)));
    }
    v_V1530Ext := cs_NR_RRCReconfiguration_v1530_IEs(bit2oct(encvalue(p_CellGroupConfig)));

    //Reconfigure DRB in SS - existing DRBs are not reconfigured during release
    f_NR_SS_CommonRadioBearerConfig(p_NR_CellId, p_SS_Config, p_TimingInfo);
    
    // Configure PDCP security
    /*v_SecurityParams.AS_Ciphering.ActTimeList := f_NR_RRC_CipherActTime_GetInitial(p_NR_CellId);  // @sic R5s190382 sic@
    f_NR_SS_RRC_EnableIntProt_CiphULandDL(p_NR_CellId,
                                          v_SecurityParams.AS_Integrity,
                                          v_SecurityParams.AS_Ciphering);*/
                                          
 
    // Read PDCP SQN for DRB and calculate Ciphering Activation times
    v_SecurityParams.AS_Ciphering.ActTimeList := f_NR_RRC_CipherActTime_GetCurrent_DRB(p_NR_CellId);
    
    f_NR_SS_RRC_EnableIntProt_CiphULandDL(p_NR_CellId,
                                          v_SecurityParams.AS_Integrity,
                                          v_SecurityParams.AS_Ciphering);
                                          
    // Send message to UE
    f_NR_SendRRCReconfiguration (p_NR_CellId, p_SRB, p_RadioBearerConfig, v_V1530Ext, p_NASMsg, -, p_TimingInfo, p_ReceiveForRRCreconfigurationComplete, p_NR_RoutingInfoSUL);
  }



0.2 [bookmark: _Toc65054726]Addition of function  f_NR_RRC_CipherActTime_GetCurrent_DRB ()
	Function name
	function f_NR_RRC_CipherActTime_GetCurrent_DRB

	Reason for change
	Please see change 1.1 above


	Summary of change
	New function

	TTCN module
	Common\NR\NR_SecuritySteps.ttcn

	MCC160 Comment
	


New Function Implementation:
	  /*
   * @desc      Common functon to enquire PDCP sequence numbers and generate a ciphering activation list for DRBs which are configured
   * @param     p_NR_CellId
   * @return    NR_SecurityActTimeList_Type
   * @status    APPROVED (ENDC, NR5GC, NR5GC_IRAT)
   */
 function f_NR_RRC_CipherActTime_GetCurrent_DRB(NR_CellId_Type p_NR_CellId) runs on NR_BASE_PTC return NR_SecurityActTimeList_Type
  {
    var NR_PdcpCountInfoList_Type v_PdcpCountInfoList;
    var NR_PdcpCountInfo_Type v_PdcpCountInfo;
    var NR_PDCP_ActTime_Type v_PDCP_ActTimeUL;
    var NR_PDCP_ActTime_Type v_PDCP_ActTimeDL;
    var NR_RadioBearerId_Type v_RadioBearerId;
    var NR_SecurityActTime_Type v_SecurityActTime;
    var integer I;
    var integer drb_Index := 0 ;
    var NR_SecurityActTimeList_Type v_SecurityActTimeList := {};
    
    v_PdcpCountInfoList := f_NR_SS_PdcpCount_Get(p_NR_CellId);
    
    for (I:=0; I < lengthof(v_PdcpCountInfoList); I:=I+1) {
      v_PdcpCountInfo := v_PdcpCountInfoList[I];
      if ((not ispresent(v_PdcpCountInfo.UL)) or (not ispresent(v_PdcpCountInfo.DL))) {
        FatalError(__FILE__, __LINE__, "missing PdcpCountInfo for UL or DL");
      }
      
      v_RadioBearerId := v_PdcpCountInfo.RadioBearerId;
      
      // set activation time
      if(ischosen(v_RadioBearerId.Drb))
      {
      // Convert PdcpCount to integer value (UL an DL)
      v_PDCP_ActTimeUL.SQN := f_NR_SQN_ConvertFromPdcpCount(v_PdcpCountInfo.UL);
      v_PDCP_ActTimeDL.SQN := f_NR_SQN_ConvertFromPdcpCount(v_PdcpCountInfo.DL);
      
      v_SecurityActTime.RadioBearerId := v_RadioBearerId;
      v_SecurityActTime.UL := v_PDCP_ActTimeUL;
      v_SecurityActTime.DL := v_PDCP_ActTimeDL;
      
      v_SecurityActTimeList[drb_Index] := v_SecurityActTime;
      drb_Index := drb_Index + 1 ;
      }
      
    }
    return v_SecurityActTimeList;
  }



