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	Reason for change:
	1. The UL NAS count obtained through f_EUTRA_NB_SS_NAS_CountGet() is the count of the last UL NAS message, this should be incremented to get the current NAS count

2. The UE registration is rejected during preamble, so before step 2 the UE has no valid 5GC security context and no valid 5G-GUTI.
So, in the Registration Request at step 2, 
· only cleartext IEs are included
· Additional GUTI shall not be included 
3. The current implementation is not generating the mapped 5GC security context from the S1 security context. 
Note: According to 24.301 s5.5.5, If the UE has a current EPS security context, the UE shall integrity protect the TRACKING AREA UPDATE REQUEST message with the current EPS security context and increase the uplink NAS COUNT by one.
4. In SECURITY MODE COMPLETE the expected “nasMsg” is omit. Before step 2, UE has no valid 5GC security context, so UE shall include “nasMsg” in SECURITY MODE COMPLETE



	
	

	Summary of change:
	1. Increment v_NASCountInfo.UL before sending to NR PTC

2. Do not check non-cleartext IEs and Additional GUTI in Registration Request

3. increase the uplink EPS NAS COUNT by one, and generate mapped 5GC security key

4. change 2nd input parameter to Initial_NoSecurity while calling f_Check_NG_SecurityModeCompleteMsg
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1. [bookmark: _Toc122434485][bookmark: _Toc60999535]Overview
This document lists all the changes needed to correct issues in the ATS iWD-TTCN3-B2020-09_D20wk50 related to the title of this CR.
Contact:	Shaun Harry
	shaun.harry@keysight.com
1. [bookmark: _Toc122434488][bookmark: _Toc295288959][bookmark: _Toc60999536]Corrections required

1. [bookmark: _Toc30685521]Change 1
	Function name
	f_EUTRA38_Send_AuthParametersToNR()

	Reason for change
	The UL NAS count obtained through f_EUTRA_NB_SS_NAS_CountGet() is the count of the last UL NAS message, this should be incremented to get the current NAS count

	Summary of change
	Increment v_NASCountInfo.UL before sending to NR PTC

	TTCN module
	EUTRA38_NR5GCProcedures

	MCC160 Comment
	



Before Change
	function f_EUTRA38_Send_AuthParametersToNR () runs on EUTRA_5GS_PTC
  {
    var EUTRA_SecurityParams_Type v_NAS_SecurityParams := f_EUTRA_Security_Get();
    var NasCountInfo_Type v_NASCountInfo := f_EUTRA_NB_SS_NAS_CountGet(NASCTRL);
    
    f_EUTRA_NR_SendCoOrd (NR, cms_EUTRA_NR_Security(omit, omit,
                                                    v_NAS_SecurityParams.KASME,
                                                    v_NAS_SecurityParams.KSIasme,
                                                    v_NASCountInfo.UL,
                                                    v_NASCountInfo.DL, // @sic R5w190307 sic@
                                                    omit, omit,
                                                    v_NAS_SecurityParams.NH,    // @sic R5s201078 sic@
                                                    v_NAS_SecurityParams.NCC)); // @sic R5s201078 sic@
  }



After Change
	  function f_EUTRA38_Send_AuthParametersToNR () runs on EUTRA_5GS_PTC
  {
    var EUTRA_SecurityParams_Type v_NAS_SecurityParams := f_EUTRA_Security_Get();
    var NasCountInfo_Type v_NASCountInfo := f_EUTRA_NB_SS_NAS_CountGet(NASCTRL);
    
    v_NASCountInfo.UL := f_NasSecurity_IncrementCOUNT(v_NASCountInfo.UL);
    
    f_EUTRA_NR_SendCoOrd (NR, cms_EUTRA_NR_Security(omit, omit,
                                                    v_NAS_SecurityParams.KASME,
                                                    v_NAS_SecurityParams.KSIasme,
                                                    v_NASCountInfo.UL,
                                                    v_NASCountInfo.DL, // @sic R5w190307 sic@
                                                    omit, omit,
                                                    v_NAS_SecurityParams.NH,    // @sic R5s201078 sic@
                                                    v_NAS_SecurityParams.NCC)); // @sic R5s201078 sic@
  }




1. [bookmark: _Toc30685522]Change 2
	Function name
	fl_TC_9_3_1_2_NR5GC_TestBody()

	Reason for change
	1. The UE registration is rejected during preamble, so before step 2 the UE has no valid 5GC security context and no valid 5G-GUTI.
So, in the Registration Request at step 2, 
· only cleartext IEs are included
· Additional GUTI shall not be included 
2. The current implementation is not generating the mapped 5GC sexurity context from the S1 security context. 
Note: According to 24.301 s5.5.5,  If the UE has a current EPS security context, the UE shall integrity protect the TRACKING AREA UPDATE REQUEST message with the current EPS security context and increase the uplink NAS COUNT by one.
3. In SECURITY MODE COMPLETE the expected “nasMsg” is omit. Before step 2, UE has no valid 5GC security context, so UE shall include “nasMsg” in SECURITY MODE COMPLETE

	Summary of change
	1. Do not check non-cleartext IEs and Additional GUTI in Registration Request

2. increase the uplink EPS NAS COUNT by one, and generate mapped 5GC security key

3. change 2nd input parameter to Initial_NoSecurity while calling f_Check_NG_SecurityModeCompleteMsg


	TTCN module
	Mobility_Registration_NR5GC_NR

	MCC160 Comment
	



Before Change
	function fl_TC_9_3_1_2_NR5GC_TestBody() runs on NR5GC_PTC return NR_RadioBearerId_Type
  {
    var NR_CellId_Type v_NGC_NASCellA := f_NR5GC_MapNASCell(ngc_CellA, NG_AllCellsOnSamePLMN);
    var NR_RadioBearerId_Type v_SRB;
    var NG_NAS_MSG_Indication_Type v_ReceivedMsg;
    var GMM_MobilityInfo_Type v_GMM_MobilityInfo;
    var NG_NAS_GutiParameters_Type v_GutiParams := f_NR5GC_CellInfo_GetGutiParameters (v_NGC_NASCellA);
    var PLMN_Identity v_ASN_PLMN := f_NR_CellInfo_GetPLMN (v_NGC_NASCellA);
    var NAS_PlmnId v_PLMN := f_NR_Asn2Nas_PlmnId(v_ASN_PLMN);
    var EUTRA_NR_CoOrd_Security_Type v_SecurityRx;
    var EUTRA_NR_CoOrd_GUTI_Type v_CoOrd_Guti; // @sic R5s201060 sic@
    var NG_NAS_SecurityParams_Type v_SecurityParams := f_NR5GC_Security_Get();
    var template (value) NG_NAS_DL_Message_Type v_MsgToSend;
    var NR_SRB_COMMON_IND v_ReceivedAsp;
    var boolean v_Result;
    var NasCount_Type v_NasCountUL;

    //@siclog "Step 1" siclog@
    f_NR_SetCellPower (v_NGC_NASCellA, tsc_NR_ServingCellSSS_EPRE_FR1, tsc_NR_ServingCellSSS_EPRE_FR2);

    //@siclog "Step 2" siclog@
    // Steps 1 - 3
    // RRC Connection Setup
    v_ReceivedMsg := f_NR_RRC_ConnEst_DefWithNas (v_NGC_NASCellA, tsc_NR_RRC_TI_Def, ?, (tsc_SHT_NoSecurityProtection, tsc_SHT_IntegrityProtected));
    v_SecurityRx := f_EUTRA_NR_WaitForCoOrd_Security(EUTRA);        // @sic R5-205142 sic@
    v_CoOrd_Guti := f_EUTRA_NR_WaitForCoOrd_GutiParams(EUTRA); // @sic R5s201060 sic@
    if (not f_Check_NG_RegistrationReqMsg (v_GMM_MobilityInfo,
                                           v_ReceivedMsg.Pdu,
                                           Mobility,
                                           f_NR_Convert_CoOrdTo5G_GUTI(v_CoOrd_Guti, omit), // @sic R5s201060 sic@
                                           '111'B,
                                           '?'B,
                                           omit,
                                           cdr_NG_GMM_Cap_S1,
                                           -,-,
                                           *,
                                           cdr_NR5GC_UENetworkCap('17'O),
                                           -,
                                           cr_PDU_SessionStatusAny,
                                           -,
                                           cr_UEStatus_S1,
                                           f_NG_GutiParameters2MobileIdentity (v_PLMN, v_GutiParams),
                                           -, -, -,
                                           ?,
                                           -, -, -, -, -, -, -,
                                           omit)) {  // @sic R5-206290 sic@
      f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "Registration Request Message Failed");
    }
    // Send TAU Req for checking in EUTRA
    f_EUTRA_NR_SendCoOrd (EUTRA, cms_EUTRA_NR_OctetData(v_ReceivedMsg.Pdu.Msg.registration_Request.epsMessage.epsMsg, "TAUReq"));
       
    // 5GMM security
    // Do NAS Security Mode procedure
    v_SecurityParams := f_NR5GC_Security_Get();
    f_SS_NG_NAS_ConfigureSecurity(NASCTRL, v_SecurityParams.NAS_Integrity, v_SecurityParams.NAS_Ciphering, true); /* download security keys and reset NAS COUNT */

    v_MsgToSend := f_Get_NG_SecurityModeCmdMsg(v_SecurityParams,
                                               Mobility,
                                               v_GMM_MobilityInfo);
                                               
    // Mapped security context with Kasme @sic R5-205142 sic@
    v_MsgToSend.security_Mode_Command.ngNasKSI := cs_NAS_KeySetIdentifier_lv(v_SecurityRx.KSI, tsc_NasKsi_MappedSecurityContext);
    // send SECURITY MODE COMMAND
    SRB.send(cas_NR_SRB_NasPdu_REQ(v_NGC_NASCellA, tsc_NR_RbId_SRB1, -, cs_NG_NAS_Request(tsc_SHT_IntegrityProtected_NewSecurityContext, v_MsgToSend)));

    // receive SECURITY MODE COMPLETE
    SRB.receive(car_NR_SRB_NasPdu_IND(v_NGC_NASCellA, tsc_NR_RbId_SRB1, cr_NG_NAS_IndWithPiggybacking(tsc_SHT_IntegrityProtected_Ciphered_NewSecurityContext))) -> value v_ReceivedAsp;
    v_Result := f_Check_NG_SecurityModeCompleteMsg(v_ReceivedAsp.Signalling.Nas[0].Pdu, Mobility);
    v_NasCountUL := v_ReceivedAsp.Signalling.Nas[0].SecurityProtection.NasCount;
    if (not v_Result) {
      f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "NAS Security Mode Procedure Failed");
    }
    f_NR5GC_MobileInfo_SetGMM_MobilityInfo(v_GMM_MobilityInfo);

    f_NR_RRC_ActivateSecurity (v_NGC_NASCellA,v_NasCountUL);
    
    f_NR5GC_MobilityRegistration_Steps4_6(v_NGC_NASCellA, v_GMM_MobilityInfo, - , -, noRrcConnectionRelease, cs_NG_NetworkFeatureSupport_Def);

    // @sic R5-205142 sic@ Now finish the procedure
    v_SRB := f_NR5GC_IRAT_S1ToN1_Steps14(v_NGC_NASCellA, noRrcConnectionRelease);
    f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 2");
    // @sic R5s201005 sic@
    return v_SRB;
  }



After Change
	  function fl_TC_9_3_1_2_NR5GC_TestBody() runs on NR5GC_PTC return NR_RadioBearerId_Type
  {
    var NR_CellId_Type v_NGC_NASCellA := f_NR5GC_MapNASCell(ngc_CellA, NG_AllCellsOnSamePLMN);
    var NR_RadioBearerId_Type v_SRB;
    var NG_NAS_MSG_Indication_Type v_ReceivedMsg;
    var GMM_MobilityInfo_Type v_GMM_MobilityInfo;
    var NG_NAS_GutiParameters_Type v_GutiParams := f_NR5GC_CellInfo_GetGutiParameters (v_NGC_NASCellA);
    var PLMN_Identity v_ASN_PLMN := f_NR_CellInfo_GetPLMN (v_NGC_NASCellA);
    var NAS_PlmnId v_PLMN := f_NR_Asn2Nas_PlmnId(v_ASN_PLMN);
    var EUTRA_NR_CoOrd_Security_Type v_SecurityRx;
    var EUTRA_NR_CoOrd_GUTI_Type v_CoOrd_Guti; // @sic R5s201060 sic@
    var NG_NAS_SecurityParams_Type v_SecurityParams := f_NR5GC_Security_Get();
    var template (value) NG_NAS_DL_Message_Type v_MsgToSend;
    var NR_SRB_COMMON_IND v_ReceivedAsp;
    var boolean v_Result;
    var NasCount_Type v_NasCountUL;

    //@siclog "Step 1" siclog@
    f_NR_SetCellPower (v_NGC_NASCellA, tsc_NR_ServingCellSSS_EPRE_FR1, tsc_NR_ServingCellSSS_EPRE_FR2);

    //@siclog "Step 2" siclog@
    // Steps 1 - 3
    // RRC Connection Setup
    v_ReceivedMsg := f_NR_RRC_ConnEst_DefWithNas (v_NGC_NASCellA, tsc_NR_RRC_TI_Def, ?, (tsc_SHT_NoSecurityProtection, tsc_SHT_IntegrityProtected));
    v_SecurityRx := f_EUTRA_NR_WaitForCoOrd_Security(EUTRA);        // @sic R5-205142 sic@
    v_CoOrd_Guti := f_EUTRA_NR_WaitForCoOrd_GutiParams(EUTRA); // @sic R5s201060 sic@
    if (not f_Check_NG_RegistrationReqMsg (v_GMM_MobilityInfo,
                                           v_ReceivedMsg.Pdu,
                                           Mobility,
                                           f_NR_Convert_CoOrdTo5G_GUTI(v_CoOrd_Guti, omit), // @sic R5s201060 sic@
                                           '111'B,
                                           '?'B,
                                           omit,
                                           -,
                                           -,-,
                                           *,
                                           -,
                                           -,
                                           -,
                                           -,
                                           cr_UEStatus_S1,
                                           -,
                                           -, -, -,
                                           -,
                                           -, -, -, -, -, -, -,
                                           omit)) {  // @sic R5-206290 sic@
      f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "Registration Request Message Failed");
    }
    // Send TAU Req for checking in EUTRA
    f_EUTRA_NR_SendCoOrd (EUTRA, cms_EUTRA_NR_OctetData(v_ReceivedMsg.Pdu.Msg.registration_Request.epsMessage.epsMsg, "TAUReq"));
   
        // derive 5G parameters from values received from EUTRA
    v_SecurityRx.NASCountUL := f_NasSecurity_IncrementCOUNT(v_SecurityRx.NASCountUL);    
    f_NR5GC_MappedContextFromS1_InitNAS (v_SecurityRx, false);     
    // 5GMM security
    // Do NAS Security Mode procedure
    v_SecurityParams := f_NR5GC_Security_Get();
    REMOVE //f_SS_NG_NAS_ConfigureSecurity(NASCTRL, v_SecurityParams.NAS_Integrity, v_SecurityParams.NAS_Ciphering, true); /* download security keys and reset NAS COUNT */

    v_MsgToSend := f_Get_NG_SecurityModeCmdMsg(v_SecurityParams,
                                               Mobility,
                                               v_GMM_MobilityInfo);
                                               
    // Mapped security context with Kasme @sic R5-205142 sic@
    v_MsgToSend.security_Mode_Command.ngNasKSI := cs_NAS_KeySetIdentifier_lv(v_SecurityRx.KSI, tsc_NasKsi_MappedSecurityContext);
    // send SECURITY MODE COMMAND
    SRB.send(cas_NR_SRB_NasPdu_REQ(v_NGC_NASCellA, tsc_NR_RbId_SRB1, -, cs_NG_NAS_Request(tsc_SHT_IntegrityProtected_NewSecurityContext, v_MsgToSend)));

    // receive SECURITY MODE COMPLETE
    SRB.receive(car_NR_SRB_NasPdu_IND(v_NGC_NASCellA, tsc_NR_RbId_SRB1, cr_NG_NAS_IndWithPiggybacking(tsc_SHT_IntegrityProtected_Ciphered_NewSecurityContext))) -> value v_ReceivedAsp;
    v_Result := f_Check_NG_SecurityModeCompleteMsg(v_ReceivedAsp.Signalling.Nas[0].Pdu, Initial_NoSecurity);//KS R5sxxx change_9312
    v_NasCountUL := v_ReceivedAsp.Signalling.Nas[0].SecurityProtection.NasCount;
    if (not v_Result) {
      f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "NAS Security Mode Procedure Failed");
    }
    f_NR5GC_MobileInfo_SetGMM_MobilityInfo(v_GMM_MobilityInfo);

    f_NR_RRC_ActivateSecurity (v_NGC_NASCellA,v_NasCountUL);
    
    f_NR5GC_MobilityRegistration_Steps4_6(v_NGC_NASCellA, v_GMM_MobilityInfo, - , -, noRrcConnectionRelease, cs_NG_NetworkFeatureSupport_Def);

    // @sic R5-205142 sic@ Now finish the procedure
    v_SRB := f_NR5GC_IRAT_S1ToN1_Steps14(v_NGC_NASCellA, noRrcConnectionRelease);
    f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 2");
    // @sic R5s201005 sic@
    return v_SRB;
  }




