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1 Overview

This document lists all the changes needed to correct issues in the ATS iwd-TTCN3-B2019-06_D20wk25 related to the title of this CR.

Contact:
Ting Gao


gaoting@starpointcomm.com
2 Corrections required

2.1  Change 1

	Function name
	testcase TC_8_1_1_3_4_NR5GC()

	Reason for change
	300s guard timer is not enough for this test case.

	Summary of change
	Change guard timer from 300 to 600

	TTCN module
	NR5GC_IRAT_Testsuite.ttcn

	MCC160 Comment
	


Before Change:

	    testcase TC_8_1_1_3_4_NR5GC() runs on MTC_NR5GC_IRAT system SYSTEM_NR5GC_IRAT {

    // @purpose

    //   RRC connection release / Success / With priority information / E-UTRA

    var NR5GC_PTC        v_NR5GC      := null;

    var EUTRA_5GS_PTC    v_EUTRA_5GS  := null;

    var IMS_PTC          v_IMS1       := null;

    var IMS_PTC          v_IMS2       := null;

    timer t_GuardTimer := int2float(300); 

    v_NR5GC := NR5GC_PTC.create alive;

    v_EUTRA_5GS := EUTRA_5GS_PTC.create alive;

    f_MTC_ConnectPTCs_NR5GC_IRAT(system, v_NR5GC, v_EUTRA_5GS, v_IMS1, v_IMS2);

    v_NR5GC.start(f_TC_8_1_1_3_4_NR5GC());

    v_EUTRA_5GS.start(f_TC_8_1_1_3_4_NR5GC_EUTRA());

    t_GuardTimer.start;

    f_MTC_MainLoop_NR5GC_IRAT(t_GuardTimer);

  }


After Change:

	   testcase TC_8_1_1_3_4_NR5GC() runs on MTC_NR5GC_IRAT system SYSTEM_NR5GC_IRAT {

    // @purpose

    //   RRC connection release / Success / With priority information / E-UTRA

    var NR5GC_PTC        v_NR5GC      := null;

    var EUTRA_5GS_PTC    v_EUTRA_5GS  := null;

    var IMS_PTC          v_IMS1       := null;

    var IMS_PTC          v_IMS2       := null;

    timer t_GuardTimer := int2float(600);

    v_NR5GC := NR5GC_PTC.create alive;

    v_EUTRA_5GS := EUTRA_5GS_PTC.create alive;

    f_MTC_ConnectPTCs_NR5GC_IRAT(system, v_NR5GC, v_EUTRA_5GS, v_IMS1, v_IMS2);

    v_NR5GC.start(f_TC_8_1_1_3_4_NR5GC());

    v_EUTRA_5GS.start(f_TC_8_1_1_3_4_NR5GC_EUTRA());

    t_GuardTimer.start;

    f_MTC_MainLoop_NR5GC_IRAT(t_GuardTimer);

  }


2.2  Change 2
	Function name
	fl_TAU_N1ToS1_CheckDataPath()

	Reason for change
	DRB8 is not established for data, SMC procedure in f_EUTRA_Activate_SRB2_DRB_SendRrcMsg is not necessary.

	Summary of change
	Rewrite the procedure.

	TTCN module
	RRC_ConnRel_NR5GC_EUTRA.ttcn

	MCC160 Comment
	


Before Change:

	  function fl_TAU_N1ToS1_CheckDataPath(EUTRA_CellId_Type p_CellId,

                                       RRC_TransactionIdentifier p_RRC_TI,

                                       charstring p_StepNo1 := "",

                                       charstring p_StepNo2 := "",

                                       template EUTRA_CellId_Type p_CellIdPreviouslyCampedOn := eutra_Cell_NonSpecific) runs on EUTRA_5GS_PTC

  {

    var NAS_MSG_Indication_Type v_NasInd;

    var EUTRA_SecurityParams_Type v_SecurityParams := f_EUTRA_Security_Get();

    var NasCount_Type v_NasCount;

    var EUTRA_NR_CoOrd_GUTI_Type v_CoOrd_Guti := f_EUTRA_NR_WaitForCoOrd_GutiParams(NR);

    var template (value) MobileIdentity v_MappedGUTI := f_EUTRA38_NR_Convert5G_CoOrdToEPS_GUTI (v_CoOrd_Guti, omit);

    v_NasInd := f_EUTRA38_TAUReqFromN1 (p_CellId, p_RRC_TI, v_MappedGUTI, p_CellIdPreviouslyCampedOn);

    f_EUTRA_PreliminaryPass(__FILE__, __LINE__, p_StepNo1);

    v_SecurityParams := f_EUTRA_Security_Get();

    v_SecurityParams := f_EUTRA_RRC_ActivateSecurity(p_CellId, v_SecurityParams, v_NasInd.SecurityProtection.NasCount, {cs_OneDRB_ConfigAM (tsc_DRB8)}); // @sic R5s200878 sic@ FFS EUTRA38_DRB

    f_EUTRA_Security_Set(v_SecurityParams); //Saving security parameters

    v_NasCount := f_EUTRA38_TrackingAreaUpdateFromN1_WithoutReq(p_CellId, p_RRC_TI, v_NasInd, -, noRrcConnectionRelease);

    f_EUTRA_Activate_SRB2_DRB_SendRrcMsg(p_CellId, p_RRC_TI, v_NasCount);
    f_EUTRA_Activate_SRB2_DRB_ReceiveRrcAndNasMsg(p_CellId, p_RRC_TI);

    // Hard code to DRB id? FFS EUTRA38_DRB

    f_EUTRA_CheckDataPath(p_CellId, PDCP, defaultBearer, p_StepNo2, tsc_RbId_DRB8, -, true);

  }


After Change:

	  function fl_TAU_N1ToS1_CheckDataPath(EUTRA_CellId_Type p_CellId,

                                       RRC_TransactionIdentifier p_RRC_TI,

                                       charstring p_StepNo1 := "",

                                       charstring p_StepNo2 := "",

                                       template EUTRA_CellId_Type p_CellIdPreviouslyCampedOn := eutra_Cell_NonSpecific) runs on EUTRA_5GS_PTC

  {

    var NAS_MSG_Indication_Type v_NasInd;

    var EUTRA_SecurityParams_Type v_SecurityParams := f_EUTRA_Security_Get();

    var NasCount_Type v_NasCount;

    var EUTRA_NR_CoOrd_GUTI_Type v_CoOrd_Guti := f_EUTRA_NR_WaitForCoOrd_GutiParams(NR);

    var template (value) MobileIdentity v_MappedGUTI := f_EUTRA38_NR_Convert5G_CoOrdToEPS_GUTI (v_CoOrd_Guti, omit);

var template (omit) DRB_ToAddModList v_DRB_ToAddModList := omit;
    v_NasInd := f_EUTRA38_TAUReqFromN1 (p_CellId, p_RRC_TI, v_MappedGUTI, p_CellIdPreviouslyCampedOn);

    f_EUTRA_PreliminaryPass(__FILE__, __LINE__, p_StepNo1);

    v_SecurityParams := f_EUTRA_Security_Get();

    v_SecurityParams := f_EUTRA_RRC_ActivateSecurity(p_CellId, v_SecurityParams, v_NasInd.SecurityProtection.NasCount, {cs_OneDRB_ConfigAM (tsc_DRB8)}); // @sic R5s200878 sic@ FFS EUTRA38_DRB

    f_EUTRA_Security_Set(v_SecurityParams); //Saving security parameters

    v_NasCount := f_EUTRA38_TrackingAreaUpdateFromN1_WithoutReq(p_CellId, p_RRC_TI, v_NasInd, -, noRrcConnectionRelease);

   // f_EUTRA_Activate_SRB2_DRB_SendRrcMsg(p_CellId, p_RRC_TI, v_NasCount);


v_DRB_ToAddModList[0] := cs_508_DRB_ToAddMod_DEFAULT_AM(tsc_DRB8);


 f_EUTRA_RRCConnectionReconfiguration_Common(p_CellId,

                                                p_RRC_TI,

                                                -,

                                                -,

                                                {cs_508_SRB2_ToAddMod_DEFAULT},













v_DRB_ToAddModList);

    f_EUTRA_Activate_SRB2_DRB_ReceiveRrcAndNasMsg(p_CellId, p_RRC_TI);

    // Hard code to DRB id? FFS EUTRA38_DRB

    f_EUTRA_CheckDataPath(p_CellId, PDCP, defaultBearer, p_StepNo2, tsc_RbId_DRB8, -, true);

  }


2.3  Change 3
	Function name
	f_DecipherAndDecodeNasPdu()

	Reason for change
	For change5.

	Summary of change
	pass p_NasSecurityByRef.IntegrityCheck5G  in 

	TTCN module
	NasEmu_Common.ttcn

	MCC160 Comment
	


Before Change:

	   function f_DecipherAndDecodeNasPdu(inout NasSecurity_Type p_NasSecurityByRef,

                                     octetstring p_NAS_DedicatedInformation) return template (value) NasEmu_DecodingInfo_Type

  { /* @sic R5s160711 BASELINE MOVING 2016 - NBIOT: p_NasSecurityByRef  sic@ */

    var template (value) NasEmu_DecodingInfo_Type v_DecodingInfo := cs_DecodingInfo_Init; // NasIndication := omit, IntegrityError := false

    var NasEmu_DecodedNasPduUL_Type v_DecodedNasPduUL;

    var octetstring v_IntegrityProtectedOctets;

    var SECURITY_PROTECTED_NAS_MESSAGE v_SecurityProtectedNasMsg;

    var MessageAuthenticationCode v_ContainedMac;

    var MessageAuthenticationCode v_CalculatedMac;

    var NasEmu_SN_Type v_SequenceNumber;

    var B16_Type v_ShortMac;                     // (SERVICE_REQUEST)

    var NAS_Message v_EncodedNasPdu;

    var NasCount_Type v_CountUL;

    var SecurityHeaderType v_SecurityHeader;

    // Decode NAS message: message is either SECURITY_PROTECTED_NAS_MESSAGE or non-protected NAS message

    v_DecodedNasPduUL := f_NasEmu_DecodeMsg(p_NAS_DedicatedInformation);

    if (ischosen(v_DecodedNasPduUL.Invalid)) {

      return v_DecodingInfo;            // v_DecodingInfo is {omit, false}

    }

    if (ischosen(v_DecodedNasPduUL.Msg.sECURITY_PROTECTED_NAS_MESSAGE)) {     // SECURITY_PROTECTED_NAS_MESSAGE

      v_SecurityProtectedNasMsg := v_DecodedNasPduUL.Msg.sECURITY_PROTECTED_NAS_MESSAGE;

      v_SecurityHeader      := v_SecurityProtectedNasMsg.securityHeaderType;

      v_ContainedMac        := v_SecurityProtectedNasMsg.messageAuthenticationCode;

      v_SequenceNumber.Long := oct2int(v_SecurityProtectedNasMsg.sequenceNumber);

      v_EncodedNasPdu       := v_SecurityProtectedNasMsg.nasMessage;

      v_CountUL             := f_NasSecurity_EstimateCOUNT(p_NasSecurityByRef.NasCount.UL, v_SequenceNumber   );

     ...

  }


After Change:

	  function f_DecipherAndDecodeNasPdu(inout NasSecurity_Type p_NasSecurityByRef,

                                     octetstring p_NAS_DedicatedInformation) return template (value) NasEmu_DecodingInfo_Type

  { /* @sic R5s160711 BASELINE MOVING 2016 - NBIOT: p_NasSecurityByRef  sic@ */

    var template (value) NasEmu_DecodingInfo_Type v_DecodingInfo := cs_DecodingInfo_Init; // NasIndication := omit, IntegrityError := false

    var NasEmu_DecodedNasPduUL_Type v_DecodedNasPduUL;

    var octetstring v_IntegrityProtectedOctets;

    var SECURITY_PROTECTED_NAS_MESSAGE v_SecurityProtectedNasMsg;

    var MessageAuthenticationCode v_ContainedMac;

    var MessageAuthenticationCode v_CalculatedMac;

    var NasEmu_SN_Type v_SequenceNumber;

    var B16_Type v_ShortMac;                     // (SERVICE_REQUEST)

    var NAS_Message v_EncodedNasPdu;

    var NasCount_Type v_CountUL;

    var SecurityHeaderType v_SecurityHeader;

    // Decode NAS message: message is either SECURITY_PROTECTED_NAS_MESSAGE or non-protected NAS message

    v_DecodedNasPduUL := f_NasEmu_DecodeMsg(p_NAS_DedicatedInformation);

    if (ischosen(v_DecodedNasPduUL.Invalid)) {

      return v_DecodingInfo;            // v_DecodingInfo is {omit, false}

    }

    if (ischosen(v_DecodedNasPduUL.Msg.sECURITY_PROTECTED_NAS_MESSAGE)) {     // SECURITY_PROTECTED_NAS_MESSAGE

      v_SecurityProtectedNasMsg := v_DecodedNasPduUL.Msg.sECURITY_PROTECTED_NAS_MESSAGE;

      v_SecurityHeader      := v_SecurityProtectedNasMsg.securityHeaderType;

      v_ContainedMac        := v_SecurityProtectedNasMsg.messageAuthenticationCode;

      v_SequenceNumber.Long := oct2int(v_SecurityProtectedNasMsg.sequenceNumber);

      v_EncodedNasPdu       := v_SecurityProtectedNasMsg.nasMessage;

      v_CountUL             := f_NasSecurity_EstimateCOUNT(p_NasSecurityByRef.NasCount.UL, v_SequenceNumber,p_NasSecurityByRef.IntegrityCheck5G);

...

}


2.4  Change 4
	Function name
	f_DecipherAndDecodeNasPdu_EUTRA38()

	Reason for change
	For change5.

	Summary of change
	Pass p_NasSecurityByRef.IntegrityCheck5G in.

	TTCN module
	NasEmu_Main_EUTRA38_IRAT.ttcn

	MCC160 Comment
	


Before Change:

	   function f_DecipherAndDecodeNasPdu_EUTRA38(inout NasSecurity_Type p_NasSecurityByRef,

                                     octetstring p_NAS_DedicatedInformation) runs on NASEMU_EUTRA38_IRAT_PTC return template (value) NasEmu_DecodingInfo_Type

  {

    var template (value) NasEmu_DecodingInfo_Type v_DecodingInfo := cs_DecodingInfo_Init; // NasIndication := omit, IntegrityError := false

    var NasEmu_DecodedNasPduUL_Type v_DecodedNasPduUL;

    var octetstring v_IntegrityProtectedOctets;

    var SECURITY_PROTECTED_NAS_MESSAGE v_SecurityProtectedNasMsg;

    var MessageAuthenticationCode v_ContainedMac;

    var NasEmu_SN_Type v_SequenceNumber;

    var NAS_Message v_EncodedNasPdu;

    var NasCount_Type v_CountUL;

    var SecurityHeaderType v_SecurityHeader;

    var NASEmu_CoOrd_CNF v_NASEmu_CoOrd_CNF;

    // Decode NAS message: message is either SECURITY_PROTECTED_NAS_MESSAGE or non-protected NAS message

    v_DecodedNasPduUL := f_NasEmu_DecodeMsg(p_NAS_DedicatedInformation);

    if (ischosen(v_DecodedNasPduUL.Invalid)) {

      return v_DecodingInfo;            // v_DecodingInfo is {omit, false}

    }

    if (ischosen(v_DecodedNasPduUL.Msg.sECURITY_PROTECTED_NAS_MESSAGE)) {     // SECURITY_PROTECTED_NAS_MESSAGE

      v_SecurityProtectedNasMsg := v_DecodedNasPduUL.Msg.sECURITY_PROTECTED_NAS_MESSAGE;

      v_SecurityHeader      := v_SecurityProtectedNasMsg.securityHeaderType;

      v_ContainedMac        := v_SecurityProtectedNasMsg.messageAuthenticationCode;

      v_SequenceNumber.Long := oct2int(v_SecurityProtectedNasMsg.sequenceNumber);

      v_EncodedNasPdu       := v_SecurityProtectedNasMsg.nasMessage;

      v_CountUL             := f_NasSecurity_EstimateCOUNT(p_NasSecurityByRef.NasCount.UL, v_SequenceNumber  );

       ...

  }


After Change:

	   function f_DecipherAndDecodeNasPdu_EUTRA38(inout NasSecurity_Type p_NasSecurityByRef,

                                     octetstring p_NAS_DedicatedInformation) runs on NASEMU_EUTRA38_IRAT_PTC return template (value) NasEmu_DecodingInfo_Type

  {

    var template (value) NasEmu_DecodingInfo_Type v_DecodingInfo := cs_DecodingInfo_Init; // NasIndication := omit, IntegrityError := false

    var NasEmu_DecodedNasPduUL_Type v_DecodedNasPduUL;

    var octetstring v_IntegrityProtectedOctets;

    var SECURITY_PROTECTED_NAS_MESSAGE v_SecurityProtectedNasMsg;

    var MessageAuthenticationCode v_ContainedMac;

    var NasEmu_SN_Type v_SequenceNumber;

    var NAS_Message v_EncodedNasPdu;

    var NasCount_Type v_CountUL;

    var SecurityHeaderType v_SecurityHeader;

    var NASEmu_CoOrd_CNF v_NASEmu_CoOrd_CNF;

    // Decode NAS message: message is either SECURITY_PROTECTED_NAS_MESSAGE or non-protected NAS message

    v_DecodedNasPduUL := f_NasEmu_DecodeMsg(p_NAS_DedicatedInformation);

    if (ischosen(v_DecodedNasPduUL.Invalid)) {

      return v_DecodingInfo;            // v_DecodingInfo is {omit, false}

    }

    if (ischosen(v_DecodedNasPduUL.Msg.sECURITY_PROTECTED_NAS_MESSAGE)) {     // SECURITY_PROTECTED_NAS_MESSAGE

      v_SecurityProtectedNasMsg := v_DecodedNasPduUL.Msg.sECURITY_PROTECTED_NAS_MESSAGE;

      v_SecurityHeader      := v_SecurityProtectedNasMsg.securityHeaderType;

      v_ContainedMac        := v_SecurityProtectedNasMsg.messageAuthenticationCode;

      v_SequenceNumber.Long := oct2int(v_SecurityProtectedNasMsg.sequenceNumber);

      v_EncodedNasPdu       := v_SecurityProtectedNasMsg.nasMessage;

      v_CountUL             := f_NasSecurity_EstimateCOUNT(p_NasSecurityByRef.NasCount.UL, v_SequenceNumber,p_NasSecurityByRef.IntegrityCheck5G);

...
  }


2.5  Change 5
	Function name
	f_NasSecurity_EstimateCOUNT()

	Reason for change
	According to TS24.501, f60  follow  NR  count  ,EUTRA  do not  need to calculate OverflowCounter.

	Summary of change
	Add new branches.



	TTCN module
	NasEmu_Common.ttcn

	MCC160 Comment
	


Before Change:

	   function f_NasSecurity_EstimateCOUNT(NasCount_Type p_PrevCount,

                                       NasEmu_SN_Type p_SequenceNumber) return NasCount_Type

  {

    var integer v_PrevCountValue := oct2int(p_PrevCount);

    var integer v_CountValue;

    var integer v_MaxSnPlus1;

    var integer v_PrevSnValue;

    var integer v_ReceivedSnValue;

    var integer v_OverflowCounter;    /* Note: for normal (long) SN this is the overflow counter as described in 24.301;

                                         for 5 bit SN it includes the 3 most significant bits of the least significant octet (what normally is the SN) */

    if (ischosen(p_SequenceNumber.Long)) {

      v_ReceivedSnValue := p_SequenceNumber.Long;

      v_MaxSnPlus1 := 256;

    } else {

      v_ReceivedSnValue := p_SequenceNumber.Short;

      v_MaxSnPlus1 := 32;

    }

    v_OverflowCounter := v_PrevCountValue / v_MaxSnPlus1;

    v_PrevSnValue := v_PrevCountValue mod v_MaxSnPlus1;

    if (v_ReceivedSnValue < v_PrevSnValue) {     // => overflow

      v_OverflowCounter := (v_OverflowCounter + 1) mod 65536;

    }

    v_CountValue := (v_OverflowCounter * v_MaxSnPlus1) + v_ReceivedSnValue;

    return int2oct(v_CountValue, 4);

  }


After Change:

	 function f_NasSecurity_EstimateCOUNT(NasCount_Type p_PrevCount,

                                                                     NasEmu_SN_Type p_SequenceNumber,









                  boolean IntegrityCheck5G:= false) return NasCount_Type

  {

    var integer v_PrevCountValue := oct2int(p_PrevCount);

    var integer v_CountValue;

    var integer v_MaxSnPlus1;

    var integer v_PrevSnValue;

    var integer v_ReceivedSnValue;

    var integer v_OverflowCounter;    /* Note: for normal (long) SN this is the overflow counter as described in 24.301;

                                         for 5 bit SN it includes the 3 most significant bits of the least significant octet (what normally is the SN) */

    if (ischosen(p_SequenceNumber.Long)) {

      v_ReceivedSnValue := p_SequenceNumber.Long;

      v_MaxSnPlus1 := 256;

    } else {

      v_ReceivedSnValue := p_SequenceNumber.Short;

      v_MaxSnPlus1 := 32;

    }

    v_OverflowCounter := v_PrevCountValue / v_MaxSnPlus1;

    v_PrevSnValue := v_PrevCountValue mod v_MaxSnPlus1;

    if(IntegrityCheck5G)


{


}

  else

  {

    if (v_ReceivedSnValue < v_PrevSnValue) {     // => overflow

             v_OverflowCounter := (v_OverflowCounter + 1) mod 65536;              }

    }
    v_CountValue := (v_OverflowCounter * v_MaxSnPlus1) + v_ReceivedSnValue;

    return int2oct(v_CountValue, 4);

  };


