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1 Overview
This document lists all the essencial changes needed to correct problems in the TTCN implementation of test case 10.1.1.1 which is part of the NR5GC_IWD_19wk50 test suite. 
With these changes applied the test case can be demonstrated to run with one or more UEs (see section 4). Execution log files are provided as evidence. 

Contact:
Yongsheng Ma

mayongsheng@starpointcomm.com
1.1 Verification Test Summary

Test Case: 
10.1.1.1
ATS Version:
iwd-TTCN3-B2019-06_D19wk50
System Simulator used:
Starpoint SP9500 Test system
UE used:
HiSilicon Balong 5000
Verification Status:
PASS
2 Corrections required

2.1 Change 1

	Function name
	fl_TC_10_1_1_1_Body()

	Reason for change
	1. Service type should be set to ‘signalling’ at step 2 and step 11 according to the prose.
2. Security parameters updated after step 6 should be used when checking PDU session authentication complete message at step 7.

	Summary of change
	1. Set service type to ‘0000’B at step 2 and step 11.
2. Replace f_NR5GC_Security_Get() with v_SecurityParams as the security parameter at step 7.

	TTCN module
	GSM_TestCases_NR5GC

	MCC160 Comment
	


Before change

  function fl_TC_10_1_1_1_Body() runs on NR5GC_PTC

  {

    var NR_CellId_Type v_NGC_NASCellA := f_NR5GC_MapNASCell(ngc_CellA, NG_AllCellsOnSamePLMN);

    var NAS_PlmnId v_PLMN := f_NR_Asn2Nas_PlmnId(f_NR_CellInfo_GetPLMN (v_NGC_NASCellA));

    var NG_NAS_SecurityParams_Type v_SecurityParams := f_NR5GC_Security_Get();

    var GSM_MobilityInfo_Type v_GSM_MobilityInfo;

    var GSM_MobilityInfo_Type v_GSM_MobilityInfo_s;

    var NR_RadioBearerId_Type v_SRB;

    var template (value) NG_NAS_DL_Pdu_Type v_MsgToSend;

    var NR_SRB_COMMON_IND v_ReceivedAsp;

    var charstring v_NSSAI := f_ConvertS_NSSAI_ForATCommand (cs_S_NSSAI_SST1eMBB);

    var NG_NAS_MSG_Indication_Type v_ReceivedMsg;

    var NG_NAS_UL_Message_Type v_GSMMsg;

    var ProcedureTransactionIdentifier v_PTI := '00'O;

    var PDUSessionInfoList_Type v_PDUSessionInfo := f_NR5GC_MobileInfo_GetSessionInfoList(); //How many PDU sessions are established ?

    var NG_PDU_SessionId v_PDUSessionId := v_PDUSessionInfo[0].SessionId;

    v_SRB := tsc_NR_RbId_SRB2;

    //@siclog "Steps 1" siclog@

    //Cause the UE to request establishment of PDU session.

    f_UT_RequestPDUSession(UT, 3, tsc_RandomAPN, -, -, v_NSSAI);

    //@siclog "Steps 2 - 4A" siclog@

    v_ReceivedMsg := f_NR5GC_RRCIdleToConnected_Steps2_4(v_NGC_NASCellA);

    f_NR5GC_RRC_ConnectedState3N_Steps5_8(v_NGC_NASCellA, v_ReceivedMsg);

    //@siclog "Step 5" siclog@

    SRB.receive(car_NR_SRB_NasPdu_IND(v_NGC_NASCellA, v_SRB, cr_NG_NAS_IndWithPiggybacking(tsc_SHT_IntegrityProtected_Ciphered))) -> value v_ReceivedAsp;

    if (not f_Check_NG_PDUSessionEstablishmentReq(v_GSM_MobilityInfo,

                                                  v_ReceivedAsp.Signalling.Nas[0].Pdu,

                                                  ?,?,-,-,

                                                  -,-,-,-,

                                                  -,-,-,-,

                                                  omit, //No NSSAI

                                                  ?

                                                  ))

    {

      f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "PDU Session Establishment Message Failed");

    }

    v_GSMMsg := v_ReceivedAsp.Signalling.Nas[0].Pdu.PiggybackedPduList[0].Msg;

    v_GSM_MobilityInfo_s.SessionId := v_GSMMsg.pdu_Session_Establishment_Request.pduSessionId;

    v_PTI := v_GSMMsg.pdu_Session_Establishment_Request.procedureTransactionIdentifier;

    if(match (v_PDUSessionId.sessionId, v_GSM_MobilityInfo_s.SessionId.sessionId)){

    f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "Incorrect PDU session ID");

    }

    if(v_PTI == '00'O){

    f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "Incorrect ProcedureTransactionIdentifier");

    }

    //@siclog "Step 6" siclog@

    // Send PDU Session AUTHENTICATION COMMAND

    v_SecurityParams := f_NR5GC_Security_Get();

    v_MsgToSend := f_Get_PDUSessionAuthenticationCmd(v_SecurityParams, v_GSM_MobilityInfo, v_PLMN);

    SRB.send(cas_NR_SRB_NasPdu_REQ(v_NGC_NASCellA, v_SRB, -, cs_NG_NAS_RequestWithPiggybacking(tsc_SHT_IntegrityProtected_Ciphered, v_MsgToSend)));

    //@siclog "Step 7" siclog@

    // Receive PDU Session AUTHENTICATION COMPLETE

    SRB.receive(car_NR_SRB_NasPdu_IND(v_NGC_NASCellA, v_SRB, cr_NG_NAS_IndWithPiggybacking(tsc_SHT_IntegrityProtected_Ciphered))) -> value v_ReceivedAsp;

    if (not f_Check_NG_PDUSessionAuthenticationComplete(v_GSM_MobilityInfo, f_NR5GC_Security_Get(), v_ReceivedAsp.Signalling.Nas[0].Pdu, *, *)) {

      f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "GSM Authentication Failed");

    }

    f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 7");

    //@siclog "Step 8" siclog@

    // send PDU Session Reject with cause "insufficient resources"

    v_MsgToSend := f_Get_NG_PDUSessionModificationReject(v_GSM_MobilityInfo_s.SessionId , v_PTI, cs_GMM_GSM_Cause (omit, '00011101'B));

    SRB.send(cas_NR_SRB_NasPdu_REQ(v_NGC_NASCellA, - , -, cs_NG_NAS_RequestWithPiggybacking(tsc_SHT_IntegrityProtected_Ciphered, v_MsgToSend)));

    //@siclog "Step 9" siclog@

    // SS releases the rrc connection

    f_NR_RRCRelease(v_NGC_NASCellA);

    //@siclog "Steps 10" siclog@

    //Cause the UE to request establishment of PDU session.

    f_UT_RequestPDUSession(UT, 3, tsc_RandomAPN, -, -, v_NSSAI);

    //@siclog "Steps 11 - 13A" siclog@

    v_ReceivedMsg := f_NR5GC_RRCIdleToConnected_Steps2_4(v_NGC_NASCellA);

    f_NR5GC_RRC_ConnectedState3N_Steps5_8(v_NGC_NASCellA, v_ReceivedMsg);

    //@siclog "Step 14 - 19a1" siclog@

    f_NR5GC_PDUSessionEstablishment (v_NGC_NASCellA, -, -, -, -, -, -, -,

                                             cs_QoS_Rules ({cs_QoS_Rule('01'O, int2bit(1,6), '00'O)}),

                                             -, -, cs_QoSFlowDescr ({cs_QoS_Flow ('000011'B, { cs_QoSParameters(tsc_QoSFlowParameter_5QI, '01'O, '09'O)})}),

                                             -,-,-,-,-,-,-,

                                             -,-,-,-,-,-,-,-,

                                             cs_EAP_Message(bit2oct(encvalue(cs_EAP_Success))) , -, true);

    //@siclog "Step 20" siclog@

    // SS releases the rrc connection

    f_NR_RRCRelease(v_NGC_NASCellA);

    } //End of test body of TC_10_1_1_1

After change

  function fl_TC_10_1_1_1_Body() runs on NR5GC_PTC

  {

    var NR_CellId_Type v_NGC_NASCellA := f_NR5GC_MapNASCell(ngc_CellA, NG_AllCellsOnSamePLMN);

    var NAS_PlmnId v_PLMN := f_NR_Asn2Nas_PlmnId(f_NR_CellInfo_GetPLMN (v_NGC_NASCellA));

    var NG_NAS_SecurityParams_Type v_SecurityParams := f_NR5GC_Security_Get();

    var GSM_MobilityInfo_Type v_GSM_MobilityInfo;

    var GSM_MobilityInfo_Type v_GSM_MobilityInfo_s;

    var NR_RadioBearerId_Type v_SRB;

    var template (value) NG_NAS_DL_Pdu_Type v_MsgToSend;

    var NR_SRB_COMMON_IND v_ReceivedAsp;

    var charstring v_NSSAI := f_ConvertS_NSSAI_ForATCommand (cs_S_NSSAI_SST1eMBB);

    var NG_NAS_MSG_Indication_Type v_ReceivedMsg;

    var NG_NAS_UL_Message_Type v_GSMMsg;

    var ProcedureTransactionIdentifier v_PTI := '00'O;

    var PDUSessionInfoList_Type v_PDUSessionInfo := f_NR5GC_MobileInfo_GetSessionInfoList(); //How many PDU sessions are established ?

    var NG_PDU_SessionId v_PDUSessionId := v_PDUSessionInfo[0].SessionId;

    v_SRB := tsc_NR_RbId_SRB2;

    //@siclog "Steps 1" siclog@

    //Cause the UE to request establishment of PDU session.

    f_UT_RequestPDUSession(UT, 3, tsc_RandomAPN, -, -, v_NSSAI);

    //@siclog "Steps 2 - 4A" siclog@

    v_ReceivedMsg := f_NR5GC_RRCIdleToConnected_Steps2_4(v_NGC_NASCellA, '0000'B);

    f_NR5GC_RRC_ConnectedState3N_Steps5_8(v_NGC_NASCellA, v_ReceivedMsg);

    //@siclog "Step 5" siclog@

    SRB.receive(car_NR_SRB_NasPdu_IND(v_NGC_NASCellA, v_SRB, cr_NG_NAS_IndWithPiggybacking(tsc_SHT_IntegrityProtected_Ciphered))) -> value v_ReceivedAsp;

    if (not f_Check_NG_PDUSessionEstablishmentReq(v_GSM_MobilityInfo,

                                                  v_ReceivedAsp.Signalling.Nas[0].Pdu,

                                                  ?,?,-,-,

                                                  -,-,-,-,

                                                  -,-,-,-,

                                                  omit, //No NSSAI

                                                  ?

                                                  ))

    {

      f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "PDU Session Establishment Message Failed");

    }

    v_GSMMsg := v_ReceivedAsp.Signalling.Nas[0].Pdu.PiggybackedPduList[0].Msg;

    v_GSM_MobilityInfo_s.SessionId := v_GSMMsg.pdu_Session_Establishment_Request.pduSessionId;

    v_PTI := v_GSMMsg.pdu_Session_Establishment_Request.procedureTransactionIdentifier;

    if(match (v_PDUSessionId.sessionId, v_GSM_MobilityInfo_s.SessionId.sessionId)){

    f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "Incorrect PDU session ID");

    }

    if(v_PTI == '00'O){

    f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "Incorrect ProcedureTransactionIdentifier");

    }

    //@siclog "Step 6" siclog@

    // Send PDU Session AUTHENTICATION COMMAND

    v_SecurityParams := f_NR5GC_Security_Get();

    v_MsgToSend := f_Get_PDUSessionAuthenticationCmd(v_SecurityParams, v_GSM_MobilityInfo, v_PLMN);

    SRB.send(cas_NR_SRB_NasPdu_REQ(v_NGC_NASCellA, v_SRB, -, cs_NG_NAS_RequestWithPiggybacking(tsc_SHT_IntegrityProtected_Ciphered, v_MsgToSend)));

    //@siclog "Step 7" siclog@

    // Receive PDU Session AUTHENTICATION COMPLETE

    SRB.receive(car_NR_SRB_NasPdu_IND(v_NGC_NASCellA, v_SRB, cr_NG_NAS_IndWithPiggybacking(tsc_SHT_IntegrityProtected_Ciphered))) -> value v_ReceivedAsp;

    if (not f_Check_NG_PDUSessionAuthenticationComplete(v_GSM_MobilityInfo, v_SecurityParams, v_ReceivedAsp.Signalling.Nas[0].Pdu, *, *)) {

      f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "GSM Authentication Failed");

    }

    f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 7");

    //@siclog "Step 8" siclog@

    // send PDU Session Reject with cause "insufficient resources"

    v_MsgToSend := f_Get_NG_PDUSessionModificationReject(v_GSM_MobilityInfo_s.SessionId , v_PTI, cs_GMM_GSM_Cause (omit, '00011101'B));

    SRB.send(cas_NR_SRB_NasPdu_REQ(v_NGC_NASCellA, - , -, cs_NG_NAS_RequestWithPiggybacking(tsc_SHT_IntegrityProtected_Ciphered, v_MsgToSend)));

    //@siclog "Step 9" siclog@

    // SS releases the rrc connection

    f_NR_RRCRelease(v_NGC_NASCellA);

    //@siclog "Steps 10" siclog@

    //Cause the UE to request establishment of PDU session.

    f_UT_RequestPDUSession(UT, 3, tsc_RandomAPN, -, -, v_NSSAI);

    //@siclog "Steps 11 - 13A" siclog@

    v_ReceivedMsg := f_NR5GC_RRCIdleToConnected_Steps2_4(v_NGC_NASCellA, '0000'B);

    f_NR5GC_RRC_ConnectedState3N_Steps5_8(v_NGC_NASCellA, v_ReceivedMsg);

    //@siclog "Step 14 - 19a1" siclog@

    f_NR5GC_PDUSessionEstablishment (v_NGC_NASCellA, -, -, -, -, -, -, -,

                                             cs_QoS_Rules ({cs_QoS_Rule('01'O, int2bit(1,6), '00'O)}),

                                             -, -, cs_QoSFlowDescr ({cs_QoS_Flow ('000011'B, { cs_QoSParameters(tsc_QoSFlowParameter_5QI, '01'O, '09'O)})}),

                                             -,-,-,-,-,-,-,

                                             -,-,-,-,-,-,-,-,

                                             cs_EAP_Message(bit2oct(encvalue(cs_EAP_Success))) , -, true);

    //@siclog "Step 20" siclog@

    // SS releases the rrc connection

    f_NR_RRCRelease(v_NGC_NASCellA);

    } //End of test body of TC_10_1_1_1
2.2 Change 2
	Function name
	f_NG_EAP_AuthenticationInit

	Reason for change
	1. Wrong start position used when abstracting Ik, Ik starts from the 128th bit of v_Ck_Ik_.
2. According to RFC5448,  XRES should be used in EAP AKA’ as the authentication expected response rather than XRES*. 

	Summary of change
	1. Modify the start position to 128 when abstracting Ik.
2. Use new function of updating other authentication parameters for EAP AKA’ with XRES* removed.( related function see addition 4.3)

	TTCN module
	NG_NAS_SecurityFunctions

	MCC160 Comment
	


Before change

 function f_NG_EAP_AuthenticationInit(NG_NAS_SecurityParams_Type p_Auth_Params,

                                       NAS_PlmnId p_PLMN,

                                       charstring p_Identity,

                                       template (omit) Common_AuthenticationParams_Type p_Common_AuthenticationParams := omit) return NG_NAS_SecurityParams_Type

  {

    var NG_NAS_SecurityParams_Type v_Auth_Params := p_Auth_Params;

    var B256_Type v_Ck_Ik_;

    var B128_Type v_Ck_;

    var B128_Type v_Ik_;

    var bitstring v_MK;

    var B256_Type v_K;

    var charstring v_S;

    if (isvalue(p_Common_AuthenticationParams)) {

      v_Auth_Params.AuthParams := valueof(p_Common_AuthenticationParams);

    } else {

      // Generates Ck, Ik, AUTN, XRES according to TS 33.102 and TS 34.108

      v_Auth_Params.AuthParams := f_AuthenticationInit(v_Auth_Params.AuthParams);

    }

    v_Auth_Params.Ks := v_Auth_Params.AuthParams.CK & v_Auth_Params.AuthParams.IK;

    // Generates Ck' and IK'

    v_Ck_Ik_ := f_NG_Authentication_A3(v_Auth_Params.AuthParams,

                                       v_Auth_Params.KDF,

                                       v_Auth_Params.Ks,

                                       p_PLMN);

    v_Ck_ := substr (v_Ck_Ik_, 0, 128);

    v_Ik_ := substr (v_Ck_Ik_, 127, 128);

    // RFC 5448 cl. 3.3

    v_K := v_Ik_ & v_Ck_;

    v_S := "EAP-AKA'" & p_Identity;

    // Master Key

    v_MK := fx_EAP_KeyDerivationFunction (1, v_K, char2oct (v_S));

    v_Auth_Params.MK := v_MK;

    // As per 33.501 clause 6.1.3.1

    // KAUSF is EMSK in RFC 5448 cl. 3.3

    v_Auth_Params.KAUSF := substr (v_MK, 1152, 256);

    // Now update the other parameters (common to 5GAKA and EAP)

    v_Auth_Params := fl_NG_NAS_AuthenticationInitOtherParams (v_Auth_Params, p_PLMN);

    return v_Auth_Params;

  }  
After change

   function f_NG_EAP_AuthenticationInit(NG_NAS_SecurityParams_Type p_Auth_Params,

                                       NAS_PlmnId p_PLMN,

                                       charstring p_Identity,

                                       template (omit) Common_AuthenticationParams_Type p_Common_AuthenticationParams := omit) return NG_NAS_SecurityParams_Type

  {

    var NG_NAS_SecurityParams_Type v_Auth_Params := p_Auth_Params;

    var B256_Type v_Ck_Ik_;

    var B128_Type v_Ck_;

    var B128_Type v_Ik_;

    var bitstring v_MK;

    var B256_Type v_K;

    var charstring v_S;

    if (isvalue(p_Common_AuthenticationParams)) {

      v_Auth_Params.AuthParams := valueof(p_Common_AuthenticationParams);

    } else {

      // Generates Ck, Ik, AUTN, XRES according to TS 33.102 and TS 34.108

      v_Auth_Params.AuthParams := f_AuthenticationInit(v_Auth_Params.AuthParams);

    }

    v_Auth_Params.Ks := v_Auth_Params.AuthParams.CK & v_Auth_Params.AuthParams.IK;

    // Generates Ck' and IK'

    v_Ck_Ik_ := f_NG_Authentication_A3(v_Auth_Params.AuthParams,

                                       v_Auth_Params.KDF,

                                       v_Auth_Params.Ks,

                                       p_PLMN);

    v_Ck_ := substr (v_Ck_Ik_, 0, 128);

    v_Ik_ := substr (v_Ck_Ik_, 128, 128);

    // RFC 5448 cl. 3.3

    v_K := v_Ik_ & v_Ck_;

    v_S := "EAP-AKA'" & p_Identity;

    // Master Key

    v_MK := fx_EAP_KeyDerivationFunction (1, v_K, char2oct (v_S));

    v_Auth_Params.MK := v_MK;

    // As per 33.501 clause 6.1.3.1

    // KAUSF is EMSK in RFC 5448 cl. 3.3

    v_Auth_Params.KAUSF := substr (v_MK, 1152, 256);

    // Now update the other parameters (For EAP)

     v_Auth_Params := fl_NG_EAP_AuthenticationInitOtherParams (v_Auth_Params, p_PLMN);

    return v_Auth_Params;

  }

2.3 Change 3
	function name
	fl_NG_EAP_AuthenticationInitOtherParams

	Reason for Addition
	According to RFC5448,  XRES should be used in EAP AKA’ as the authentication expected response rather than XRES*. 

	Summary of Addition
	Create new function of updating other authentication parameters for EAP AKA’ with XRES* removed.

	TTCN module
	NG_NAS_SecurityFunctions

	MCC160 Comment
	


New function
   function fl_NG_EAP_AuthenticationInitOtherParams(NG_NAS_SecurityParams_Type p_Auth_Params,

                                                   NAS_PlmnId p_PLMN) return NG_NAS_SecurityParams_Type

  {

    var NG_NAS_SecurityParams_Type v_Auth_Params := p_Auth_Params;

    // update KSI

    v_Auth_Params.KSIamf := f_Authentication_IncrementKeySeq(v_Auth_Params.KSIamf);

    // Generate KSEAF

    v_Auth_Params.KSEAF := f_NG_Authentication_A6(p_PLMN,

                                                  v_Auth_Params.KAUSF,

                                                  v_Auth_Params.KDF);

    // Generate KAMF

    v_Auth_Params.KAMF := f_NG_Authentication_A7(hex2str(px_IMSI_Def), // @sic R5s190109 sic@

                                                 v_Auth_Params.KSEAF,

                                                 v_Auth_Params.ABBA,

                                                 v_Auth_Params.KDF);

    // Derive KNASenc key

    v_Auth_Params.NAS_Ciphering.K_NAS := f_NG_Authentication_A8(tsc_NAS_Enc_Alg,

                                                                v_Auth_Params.NAS_Ciphering.Algorithm,

                                                                v_Auth_Params.KAMF,

                                                                v_Auth_Params.KDF);

    // Derive KNASint key

    v_Auth_Params.NAS_Integrity.K_NAS := f_NG_Authentication_A8(tsc_NAS_Int_Alg,

                                                                v_Auth_Params.NAS_Integrity.Algorithm,

                                                                v_Auth_Params.KAMF,

                                                                v_Auth_Params.KDF);

    return v_Auth_Params;

  }

2.4 Change 4
	function name
	f_NG_EAP_ChallengeReq

	Reason for change
	1. Wrong type used for v_AUTN definition,  type EAP_AT_AUTN should be used.
2. Only EAP attributes length is counted in current TTCN, the length of the left parts  should be added for the EAP request message, which is 8 octets long.
3. According to RFC 5448 cl. 3.3, K_aut = MK[128..383]. Wrong start position used when abstracting K_aut.
4. According to RFC 5448 cl. 3.4.2, The MAC algorithm is HMAC-SHA-256-128, a keyed hash value, rather than PRF’.

	Summary of change
	1. Replace EAP_AT_RAND with EAP_AT_AUTN for AUTN definition.
2. Modify the initial message length to 8.

3. Modify the start position to 128 when abstracting K_aut.
4. Replace external function fx_EAP_KeyDerivationFunction with fx_KeyDerivationFunction when computing MAC value.

	TTCN module
	NG_NAS_SecurityFunctions

	MCC160 Comment
	


Before change
  function f_NG_EAP_ChallengeReq(NG_NAS_SecurityParams_Type p_Auth_Params,

                                 NAS_PlmnId p_PLMN)

    return octetstring

  {

    var template (value) EAP_AT_RAND v_RAND;

    var template (value) EAP_AT_RAND v_AUTN;

    var template (value) EAP_AT_KDF v_KDF;

    var template (value) EAP_AT_KDF_INPUT v_KDF_INPUT;

    var template (value) EAP_AT_MAC v_MAC;

    var O16_Type v_MACValue := '00000000000000000000000000000000'O;

    var bitstring v_K_aut;

    var template (value) EAP_Message_Type v_EAP_Message;

    var integer v_Msglen := 0;

    var octetstring v_NetworkName := fl_GetServingNetworkName (p_PLMN);

    var bitstring v_EncodedMsg;

    var integer v_Len;

    var integer v_Paddinglen;

    var integer i;

    v_RAND := cs_EAP_AT_RAND (bit2oct(p_Auth_Params.AuthParams.RandValue));

    v_Msglen := v_Msglen + 5*4;

    v_AUTN := cs_EAP_AT_AUTN (bit2oct(p_Auth_Params.AuthParams.AUTN));

    v_Msglen := v_Msglen + 5*4;

    v_KDF := cs_EAP_AT_KDF;

    v_Msglen := v_Msglen + 4;

    v_Len := lengthof(v_NetworkName);

    if (v_Len mod 4 > 0) {

      v_Paddinglen := 4 - v_Len mod 4;

      for (i:=0; i < v_Paddinglen; i:=i+1) {

        v_NetworkName := v_NetworkName & '00'O;

      }

    }

    v_KDF_INPUT := cs_EAP_AT_KDF_INPUT (v_NetworkName, int2oct(v_Len, 2));

    v_Msglen := v_Msglen + lengthof(v_NetworkName) + 4;

    v_MAC := cs_EAP_AT_MAC (v_MACValue);

    v_Msglen := v_Msglen + 5*4;

    // Build the message with MAC=0

    v_EAP_Message := cs_EAP_Request_AKAChallenge(int2oct(v_Msglen, 2),

                                                 v_RAND, v_AUTN, v_KDF,

                                                 v_KDF_INPUT, v_MAC);

    // Compute MAC according to RFC 5448 cl. 3.4.2

    v_EncodedMsg := encvalue(v_EAP_Message);

    v_K_aut := substr(p_Auth_Params.MK, 0,256); // RFC 5448 cl. 3.3 K_aut to be used for computing MAC

    v_MACValue := bit2oct(substr(fx_EAP_KeyDerivationFunction (1, v_K_aut, bit2oct(v_EncodedMsg)), 0, 128));

    v_MAC := cs_EAP_AT_MAC (v_MACValue);

    // Finally return the complete EAP-AKA' challenge with correct MAC

    return (bit2oct(encvalue(cs_EAP_Request_AKAChallenge (int2oct(v_Msglen, 2),

                                                          v_RAND, v_AUTN, v_KDF,

                                                          v_KDF_INPUT, v_MAC))));

  }
After change
   function f_NG_EAP_ChallengeReq(NG_NAS_SecurityParams_Type p_Auth_Params,

                                 NAS_PlmnId p_PLMN)

    return octetstring

  {

    var template (value) EAP_AT_RAND v_RAND;

    var template (value) EAP_AT_AUTN v_AUTN;

    var template (value) EAP_AT_KDF v_KDF;

    var template (value) EAP_AT_KDF_INPUT v_KDF_INPUT;

    var template (value) EAP_AT_MAC v_MAC;

    var O16_Type v_MACValue := '00000000000000000000000000000000'O;

    var bitstring v_K_aut;

    var template (value) EAP_Message_Type v_EAP_Message;

    var integer v_Msglen := 8;

    var octetstring v_NetworkName := fl_GetServingNetworkName (p_PLMN);

    var bitstring v_EncodedMsg;

    var integer v_Len;

    var integer v_Paddinglen;

    var integer i;

    v_RAND := cs_EAP_AT_RAND (bit2oct(p_Auth_Params.AuthParams.RandValue));

    v_Msglen := v_Msglen + 5*4;

    v_AUTN := cs_EAP_AT_AUTN (bit2oct(p_Auth_Params.AuthParams.AUTN));

    v_Msglen := v_Msglen + 5*4;

    v_KDF := cs_EAP_AT_KDF;

    v_Msglen := v_Msglen + 4;

    v_Len := lengthof(v_NetworkName);

    if (v_Len mod 4 > 0) {

      v_Paddinglen := 4 - v_Len mod 4;

      for (i:=0; i < v_Paddinglen; i:=i+1) {

        v_NetworkName := v_NetworkName & '00'O;

      }

    }

    v_KDF_INPUT := cs_EAP_AT_KDF_INPUT (v_NetworkName, int2oct(v_Len, 2));

    v_Msglen := v_Msglen + lengthof(v_NetworkName) + 4;

    v_MAC := cs_EAP_AT_MAC (v_MACValue);

    v_Msglen := v_Msglen + 5*4;

    // Build the message with MAC=0

    v_EAP_Message := cs_EAP_Request_AKAChallenge(int2oct(v_Msglen, 2),

                                                 v_RAND, v_AUTN, v_KDF,

                                                 v_KDF_INPUT, v_MAC);

    // Compute MAC according to RFC 5448 cl. 3.4.2

    v_EncodedMsg := encvalue(v_EAP_Message);

    v_K_aut := substr(p_Auth_Params.MK, 128, 256); // RFC 5448 cl. 3.3 K_aut to be used for computing MAC

    v_MACValue := bit2oct(substr(fx_KeyDerivationFunction (1, v_K_aut, bit2oct(v_EncodedMsg)), 0, 128));//TBD!

    v_MAC := cs_EAP_AT_MAC (v_MACValue);

    // Finally return the complete EAP-AKA' challenge with correct MAC

    return (bit2oct(encvalue(cs_EAP_Request_AKAChallenge (int2oct(v_Msglen, 2),

                                                          v_RAND, v_AUTN, v_KDF,

                                                          v_KDF_INPUT, v_MAC))));

  }
2.5 Change 5
	function name
	f_NG_EAP_SuccessfulAuthenticationResponse

	Reason for change
	1. According to RFC 5448 cl. 3.3, K_aut = MK[128..383]. Wrong start position used when abstracting K_aut.
2. According to RFC 5448 cl. 3.4.2, The MAC algorithm is HMAC-SHA-256-128, a keyed hash value, rather than PRF’.

	Summary of change
	1. Modify the start position to 128 when abstracting K_aut.
2. Replace external function fx_EAP_KeyDerivationFunction with fx_KeyDerivationFunction when computing MAC value.

	TTCN module
	NG_NAS_SecurityFunctions

	MCC160 Comment
	


Before change
  function f_NG_EAP_SuccessfulAuthenticationResponse(inout NG_NAS_SecurityParams_Type p_Auth_Params,

                                                     octetstring p_ReceivedEAP)

    return boolean

  {

    var boolean v_Result := false;

    var bitstring v_ReceivedEAP := oct2bit(p_ReceivedEAP);

    var O16_Type v_RxdMAC;

    var O16_Type v_MACValue := '00000000000000000000000000000000'O;

    var bitstring v_K_aut;

    var EAP_Message_Type v_EAP_Message;

    var B32_128_Type v_RESValue;

    var bitstring v_EncodedMsg;

    var integer v_Len;

    var integer v_Paddinglen;

    var integer i;

    if (decvalue(v_ReceivedEAP, v_EAP_Message) != 0) {

      FatalError(__FILE__, __LINE__, "EAP message cannot be decoded");

    }

    //get length in bits of received RES (as it's a variable length, need to compare the correct length)

    v_Len := oct2int(v_EAP_Message.akaChallenge_Rsp.attributes.res.reslen);

    // store this in the global info

    p_Auth_Params.AuthParams.XRESLength := v_Len / 8;

    // Get the RES value from the global info

    v_RESValue := substr(p_Auth_Params.AuthParams.XRES, 0, v_Len);

    // Now pad it so that it's (hopefully) the same length of the received value

    if (v_Len mod 8 > 0 or (v_Len/8) mod 4 > 0) {

      v_Paddinglen := 8 - v_Len mod 8;   // pad to end of octet, in bits

      v_Paddinglen := (4 - ((v_Len + v_Paddinglen)/8) mod 4)*8; // pad to multiple of 4 octets, in bits

      for (i:=0; i < v_Paddinglen; i:=i+1) {

        v_RESValue := v_RESValue & '0'B;

      }

    }

    // Check message is AKAChallenge, length and AT_RES is correct

    if (match (v_EAP_Message, cr_EAP_Response_AKAChallenge(int2oct(lengthof(p_ReceivedEAP), 2), cr_EAP_AT_RES (bit2oct(v_RESValue), int2oct(v_Len, 2)), ?))) {

      // Then test MAC

      v_RxdMAC := v_EAP_Message.akaChallenge_Rsp.attributes.mac.mac;

      // First build the message with MAC=0

      v_EAP_Message.akaChallenge_Rsp.attributes.mac.mac := v_MACValue;

      // Compute MAC according to RFC 5448 cl. 3.4.2

      v_EncodedMsg := encvalue(v_EAP_Message);

      v_K_aut := substr(p_Auth_Params.MK, 0,256); // RFC 5448 cl. 3.3 K_aut to be used for computing MAC

      v_MACValue := bit2oct(substr(fx_EAP_KeyDerivationFunction (1, v_K_aut, bit2oct(v_EncodedMsg)), 0, 128));

      // Then test it against the received value

      if (match(v_RxdMAC, v_MACValue)) { // if the MAC also matches then the whole message is correct

        v_Result := true;

      }

    }

    return v_Result;

  }

}

After change
function f_NG_EAP_SuccessfulAuthenticationResponse(inout NG_NAS_SecurityParams_Type p_Auth_Params,

                                                     octetstring p_ReceivedEAP)

    return boolean

  {

    var boolean v_Result := false;

    var bitstring v_ReceivedEAP := oct2bit(p_ReceivedEAP);

    var O16_Type v_RxdMAC;

    var O16_Type v_MACValue := '00000000000000000000000000000000'O;

    var bitstring v_K_aut;

    var EAP_Message_Type v_EAP_Message;

    var B32_128_Type v_RESValue;

    var bitstring v_EncodedMsg;

    var integer v_Len;

    var integer v_Paddinglen;

    var integer i;

    if (decvalue(v_ReceivedEAP, v_EAP_Message) != 0) {

      FatalError(__FILE__, __LINE__, "EAP message cannot be decoded");

    }

    //get length in bits of received RES (as it's a variable length, need to compare the correct length)

    v_Len := oct2int(v_EAP_Message.akaChallenge_Rsp.attributes.res.reslen);

    // store this in the global info

    p_Auth_Params.AuthParams.XRESLength := v_Len / 8;

    // Get the RES value from the global info

    v_RESValue := substr(p_Auth_Params.AuthParams.XRES, 0, v_Len);

    // Now pad it so that it's (hopefully) the same length of the received value

    if (v_Len mod 8 > 0 or (v_Len/8) mod 4 > 0) {

      v_Paddinglen := 8 - v_Len mod 8;   // pad to end of octet, in bits

      v_Paddinglen := (4 - ((v_Len + v_Paddinglen)/8) mod 4)*8; // pad to multiple of 4 octets, in bits

      for (i:=0; i < v_Paddinglen; i:=i+1) {

        v_RESValue := v_RESValue & '0'B;

      }

    }

    // Check message is AKAChallenge, length and AT_RES is correct

    if (match (v_EAP_Message, cr_EAP_Response_AKAChallenge(int2oct(lengthof(p_ReceivedEAP), 2), cr_EAP_AT_RES (bit2oct(v_RESValue), int2oct(v_Len, 2)), ?))) {

      // Then test MAC

      v_RxdMAC := v_EAP_Message.akaChallenge_Rsp.attributes.mac.mac;

      // First build the message with MAC=0

      v_EAP_Message.akaChallenge_Rsp.attributes.mac.mac := v_MACValue;

      // Compute MAC according to RFC 5448 cl. 3.4.2

      v_EncodedMsg := encvalue(v_EAP_Message);

      v_K_aut := substr(p_Auth_Params.MK, 128,256); // RFC 5448 cl. 3.3 K_aut to be used for computing MAC

      v_MACValue := bit2oct(substr(fx_KeyDerivationFunction (1, v_K_aut, bit2oct(v_EncodedMsg)), 0, 128));

      // Then test it against the received value

      if (match(v_RxdMAC, v_MACValue)) { // if the MAC also matches then the whole message is correct

        v_Result := true;

      }

    }

    return v_Result;

  }

}

2.6 Change 6
	Type name
	EAP_Attributes

	Reason for change
	According to  the code string of UE’s response,  MAC value is coded after check code IE. The type definition for EAP Attributes should be in accordance with the actual code string otherwise it will cause MAC calculation error for the AKA challenge response message due to the message re-encoding after set MAC value to 0. 

	Summary of change
	Move MAC IE after the KDF IE.

	TTCN module
	EAP_TypeDefs

	MCC160 Comment
	


Before change
   type set EAP_Attributes {

    EAP_AT_RAND rand optional,

    EAP_AT_AUTN autn optional,

    EAP_AT_RES res optional,

    EAP_AT_AUTS auts optional,

    EAP_AT_PADDING padd optional,

    EAP_AT_PERMANENT_ID_REQ permIdReq optional,

    EAP_AT_MAC mac optional,
    EAP_AT_NOTIFICATION notification optional,

    EAP_AT_ANY_ID_REQ anyIdReq optional,

    EAP_AT_IDENTITY id optional,

    EAP_AT_VERSION_LIST versionList optional,

    EAP_AT_SELECTED_VERSION selectedVersion optional,

    EAP_AT_FULLAUTH_ID_REQ fullauthIdReq optional,

    EAP_AT_COUNTER counter optional,

    EAP_AT_COUNTER_TOO_SMALL counterTooSmall optional,

    EAP_AT_NONCE_S nonceS optional,

    EAP_AT_CLIENT_ERROR_CODE clientErrorCode optional,

    EAP_AT_IV iv optional,

    EAP_AT_NEXT_PSEUDONYM nextPseudonym optional,

    EAP_AT_NEXT_REAUTH_ID nextReauthId optional,

    EAP_AT_CHECKCODE checkCode optional,

    EAP_AT_RESULT_IND resultInd optional,

    EAP_AT_KDF_INPUT kdfInput optional,

    EAP_AT_KDF kdf optional

  };
After change
  type set EAP_Attributes {

    EAP_AT_RAND rand optional,

    EAP_AT_AUTN autn optional,

    EAP_AT_RES res optional,

    EAP_AT_AUTS auts optional,

    EAP_AT_PADDING padd optional,

    EAP_AT_PERMANENT_ID_REQ permIdReq optional,

    EAP_AT_NOTIFICATION notification optional,

    EAP_AT_ANY_ID_REQ anyIdReq optional,

    EAP_AT_IDENTITY id optional,

    EAP_AT_VERSION_LIST versionList optional,

    EAP_AT_SELECTED_VERSION selectedVersion optional,

    EAP_AT_FULLAUTH_ID_REQ fullauthIdReq optional,

    EAP_AT_COUNTER counter optional,

    EAP_AT_COUNTER_TOO_SMALL counterTooSmall optional,

    EAP_AT_NONCE_S nonceS optional,

    EAP_AT_CLIENT_ERROR_CODE clientErrorCode optional,

    EAP_AT_IV iv optional,

    EAP_AT_NEXT_PSEUDONYM nextPseudonym optional,

    EAP_AT_NEXT_REAUTH_ID nextReauthId optional,

    EAP_AT_CHECKCODE checkCode optional,

    EAP_AT_RESULT_IND resultInd optional,

    EAP_AT_KDF_INPUT kdfInput optional,

    EAP_AT_KDF kdf optional,
    EAP_AT_MAC mac optional

  };
2.7 Change 7
	Type name
	tsc_NR_ShortMessage_SystemInfoModification

	Reason for Change
	According to RFC5448 cl.3.4.3 and RFC4187 cl.10.13,  check code IE is optional for attribute AT_CHECKCODE. It is mandatory in current TTCN, which may cause decode error.

	Summary of Change
	Make check code IE optional in type definition.

	TTCN module
	EAP_TypeDefs

	MCC160 Comment
	


Before change
 type record EAP_AT_CHECKCODE {

    // RFC 4187 cl. 10.13

    O1_Type attributeType ('86'O),

    O1_Type len,

    O2_Type reserved,

    octetstring checkCode

  };

After change
type record EAP_AT_CHECKCODE {

    // RFC 4187 cl. 10.13

    O1_Type attributeType ('86'O),

    O1_Type len,

    O2_Type reserved,

    octetstring checkCode optional
  };

2.8 Change 8
	Function name
	f_NR5GC_RRCIdleToConnected_Steps2_4

	Reason for Change
	According to change 1.1, service type need to be set in the test procedure.


	Summary of Change
	Add a new parameter to pass in the service type.

	TTCN module
	NR5GC_NASSteps.ttcn

	MCC160 Comment
	


Before change
  function f_NR5GC_RRCIdleToConnected_Steps2_4(NR_CellId_Type p_CellId  ) runs on NR5GC_PTC return NG_NAS_MSG_Indication_Type

  {

    var NG_NAS_MSG_Indication_Type v_ReceivedMsg;

    var NG_NAS_GutiParameters_Type v_GutiParams := f_NR5GC_CellInfo_GetGutiParameters (p_CellId);

    var template (present) NG_MobileIdentity v_S_TMSI := f_NG_S_TMSI2MobileIdentity(omit, v_GutiParams);

    // Steps 2-4 RRC connection Setup

    v_ReceivedMsg := f_NR_RRC_ConnEst_DefWithNas (p_CellId, tsc_NR_RRC_TI_Def, ?);

    if (not f_Check_NG_ServiceReqMsg (v_ReceivedMsg.Pdu, cs_NAS_KeySetIdentifier_lv(f_NR_SecurityKSIamf_Get (), tsc_NasKsi_NativeSecurityContext), v_S_TMSI   )) {

      f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "Service Request Message Failed");

    }

    return v_ReceivedMsg;

   }

After change
  function f_NR5GC_RRCIdleToConnected_Steps2_4(NR_CellId_Type p_CellId,

  





                       template (present) B4_Type p_ServiceType := '0010'B)runs on NR5GC_PTC return NG_NAS_MSG_Indication_Type

  {

    var NG_NAS_MSG_Indication_Type v_ReceivedMsg;

    var NG_NAS_GutiParameters_Type v_GutiParams := f_NR5GC_CellInfo_GetGutiParameters (p_CellId);

    var template (present) NG_MobileIdentity v_S_TMSI := f_NG_S_TMSI2MobileIdentity(omit, v_GutiParams);

    // Steps 2-4 RRC connection Setup

    v_ReceivedMsg := f_NR_RRC_ConnEst_DefWithNas (p_CellId, tsc_NR_RRC_TI_Def, ?);

    if (not f_Check_NG_ServiceReqMsg (v_ReceivedMsg.Pdu, cs_NAS_KeySetIdentifier_lv(f_NR_SecurityKSIamf_Get (), tsc_NasKsi_NativeSecurityContext), v_S_TMSI, p_ServiceType)) {

      f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "Service Request Message Failed");

    }

    return v_ReceivedMsg;

   }

3 Branches executed

4 Execution Log Files 

4.1 Hisilicon Balong 5000
The Hisilicon passed this test case on Starpoint SP9500 Test System. The documentation below is enclosed as evidence of the successful test case run [1]:

· Test Case Execution log file: 
\ TC_10_1_1_1_NR5GC_PASS.spm
·   PIXCIT settings used:

 \ TC_10_1_1_1_PIXIT.sppar

In the log file (in .txt / -html format) the complete test case execution can be seen. All TLI events are presented and message contents are fully decoded and can be verified. Preliminary verdicts and the final test case verdict can be seen in the log file.
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