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Overview

This document lists all the essencial changes needed to correct problems in the TTCN implementation of test case 9.1.7.2 which is part of the NR5GC_IWD_20wk11 test suite. 
With these changes applied the test case can be demonstrated to run with one or more UEs (see section 4). Execution log files are provided as evidence. 

Contact:
Yongsheng Ma

 mayongsheng@starpointcomm.com
Verification Test Summary

Test Case: 
9.1.7.2
ATS Version:
iwd-TTCN3-B2019-06_D20wk11
System Simulator used:
Starpoint SP9500 Test system
UE used:
HiSilicon Balong 5000
Verification Status:
PASS
Corrections required
Change 1

	Function name
	fl_TC_9_1_7_2_Body

	Reason for change
	The SERVICE REQUEST message sent at step 4 and 7 are not initial NAS messages, since the secure exchange of NAS message is established, this NAS message should be integrity protected and ciphered. The security header should be tsc_SHT_IntegrityProtected_Ciphered.
The SERVICE REQUEST message sent at step 4 and 7 are not initial NAS messages, piggybacked NAS message are not exist. Wrong extract used when extracting SERVICE REQUEST message.
According to the prose, PDU session reactivation result IE should be sent instead of PDU session status IE at step 10. And In this case scenario, PDU session status is optional for UE to send in the SERVICE REQUEST message, the PDU session reactivation result should be generated by UL data status IE sent by UE.
The UE may loop back IP PDU at the same time when sending RRC reconfiguration complete message, which may lead to TTCN error.

	Summary of change
	Use tsc_SHT_IntegrityProtected_Ciphered for step 4 and 7.
Remove PiggybackedPduList[0].when extracting SERVICE REQUEST message.
Use UL data status IE when generating PDU session reactivation result, modify the IEI and PSI for this IE according to the prose. And modify the parameter for SERVICE ACCEPT at step 10.
Make f_NR_RRCReconfigExistingDRBs not receive RRC reconfiguration complete message. Use Interleave statement when receiving DRB data and RRC reconfiguration complete message.

	TTCN module
	Service_Request_NR5GC

	MCC160 Comment
	


Before Change:

	   function fl_TC_9_1_7_2_Body() runs on NR5GC_PTC

  {

    var NR_CellId_Type v_NGC_NASCellA := f_NR5GC_MapNASCell(ngc_CellA, NG_AllCellsOnSamePLMN);

    var NR_RadioBearerId_Type v_SRB := tsc_NR_RbId_SRB2;

    var charstring v_NSSAI := f_ConvertS_NSSAI_ForATCommand (cs_S_NSSAI_SST1eMBB);

    var template (omit) QosFlow_Identification_Type v_QosFlowId;

    var DRB_ToReleaseList v_DRBToReleaseList;

    var template (value) RadioBearerConfig v_RadioBearerConfig;

    var SDAP_SDUList_Type v_SDAP_Data := { f_IPv4IPv6_IcmpEchoReply(f_LoopbackModeB_IP_Address_UE()) }; //Create the IP Data

    var template (value) PDU_SessionStatus v_PDUSessionStatus;

    var NR_SRB_COMMON_IND v_ReceivedAsp;

    var integer v_PSI;

    var boolean v_Result := false;

    //@siclog "Steps 1A - 1C" siclog@ //@sic R5-201088 sic@

    f_UT_RequestPDUSession(UT, 3, tsc_RandomAPN, -, -, v_NSSAI);

    f_NR5GC_PDUSessionEstablishment (v_NGC_NASCellA, 1);

    v_QosFlowId := f_NR_GetQosFlowIdentification_ForDRBId(f_NR_GetDefaultDRB_ForFirstNonIMSPDUSession());

    v_DRBToReleaseList := {f_NR_GetDefaultDRB_ForFirstNonIMSPDUSession()}; //Get the first non-IMS PDU session ID

    v_RadioBearerConfig := cs_38508_RadioBearerConfigDef(-, -, v_DRBToReleaseList);

    v_PSI := valueof(v_QosFlowId.PDU_SessionId);

    //@siclog "Steps 1D" siclog@

    DRB.send(cas_NR_DRB_COMMON_REQ_SDAP_SDUList(v_NGC_NASCellA, v_QosFlowId, v_SDAP_Data));

    //@siclog "Steps 2 - 3" siclog@

    //The SS transmits an RRCReconfiguration message to release User-plane resources for the PDU session.

    f_NR_SendRRCReconfiguration(v_NGC_NASCellA, -, v_RadioBearerConfig);

    //@siclog "Steps 4" siclog@

    SRB.receive (car_NR_SRB_NasPdu_IND(v_NGC_NASCellA, v_SRB, cr_NG_NAS_Ind(tsc_SHT_IntegrityProtected,

                                                                      cr_NG_SERVICE_REQUEST('0001'B,

                                                                      cs_NAS_KeySetIdentifier_lv(f_NR_SecurityKSIamf_Get (), tsc_NasKsi_NativeSecurityContext),

                                                                      ?,

                                                                      cr_ULDataStatus(-,-), //@sic R5-201088 sic@

                                                                      *,*,*)))) -> value v_ReceivedAsp;

    f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 4");

    if(v_PSI <8){

      v_Result := f_Bitstring_BitIsSet(v_ReceivedAsp.Signalling.Nas[0].Pdu.PiggybackedPduList[0].Msg.service_Request.ulDataStatus.psi0_7, 7-v_PSI);

    }

    else

    {

      v_Result := f_Bitstring_BitIsSet(v_ReceivedAsp.Signalling.Nas[0].Pdu.PiggybackedPduList[0].Msg.service_Request.ulDataStatus.psi8_15, v_PSI-8);

    }

    if(not v_Result)

    {

      f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "UL Data status in Service Request Message Failed");

    }

    //@siclog "Steps 5" siclog@

    //SS does not respond to Service Request

    //@siclog "Steps 6" siclog@

    f_Delay (f_NR_SetTimerToleranceMin(v_NGC_NASCellA, nasTimer, 15.0));

    //@siclog "Steps 7" siclog@

    SRB.receive (car_NR_SRB_NasPdu_IND(v_NGC_NASCellA, v_SRB, cr_NG_NAS_Ind(tsc_SHT_IntegrityProtected,

                                                                      cr_NG_SERVICE_REQUEST('0001'B,

                                                                      cs_NAS_KeySetIdentifier_lv(f_NR_SecurityKSIamf_Get (), tsc_NasKsi_NativeSecurityContext),

                                                                      ?,

                                                                      cr_ULDataStatus(-,-), //@sic R5-201088 sic@

                                                                      *,*,*)))) -> value v_ReceivedAsp;

    if(v_PSI <8){

      v_Result := f_Bitstring_BitIsSet(v_ReceivedAsp.Signalling.Nas[0].Pdu.PiggybackedPduList[0].Msg.service_Request.ulDataStatus.psi0_7, 7-v_PSI);

    }

    else

    {

      v_Result := f_Bitstring_BitIsSet(v_ReceivedAsp.Signalling.Nas[0].Pdu.PiggybackedPduList[0].Msg.service_Request.ulDataStatus.psi8_15, v_PSI-8);

    }

    if(not v_Result)

    {

      f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "UL Data status in Service Request Message Failed");

    }

    v_PDUSessionStatus := v_ReceivedAsp.Signalling.Nas[0].Pdu.Msg.service_Request.pduSessionStatus;

    v_PDUSessionStatus.psi0_7 := v_ReceivedAsp.Signalling.Nas[0].Pdu.Msg.service_Request.ulDataStatus.psi0_7;
    //The SS transmits an IDENTITY REQUEST requesting 5G-GUTI in the IE identity type

    //@siclog "Step 8" siclog@

    SRB.send(cas_NR_SRB_NasPdu_REQ(v_NGC_NASCellA, v_SRB, -, cs_NG_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered,

                                                                         cs_NG_IDENTITY_REQUEST(tsc_IdType_NG_GUTI))));

    //Check : Does the UE respond with an IDENTITY RESPONSE message with IE identity type set to 5G GUTI ?

    //@siclog "Step 9" siclog@

    SRB.receive(car_NR_SRB_NasPdu_IND(v_NGC_NASCellA,

                                        v_SRB,

                                        cr_NG_NAS_Ind(tsc_SHT_IntegrityProtected_Ciphered,

                                                          cr_NG_IDENTITY_RESPONSE(cdr_NG_MobileIdentity5G_GUTI(?,?,?)))));

    f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 8: IDENTITY RESPONSE with No identity received");

    //@siclog "Step 10 - 11" siclog@

    //@sic R5-198950 sic@

    f_NR_RRCReconfigExistingDRBs(v_NGC_NASCellA,

                                 {cs_NG_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered, cs_NG_SERVICE_ACCEPT(v_PDUSessionStatus))});

    //@siclog "Step 12" siclog@

    //@sic R5-198950 sic@

    //Void

    //@siclog "Steps 13" siclog@

    DRB.receive(car_NR_DRB_COMMON_IND_SDAP_SDUList(v_NGC_NASCellA, v_QosFlowId, v_SDAP_Data));

    } //End of test body of TC_9_1_7_2


After Change:

	   function fl_TC_9_1_7_2_Body() runs on NR5GC_PTC

  {

    var NR_CellId_Type v_NGC_NASCellA := f_NR5GC_MapNASCell(ngc_CellA, NG_AllCellsOnSamePLMN);

    var NR_RadioBearerId_Type v_SRB := tsc_NR_RbId_SRB2;

    var charstring v_NSSAI := f_ConvertS_NSSAI_ForATCommand (cs_S_NSSAI_SST1eMBB);

    var template (omit) QosFlow_Identification_Type v_QosFlowId;

    var DRB_ToReleaseList v_DRBToReleaseList;

    var template (value) RadioBearerConfig v_RadioBearerConfig;

    var SDAP_SDUList_Type v_SDAP_Data := { f_IPv4IPv6_IcmpEchoReply(f_LoopbackModeB_IP_Address_UE()) }; //Create the IP Data

    var template (value) PDU_SessionStatus v_PDUSessionStatus;

    var NR_SRB_COMMON_IND v_ReceivedAsp;

    var integer v_PSI;

    var boolean v_Result := false;

    //@siclog "Steps 1A - 1C" siclog@ //@sic R5-201088 sic@

    f_UT_RequestPDUSession(UT, 3, tsc_RandomAPN, -, -, v_NSSAI);

    f_NR5GC_PDUSessionEstablishment (v_NGC_NASCellA, 1);

    v_QosFlowId := f_NR_GetQosFlowIdentification_ForDRBId(f_NR_GetDefaultDRB_ForFirstNonIMSPDUSession());

    v_DRBToReleaseList := {f_NR_GetDefaultDRB_ForFirstNonIMSPDUSession()}; //Get the first non-IMS PDU session ID

    v_RadioBearerConfig := cs_38508_RadioBearerConfigDef(-, -, v_DRBToReleaseList);

    v_PSI := valueof(v_QosFlowId.PDU_SessionId);

    //@siclog "Steps 1D" siclog@

    DRB.send(cas_NR_DRB_COMMON_REQ_SDAP_SDUList(v_NGC_NASCellA, v_QosFlowId, v_SDAP_Data));

    //@siclog "Steps 2 - 3" siclog@

    //The SS transmits an RRCReconfiguration message to release User-plane resources for the PDU session.

    f_NR_SendRRCReconfiguration(v_NGC_NASCellA, -, v_RadioBearerConfig);

    //@siclog "Steps 4" siclog@

    SRB.receive (car_NR_SRB_NasPdu_IND(v_NGC_NASCellA, v_SRB, cr_NG_NAS_Ind(tsc_SHT_IntegrityProtected_Ciphered,

                                                                      cr_NG_SERVICE_REQUEST('0001'B,

                                                                      cs_NAS_KeySetIdentifier_lv(f_NR_SecurityKSIamf_Get (), tsc_NasKsi_NativeSecurityContext),

                                                                      ?,

                                                                      cr_ULDataStatus(-,-), //@sic R5-201088 sic@

                                                                      *,*,*)))) -> value v_ReceivedAsp;

    f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 4");

    if(v_PSI <8){

      v_Result := f_Bitstring_BitIsSet(v_ReceivedAsp.Signalling.Nas[0].Pdu.Msg.service_Request.ulDataStatus.psi0_7, 7-v_PSI);

    }

    else

    {

      v_Result := f_Bitstring_BitIsSet(v_ReceivedAsp.Signalling.Nas[0].Pdu.Msg.service_Request.ulDataStatus.psi8_15, v_PSI-8);

    }

    if(not v_Result)

    {

      f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "UL Data status in Service Request Message Failed");

    }

    //@siclog "Steps 5" siclog@

    //SS does not respond to Service Request

    //@siclog "Steps 6" siclog@

    f_Delay (f_NR_SetTimerToleranceMin(v_NGC_NASCellA, nasTimer, 15.0));

    //@siclog "Steps 7" siclog@

    SRB.receive (car_NR_SRB_NasPdu_IND(v_NGC_NASCellA, v_SRB, cr_NG_NAS_Ind(tsc_SHT_IntegrityProtected_Ciphered,

                                                                      cr_NG_SERVICE_REQUEST('0001'B,

                                                                      cs_NAS_KeySetIdentifier_lv(f_NR_SecurityKSIamf_Get (), tsc_NasKsi_NativeSecurityContext),

                                                                      ?,

                                                                      cr_ULDataStatus(-,-), //@sic R5-201088 sic@

                                                                      *,*,*)))) -> value v_ReceivedAsp;

    if(v_PSI <8){

      v_Result := f_Bitstring_BitIsSet(v_ReceivedAsp.Signalling.Nas[0].Pdu.Msg.service_Request.ulDataStatus.psi0_7, 7-v_PSI);

    }

    else

    {

      v_Result := f_Bitstring_BitIsSet(v_ReceivedAsp.Signalling.Nas[0].Pdu.Msg.service_Request.ulDataStatus.psi8_15, v_PSI-8);

    }

    if(not v_Result)

    {

      f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "UL Data status in Service Request Message Failed");

    }

        v_PDUSessionStatus := v_ReceivedAsp.Signalling.Nas[0].Pdu.Msg.service_Request.ulDataStatus;

    v_PDUSessionStatus.iei := '26'O;
    v_PDUSessionStatus.psi0_7 := '00000000'B;
    //The SS transmits an IDENTITY REQUEST requesting 5G-GUTI in the IE identity type

    //@siclog "Step 8" siclog@

    SRB.send(cas_NR_SRB_NasPdu_REQ(v_NGC_NASCellA, v_SRB, -, cs_NG_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered,

                                                                         cs_NG_IDENTITY_REQUEST(tsc_IdType_NG_GUTI))));

    //Check : Does the UE respond with an IDENTITY RESPONSE message with IE identity type set to 5G GUTI ?

    //@siclog "Step 9" siclog@

    SRB.receive(car_NR_SRB_NasPdu_IND(v_NGC_NASCellA,

                                        v_SRB,

                                        cr_NG_NAS_Ind(tsc_SHT_IntegrityProtected_Ciphered,

                                                          cr_NG_IDENTITY_RESPONSE(cdr_NG_MobileIdentity5G_GUTI(?,?,?)))));

    f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 8: IDENTITY RESPONSE with No identity received");

    //@siclog "Step 10 - 11" siclog@

    //@sic R5-198950 sic@

    f_NR_RRCReconfigExistingDRBs(v_NGC_NASCellA,

                                 {cs_NG_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered, cs_NG_SERVICE_ACCEPT(-, v_PDUSessionStatus))},-,-,-,-,-,false);

    //@siclog "Step 12" siclog@

    //@sic R5-198950 sic@

    //Void

    //@siclog "Steps 13" siclog@

    interleave {
      [] SRB.receive(car_NR_SRB_RrcPdu_IND(v_NGC_NASCellA, tsc_NR_RbId_SRB1, cr_38508_RRCReconfigurationComplete)){}
      [] DRB.receive(car_NR_DRB_COMMON_IND_SDAP_SDUList(v_NGC_NASCellA, v_QosFlowId, v_SDAP_Data)) {}

}

    } //End of test body of TC_9_1_7_2


Change 2
	Function name
	fl_TC_9_1_7_2_Body

	Reason for change
	The function f_NR5GC_RRC_ConnectedState3N_Def starts with the paging procedure, it needs UE enter idle state before.

	Summary of change
	Use STATE_IDLE_1A instead of STATE_CONNECTED_3A during preamble.

	TTCN module
	Service_Request_NR5GC

	MCC160 Comment
	


Before Change:

	    function f_TC_9_1_7_2_NR5GC() runs on NR5GC_PTC

  {

    //Prose CR required to change the title (drop T3525)

    //Service request / CONNECTED mode user data transport / Abnormal / T3517, T3525

    var NR_CellId_Type v_NGC_NASCellA := f_NR5GC_MapNASCell(ngc_CellA, NG_AllCellsOnSamePLMN);

    f_NR5GC_Init_NAS(NR_1);

    //Create and configure cells

    f_NR_CellConfig_Def(v_NGC_NASCellA);

    //Preamble

    f_NR5GC_Preamble(v_NGC_NASCellA, STATE_CONNECTED_3A, TEST_LOOPModeB_ON); //@sic R5-201088 sic@

    f_NR5GC_RRC_ConnectedState3N_Def(v_NGC_NASCellA, TEST_LOOPModeB_ON, -, '01'O);

    //Main test body

    fl_TC_9_1_7_2_Body();

    // Finish

    f_NR_Postamble(v_NGC_NASCellA, STATE_CONNECTED_3A);

  }


After Change:

	  function f_TC_9_1_7_2_NR5GC() runs on NR5GC_PTC

  {

    //Prose CR required to change the title (drop T3525)

    //Service request / CONNECTED mode user data transport / Abnormal / T3517, T3525

    var NR_CellId_Type v_NGC_NASCellA := f_NR5GC_MapNASCell(ngc_CellA, NG_AllCellsOnSamePLMN);

    f_NR5GC_Init_NAS(NR_1);

    //Create and configure cells

    f_NR_CellConfig_Def(v_NGC_NASCellA);

    //Preamble

    f_NR5GC_Preamble(v_NGC_NASCellA, STATE_IDLE_1A, TEST_LOOPModeB_ON); //@sic R5-201088 sic@//dzx

    f_NR5GC_RRC_ConnectedState3N_Def(v_NGC_NASCellA, TEST_LOOPModeB_ON, -, '01'O);

    //Main test body

    fl_TC_9_1_7_2_Body();

    // Finish

    f_NR_Postamble(v_NGC_NASCellA, STATE_CONNECTED_3A);

  }


Branches executed
Execution Log Files
Hisilicon Balong 5000
The Hisilicon Balong 5000 passed this test case on Starpoint SP9500 Test System. The documentation below is enclosed as evidence of the successful test case run [1]:

Test Case Execution log file: 
\ TC_9_1_7_2_NR5GC_PASS.spm
PIXCIT settings used:

\ NR5GC_Testsuite.sppar

In the log file (in .txt / -html format) the complete test case execution can be seen. All TLI events are presented and message contents are fully decoded and can be verified. Preliminary verdicts and the final test case verdict can be seen in the log file.
References
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