

3GPP TSG RAN Meeting #87e					RP-200038
Electronic Meeting, March 16-19, 2020

GSM Association	Non-confidential
[bookmark: _Toc327548004][bookmark: _Toc327548204][bookmark: _Toc330993687][bookmark: _Toc74460299][bookmark: _GoBack][image: GSMA_logo_colour_web_small]
Liaison Statement

	Liaison Statement Title:
	Mandatory User Plane Integrity for 5G

	Security Classification:
	Non-confidential



	Source Meeting Information

	Meeting Number
	Meeting Date
	Meeting Location

	FSAG#79
	23 Mar 2020
	Conference Call



	Document Details

	Document Number:
	Creation Date:
	Document Author:

	FSAG Doc 79_002
	21st Feb 2020
	James Skuse, GSMA

	Originating GSMA Source:
	Deadline for response:
	Liaison Statement Contact

	FSAG
	None
	GSMALiaisons@gsma.com



	Action Required by Recipient

	External Recipients:
	3GPP SA, 3GPP RAN, 3GPP CT, 3GPP RAN2, 3GPP SA3, 3GPP CT1, 3GPP SA2

	Internal Recipients:
	






1. Background
GSMA has been made aware through its “Coordinated Vulnerability Disclosure Programme” about new research on layer-2 attack scenarios against LTE. The research has been published at [1] and will be presented on the security conference NDSS [2] end of February 2020.

Item for Consideration 

Abstract from the Research Paper

The key findings of the research are copied from the research paper's abstract below:

"Long Term Evolution (LTE/4G) establishes mutual authentication with a provably secure Authentication and Key Agreement (AKA) protocol on layer three of the network stack. Permanent integrity protection of the control plane safeguards the traffic against manipulations. However, missing integrity protection of the user plane still allows an adversary to manipulate and redirect IP packets, as recently demonstrated. 
In this work, we introduce a novel cross-layer attack that exploits the existing vulnerability on layer two and extends it with an attack mechanism on layer three. […] allows an active attacker to impersonate a user towards the network and vice versa; we name these attacks IMP4GT (IMPersonation attacks in 4G neTworks). In contrast to a simple redirection attack as demonstrated in prior work, our attack dramatically extends the possible attack scenarios and thus emphasizes the need for user-plane integrity protection in mobile communication standards."

Observations from GSMA 

It is essential for security of 5G cellular networks that the 3GPP standards mandate support of user plane integrity protection at the full data rate of a UE.

The new IMP4GT attacks exploit the same underlying issue as the earlier work described in [3], which was reported to 3GPP in 2018 [4]. GSMA gave 3GPP advance notice of the IMP4GT research in May 2019 [7].

The researchers executed the IMP4GT attacks in an LTE environment, but indicate that the same attack would in principle also work against 5G (UEs using NR connected to the 5GC) unless User Plane integrity protection is in place. 

It is GSMA's understanding of the current work in 3GPP SA3 that a 5G “standalone” SA network with NR radio connected to a 5G Core Network would support User Plane integrity protection, and thus could be immune against IMP4GT and similar attacks. The only aspect that remains unclear is the current implementation status of UEs, because [5] and [6] only mandate that UEs support a data rate of 64 kbps with integrity protection, while user plane integrity protection with full data rate is an optional UE feature.

GSMA can only confirm the researcher's statement in the abstract: 

"We emphasize the requirement for a mandatory and full-rate integrity protection for all 5G data connections to prevent IMP4GT"
Even though the new attacks may have limited impact in real-world deployments, there is the need to strengthen the security of 5G networks and UEs for the future. It is essential to not create a large legacy of 5G networks and UEs that are vulnerable to such attacks. At this point in time no wide scale commercial penetration of « standalone » SA supporting terminals is in the market, hence it is now the right point in time to mandate this UE functionality.
1. Action
[bookmark: _Hlk33194554]GSMA politely requests SA/RAN/CT to ask the affected working groups to agree the necessary CRs in the appropriate release to have mandatory support of full-rate user plane integrity protection for all UEs supporting NR connected to the 5GC.

Deadline
GSMA would appreciate a response following the plenary meetings in March 2020. 
1. Contacts
In case of any further questions and/or feedback to this Liaison Statement, please contact James Moran [jmoran@gsma.com] or James Skuse [jskuse@gsma.com]. 
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