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<Start of modified section>

5.3.2
Generic Test Procedure for MCPTT Authorization/Configuration and Key Generation

5.3.2.1
Initial conditions

System Simulator:

-
SS (MCPTT server)

-
For the underlying "transport bearer" over which the SS and the UE will communicate Parameters are set to the default parameters for the basic E-UTRA Single cell network scenarios, as defined in TS 36.508 [6] subclause 4.4. The simulated Cell 1 shall belong to PLMN1 (the PLMN specified for MCPTT operation in the MCPTT configuration document).

Implementation Under Test (IUT):

-
UE (MCPTT client)

-
The MCPTT Client has been provisioned with the Initial UE Configuration Data as specified in subclause 5.5.8.1 allowing for the location of the configuration management server for configuration of the MCPTT UE initial configuration management object (MO) and the default MCPTT user profile configuration management object (MO).

-
UE and SS are configured to support one-way authentication based on server certificates (TS 33.180 [94] clause 6.1.1). For this purpose, a self-signed certificate is pre-installed in the SS.

-
The UE User is provided with username/password for user authentication (px_MCPTT_User_A_username, px_MCPTT_User_A_password as provided in TS 36.579-5 [5], Table 9.2-1: MCPTT Client Common PIXIT)

-
The test USIM set as defined in subclause 5.5.10 is inserted.


The MCPTT client is attached to EPS services and then the UE is Switched OFF (state 1) according to TS 36.508 [6].

5.3.2.2
Definition of system information messages

The E-UTRA default system information messages as defined in TS 36.508 [6] are used.

5.3.2.3
Procedures

Table 5.3.2.3-1: MCPTT user authentication 
	St
	Procedure
	Message Sequence

	
	
	U - S
	Message

	1
	Void
	-
	-

	2
	

Void
	-
	-

	-
	EXCEPTION: Steps 3a1-3b1 describe behaviour that depends on UE implementation of the OpenID Connect protocol; the "lower case letter" identifies a step sequence that take place when one or the other is the case.
	-
	-

	3a1
	The UE (MCPTT client) establishes a secure TLS tunnel as specified by 3GPP TS 33.310 [70], to the authorisation endpoint of the IdM server as specified in 3GPP TS 33.180 [94] using the configured URL of the authorisation endpoint of the IdM server as specified in the "<x>/OnNetwork/AppServerInfo/IDMSAuthEndpoint" leaf node, Table 5.5.8.1-1.
	-
	-

	3a2
	The UE (MCPTT client) sends an OpenID Connect Authentication Request using HTTP GET.
	-->
	HTTP GET (Authorization)

	3b1
	The UE (MCPTT client) sends an OpenID Connect Authentication Request using HTTP POST.
	-->
	HTTP POST (Authorization)

	4
	The SS sends a HTTP 200 (OK) including the HTML form requesting username and password.
	<--
	HTTP 200 (OK)

	5
	Make the UE user provide user credentials: username and password (px_MCPTT_User_A_username, px_MCPTT_User_A_password).

NOTE 2
	-
	-

	6
	The UE (MCPTT client) sends an HTTP POST Request message to the SS containing user name and password.
	-->
	HTTP POST

	7
	The SS sends a HTTP 302 (Found) as the OpenID Connect Authentication Response containing an authorization code.
	<--
	HTTP 302 (Found)

	-
	EXCEPTION: Step 8a1 describes behaviour that depends on step 3 above. Step 8a1 only happens if the UE follows step 3b1, otherwise step 8a1 is skipped.
	-
	-

	8a1
	The UE (MCPTT client) establishes a secure TLS tunnel as specified by 3GPP TS 33.310 [70] to the token endpoint of the IdM server as specified in 3GPP TS 33.180 [94] using the configured URL of the token endpoint of the IdM server as specified in the "/<x>/OnNetwork/AppServerInfo/IDMSTokenEndpoint" leaf node, Table 5.5.8.1-1.
	-
	-

	9
	The UE (MCPTT client) sends an HTTP POST Request message to the SS over the TLS connection established to the IdM token endpoint (OIDC Token Request message), passing the authorization code obtained in step 7.
	-->
	HTTP POST

	10
	The SS sends a HTTP 200 (OK) providing id_token, access_token and refresh token.
	<--
	HTTP 200 (OK)

	11
	The UE (MCPTT client) sends a HTTP POST message presenting the access token obtained in step 10 to the SS over HTTP for Key Management Initialisation.

NOTE: Step 11 is the start of the second stage which was started in Step 2. Steps 11 through 14 involve Key Management Authorization. The MCPTT Client/Key Management Client presents the access token to the Key Management Server. The end result is the user gets specific key material.
	-->
	HTTP POST

	12
	The SS replies to the UE with identity specific key information.
	<--
	HTTP 200 (OK)

	13
	The UE (MCPTT client) sends a HTTP POST message presenting an access token to the SS over HTTP for Key Material Request.
	-->
	HTTP POST

	14
	The SS replies to the UE with identity specific key information.
	<--
	HTTP 200 (OK)

	15-32
	Void
	
	

	NOTE 1: 
Void.

NOTE 1A: 
Void.

NOTE 2: 
The UE is expected to prompt the MCPTT user for their username and password, or it may be stored on the UE. The provision of the username/password is expected to be done via a suitable implementation dependent MMI.


Table 5.3.2.3-2: MCPTT Service Authorization and Key Generation

	-
	EXCEPTION: Steps 1a1-1b1 describe behaviour that depends on UE implementation ; the "lower case letter" identifies a step sequence that take place when one or the other is the case.

NOTE: Step 1a1 is the start of the third stage which was started in Step 2 of table 5.3.2.3-1. Steps 1a1, 1b1, and 2 involve User Service Authorization.
	-
	-

	1a1
	The UE (MCPTT client) sends a SIP REGISTER request for service authorisation.
	-->
	SIP REGISTER

	1b1
	The UE (MCPTT client) sends a SIP PUBLISH request for service authorisation.
	-->
	SIP PUBLISH

	2
	The SS (MCPTT server) sends SIP 200 (OK).

NOTE: The user is now authorized for MCPTT service.
	<--
	SIP 200 (OK)

	3
	The UE (MCPTT client) sends a SIP SUBSCRIBE - subscription to multiple documents simultaneously - to the SS containing the access token and a resource list mime body containing a list of the following documents: MCPTT UE Configuration document, MCPTT User Profile Configuration Document, and the MCPTT Service configuration document. The base URI of each list entry is set to the CMS XCAP-ROOT-URI.

NOTE: Step 3 is the start of the fourth stage which was started in Step 2 of table 5.3.2.3-1. Steps 3 through 12 involve Configuration Management Authorization. The end result of the fourth stage is that the MCPTT Client receives 3 configuration documents: UE Configuration Document, User Profile Configuration Document, and the Service Configuration Document.
	-->
	SIP SUBSCRIBE

	4
	The SS sends a SIP 200 (OK) message.
	<--
	SIP 200 (OK)

	5
	The SS sends a SIP NOTIFY message to the UE that contains the XCAP-URI of the documents.
	<--
	SIP NOTIFY

	-
	EXCEPTION: The order of steps 6 and 7 depend on UE and SS implementation and is not checked by the implementation
	-
	-

	6
	The UE (MCPTT client) sends a SIP 200 (OK) message.
	-->
	SIP 200 (OK)

	7
	The UE (MCPTT client) sends an HTTP GET Request message to the SS that contains the access token and the XCAP-URI of the MCPTT UE Configuration Document.

NOTE: The MCPTT Client is requesting the MCPTT UE Configuration Document.
	-->
	HTTP GET

	8
	The SS sends the HTTP 200 (OK) message including the MCPTT UE Configuration Document.
	<--
	HTTP 200 (OK)

	9
	The UE (MCPTT client) sends an HTTP GET Request message to the SS that contains the access token and the XCAP-URI of the MCPTT User Profile Configuration Document.

NOTE: The MCPTT Client is requesting the MCPTT User Profile Configuration Document.
	-->
	HTTP GET

	10
	The SS sends the HTTP 200 (OK) message including the MCPTT User Profile Configuration Document.

NOTE: The MCPTT User Profile Configuration Document includes information on MCPTT groups including for which groups the MCPTT Client is a member. The MCPTT User Profile Configuration Document includes Group A as a group for which the MCPTT Client is a member and is implicitly affiliated. Group A is used as the default group for all test cases in TS 36.579-2 and TS 36.579-3.
	<--
	HTTP 200 (OK)

	11
	The UE (MCPTT client) sends an HTTP GET Request message to the SS that contains the access token and the XCAP-URI of the MCPTT Service Configuration Document.

NOTE: The MCPTT Client is requesting the the MCPTT Service Configuration Document.
	-->
	HTTP GET

	12
	The SS sends the HTTP 200 (OK) message including the MCPTT Service Configuration Document.
	<--
	HTTP 200 (OK)

	13
	The UE (MCPTT client) sends a SIP SUBSCRIBE to the SS, containing the access token and a resource list mime body and a list of the Groups to be obtained. The base URI of each list entry is set to the GMS XCAP-ROOT-URI, and the MCPTT group ID identifies a group document.

NOTE: Step 13 is the start of the fifth stage which was started in Step 2 of table 5.3.2.3-1. Steps 13 through 18 involve Group Management Authorization. The end result is the MCPTT Client will receive group information for Group A. The MCPTT Client will also get the Group Master Key (GMK) for the group which will be used to derive keys for the group. There will also be a Group User Key Identifier (GUK-ID), and a Group Master Key Identifier (GMK-ID).  According TS 33.180 [94], clause 7.4.1, the GMK shall be used as the MIKEY Traffic Generating Key (TGK) and the GUK-ID shall be used as the MIKEY CSB ID. These shall be used to generate the SRTP Master Key and SRTP Master Salt as specified in IETF RFC 3830 [24].
	-->
	SIP SUBSCRIBE

	14
	The SS sends a SIP 200 (OK) message.
	<--
	SIP 200 (OK)

	15
	The SS sends a SIP NOTIFY message to the UE that contains the XCAP-URI of the Group documents.
	<--
	SIP NOTIFY

	-
	EXCEPTION: The order of steps 16 and 17 depend on UE and SS implementation and is not checked by the implementation
	-
	-

	16
	The UE (MCPTT client) sends a SIP 200 (OK) message.
	-->
	SIP 200 (OK)

	17
	The UE (MCPTT client) sends an HTTP GET Request message to the SS that contains the access token and the XCAP-URI of the Group Configuration document.
	-->
	HTTP GET

	18
	The SS sends the HTTP 200 (OK) message including the Group Document ‘MCPTT UE Configuration document’.

NOTE 1
	<--
	HTTP 200 (OK)

	NOTE 1: 
This completes MCPTT service enabling on the UE.


5.3.2.4
Specific message contents

Table 5.3.2.4-1: HTTP GET (Step 3a2, Table5.3.2.3-1 )

	Derivation Path: Table 5.5.4.2-1, condition AUTH


Table 5.3.2.4-2: HTTP POST (Step 3b1, Table 5.3.2.3-1)

	Derivation Path: Table 5.5.4.3-1, condition AUTH


Table 5.3.2.4-3: HTTP 200 (OK) (Step 4, Table 5.3.2.3-1)

	Derivation Path: Table 5.5.4.6-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Content-Type
	
	
	
	

	  media-type
	"text/html"
	Editor’s note: 

to be confirmed
	
	

	Message-body
	
	
	
	

	  HTML form
	<!DOCTYPE html>

<html>

<body>

<form action="">

Username: <input type="text" name="user"><br>

Password: <input type="password" name="password">

</form>

</body>

</html>
	
	
	


Table 5.3.2.4-4: HTTP POST (Step 6, Table 5.3.2.3-1)

	Derivation Path: Table 5.5.4.3-1, condition USERAUTH


Table 5.3.2.4-5: HTTP 302 (Found) (Step 7, Table 5.3.2.3-1)

	Derivation Path: Table 5.5.4.8-1, condition AUTH.


Table 5.3.2.4-6: HTTP POST (Step 9, Table 5.3.2.3-1)

	Derivation Path: Table 5.5.4.3-1, condition TOKEN


Table 5.3.2.4-7: HTTP 200 (OK) (Step 10, Table 5.3.2.3-1)

	Derivation Path: Table 5.5.4.6-1, condition TOKEN


Table 5.3.2.4-8: HTTP POST (Step 11, Table 5.3.2.3-1)

	Derivation Path: Table 5.5.4.3-1, condition KMSINIT.


Table 5.3.2.4-9: HTTP 200 (OK) (Step 12, Table 5.3.2.3-1)

	Derivation Path: Table 5.5.4.6-1, condition KMSINIT.


Table 5.3.2.4-10: HTTP POST (Step 13, Table 5.3.2.3-1)

	Derivation Path: Table 5.5.4.3-1, condition KMSKEY.


Table 5.3.2.4-11: HTTP 200 (OK) (Step 14, Table 5.3.2.3-1)

	Derivation Path: Table 5.5.4.6-1, condition KMSKEY.


Table 5.3.2.4-12: SIP REGISTER (Step 1a1, Table 5.3.2.3-2)

	Derivation Path: Table 5.5.2.13-1, condition CONFIG


Table 5.3.2.4-13: SIP PUBLISH (Step 1b1, Table 5.3.2.3-2)

	Derivation Path: Table 5.5.2.11-1, condition CONFIG


Table 5.3.2.4-14: SIP SUBSCRIBE (Step 3, Table 5.3.2.3-2)

	Derivation Path: Table 5.5.2.14-1, condition CONFIG


Table 5.3.2.4-15: SIP NOTIFY (Step 5, Table 5.3.2.3-2)

	Derivation Path: Table 5.5.2.8-1, condition CONFIG


Table 5.3.2.4-16: HTTP GET (Step 7, Table 5.3.2.3-2)

	Derivation Path: Table 5.5.4.2-1, condition UECONFIG.


Table 5.3.2.4-17: HTTP GET (Step 9, Table 5.3.2.3-2)

	Derivation Path: Table 5.5.4.2-1, condition UEUSERPROF.


Table 5.3.2.4-18: HTTP GET (Step 11, Table 5.3.2.3-2)

	Derivation Path: Table 5.5.4.2-1, condition UESERVCONFIG.


Table 5.3.2.4-19: HTTP 200 (OK) (Step 8, Table 5.3.2.3-2)

	Derivation Path: Table 5.5.4.6-1, condition UECONFIG.


Table 5.3.2.4-20: HTTP 200 (OK) (Step 10, Table 5.3.2.3-2)

	Derivation Path: Table 5.5.4.6-1, condition UEUSERPROF.


Table 5.3.2.4-21: HTTP 200 (OK) (Step 12, Table 5.3.2.3-2)

	Derivation Path: Table 5.5.4.6-1, condition UESERVCONFIG.


Table 5.3.2.4-22: SIP SUBSCRIBE (Step 13, Table 5.3.2.3-2)

	Derivation Path: Table 5.5.2.14-1, condition GROUPCONFIG

	Message-body
	
	
	
	

	  MIME body part
	
	MCPTT-Info
	
	

	    MIME-part-headers
	
	
	
	

	      Content-Type
	"application/vnd.3gpp.mcptt-info+xml"
	
	
	

	    MIME-part-body
	MCPTT-Info as described in Table 5.3.2.4-22A
	
	
	


Table 5.3.2.4-22A: MCPTT-INFO in SIP SUBSCRIBE (Table 5.3.2.4-22)

	Derivation Path: Table 5.5.3.2.1-1 condition CONFIG


Table 5.3.2.4-22B: SIP NOTIFY (Step 15, Table 5.3.2.3-2)

	Derivation Path: Table 5.5.2.8-1, condition GROUPCONFIG


Table 5.3.2.4-23: HTTP GET (Step 17, Table 5.3.2.3-2)

	Derivation Path: Table 5.5.4.2-1, condition GROUPCONFIG


Table 5.3.2.4-24: HTTP 200 (OK) (Step 18, Table 5.3.2.3-2)

	Derivation Path: Table 5.5.4.6-1, condition GROUPCONFIG.


Table 5.3.2.4-25: Void

Table 5.3.2.4-26: SIP 200 (OK) (Step 2, 4, 14, Table 5.3.2.3-2))

	Derivation Path: Table 5.5.2.17.1.2-1


Table 5.3.2.4-27: SIP 200 (OK) (Step 6, 16, Table 5.1.3.2-2)

	Derivation Path: Table 5.5.2.17.1.1-1


<End of modified section>

<Start of modified section>

5.3.3
Generic Test Procedure for MCPTT pre-established session establishment CO

5.3.3.1
Initial conditions

System Simulator:

-
SS (MCPTT server)

-
For the underlying "transport bearer" over which the SS and the UE will communicate Parameters are set to the default parameters for the basic E-UTRA Single cell network scenarios, as defined in TS 36.508 [6] subclause 4.4. The simulated Cell 1 shall belong to PLMN1 (the PLMN specified for MCPTT operation in the MCPTT configuration document)

IUT:

-
UE (MCPTT client)

-
The UE has performed the Generic Test Procedure for MCPTT Authorization/Configuration and Key Generation as specified in subclause 5.3.2 and thereby the MCPTT client is authorised for and able to use the MCPTT service including making group and private calls on- and off-network, and, the MCPTT user is registered for receiving MCPTT service through the MCPTT Client.

5.3.3.2
Definition of system information messages

The E-UTRA default system information messages as defined in TS 36.508 [6] are used.

5.3.3.3
Procedure

Table 5.3.3.3-1: MCPTT pre-established session establishment CO

	St
	Procedure
	Message Sequence

	
	
	U - S
	Message

	1
	Make the UE (MCPTT User) request the creation of a pre-established session
	-
	-

	-
	EXCEPTION: The E-UTRA/EPC actions which are related to the MCPTT call establishment are described in subclause 5.4.3 'Generic Test Procedure for MCPTT CO communication in E-UTRA'. The test sequence below shows only the MCPTT relevant messages exchanged.
	-
	-

	2-7
	Void.
	-
	-

	8
	UE (MCPTT Client) sends a SIP INVITE message in order to create a pre-established session.
	-->
	SIP INVITE

	8A
	The SS sends SIP 100 Trying
	<--
	SIP 100 Trying

	9
	Void.
	-
	-

	10
	The SS (MCPTT server) responds with a SIP 200 (OK) message.
	<--
	SIP 200 (OK)

	10A
	UE (MCPTT Client) responds with a SIP ACK message
	-->
	SIP ACK

	11
	Void
	-
	-

	12
	The SS transmits an RRCConnectionRelease message.
	<--
	RRC: RRCConnectionRelease


5.3.3.4
Specific message contents

Table 5.3.3.4-1: SIP INVITE (step 8, Table 5.3.3.3-1)

	Derivation Path: Table 5.5.2.5.1-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Answer-Mode
	not present
	
	
	

	Contact
	
	
	RFC 3261 [22

RFC 3840 [33]
	

	  feature-param list
	not including "+g.3gpp.icsi-ref=urn:urn-7:3gpp-service.ims.icsi.mcptt"
	
	
	

	Accept
	not present
	
	RFC 3261 [22]
	

	Message-body
	MIME body not including MCPTT-Info
	not including any MIME body part with Content-Type being "application/vnd.3gpp.mcptt-info+xml"
	
	


Table 5.3.3.4-2: SIP 200 (OK) (step 10, Table 5.3.3.3-1)

	Derivation Path: Table 5.5.2.17.1.2-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Contact
	
	
	
	

	  addr-spec
	
	
	
	

	    user-info and host
	px_MCPTT_session_B_ID
	The URI that identifies the pre-established session
	
	

	    port
	not present
	
	
	

	Resource-Share
	
	
	24.379, clause 8.2.2 [9]

24.229, clause 7.2.13 [16]
	

	  r-s-param
	“media-sharing”
	
	
	

	  origin
	"session-initiator"
	
	
	

	  timestamp
	"timestamp" EQUAL 1*DIGIT
	Indicates when the application server determined the resource sharing rules and is used to determine the most applicable resource sharing option
	
	

	  rules
	
	
	
	

	    new-sharing-key
	“audio”
	
	
	

	    directionality
	"DL"
	
	
	

	  rules
	
	
	
	

	    new-sharing-key
	“application”
	
	
	

	    directionality
	"DL"
	
	
	


<End of modified section>

<Start of modified section>

5.4.1A
UE APN/PDN support assumptions

A MCPTT (or in general Mission Critical Services) capable UE, depending on implementation/deployment, may be provided with up to 3 MCPTT related APN: An APN utilised by the MCPTT service including the MCPTT service APN for the SIP-1 reference point, an MC common core services APN for the HTTP-1 reference point and a MC identity management service APN for the CSC-1 reference point (see TS 23.179 [8], subclause 5.9).

To limit the test specification complexity utilisation of single APN/PDN to be used for all 3 MCPTT services is assumed and only 2 QCIs are used for the bearers established in regard to the PDN:

1.
MCPTT (QCI=69 for signalling bearer, QCI=65 for voice)
NOTE 1:
It should be noted that the core specs impose a requirement that the QCI value 8 or better shall be used for the EPS bearer that transports HTTP-1 reference point messaging. Using a single APN and having for the EPS bearer QCI=69 will satisfy this.

NOTE 2:
Void.
In addition to the MCPTT relevant APN, a MCPTT (or in general Mission Critical Services) capable UE may support 2 additional different APNs for which different PDNs each with its specific QCI:

2.
Internet (QCI=9)
3.
IMS (VOLTE QCI=5 for signalling bearer, QCI=1 for voice call)

This will result in the need the MCPTT tests to be able to handle a 3 APNs and different PDNs.

NOTE 3:
It should be noted that, handling IMS and MCPTT with one APN is theoretically possible but may have undesirable implications e.g. VoLTE signalling could delay MCPTT signalling therefore the assumption is that such implementations will be undesirable and unlikely.

Consequently, for the IMS and MCPTT it should be assumed that the UE will do 2 different registrations, i.e. for each of them there will be a separate IP connection (different IP addresses at the UE and the SS).
Depending on UE configuration PDN connectivities for the up-to three PDNs may be established. There are two major scenarios: 
1.
The MCX PDN connectivity gets established automatically after switch-on during the initial registration procedure. In addition the UE may establish PDN conntectivities to the IMS PDN and/or the internet PDN. The connectivity to these PDNs may be requested in any order. There can be 1, 2 or 3 PDNs.
2.
The UE requests PDN connectivities for IMS and/or internet but not for MCPTT. If IMS and internet are requested, it may be in any order. Establishment of the MCX PDN connectivity is triggered after the initial registration in a seperate procedure. There can be 2 or 3 PDNs in total.
To serve the above scenarios the following parameters are defined in TS 36.579-5 [5]:
-
px_MCX_InitialRegistration_TypeOfPDN1: 
First PDN registered during initial registration (either ‘ims’ or ‘internet’ or ‘mcx’)
-
px_MCX_InitialRegistration_TypeOfPDN2: 
Second PDN registered during initial registration; in addition to ‘ims’ or ‘internet’ or ‘mcx’ it may be ‘none’ to indicate that there is no second PDN connectivity requested by the UE during initial registration.
-
px_MCX_InitialRegistration_TypeOfPDN3: 
Third PDN registered during initial registration; in addition to ‘ims’ or ‘internet’ or ‘mcx’ it may be ‘none’ to indicate that there is no third PDN connectivity requested by the UE during initial registration.
The type of the parameters is a TTCN-3 enumerated type with values ‘ims’,‘internet’, ‘mcx’ and ‘none’.
In addition there is the parameter px_AccessPointName in TS 36.523-3 [74] which is used as default APN, i.e. for a PDN for which the UE does not provide an APN (NOTE: Any, but only one, of the three PDNs can be the one with default APN).

In regard to the MCPTT the following shall be also taken into account

-
If the PDN connection established during the initial attach by the UE is to an APN other than the MCPTT service APN, then prior to user authentication, the UE shall establish another PDN connection to the MCPTT service APN. PDN connection establishment can also be caused by a SIP registration request for MCPTT. The QCI value of 69 shall be used for the EPS bearer that transports SIP-1 reference point messaging. It is used for SIP signalling.

-
For the MCPTT service APN, the MCPTT UE does not activate EPS bearers for media streams.

-
The network initiates the creation of a dedicated bearer to transport the voice media. The dedicated bearer for Conversational Voice utilises the standardised QCI value of 65. The network, utilising dynamic PCC, creates no more than one dedicated bearer for voice media (the UE is required to support at minimum one UM bearer which is used for MCPTT voice).

Editor's Note:
The requirements in regard to MCVideo and MCData are FFS.

<End of modified section>

<Start of modified section>

5.4.2
Generic Test Procedure for MCPTT UE registration

5.4.2.1
Initial conditions

System Simulator:

-
SS (MCPTT server)

-
E-UTRA related parameters are set to the default parameters for the basic single cell environment, as defined in TS 36.508 [6] subclause 4.4, unless otherwise specified in the test case. Requirements in regard to the PLMN which the simulated Cell(s) belongs to are specified in the test case using the present procedure.

IUT:

-
UE (MCPTT client)

-
The UE is MCPTT capable. The MCPTT preconditions required for initiation of MCPTT service authorization for the MCPTT client and the MCPTT service are specified in the test cases.

-
The test USIM set as defined in subclause 5.5.10 is inserted.

-
The UE shall be switched off.

5.4.2.2
Definition of system information messages

The E-UTRA default system information messages as defined in TS 36.508 [6] are used.

5.4.2.3
Procedure

Table 5.4.2.3-1: EUTRA/EPS signalling for UE registration

	St
	Procedure
	Message Sequence

	
	
	U - S
	Message

	0
	Switch the UE on.
	-
	-

	1
	Void
	-
	-

	2
	UE transmits an RRCConnectionRequest message.
	-->
	RRC: RRCConnectionRequest

	3
	SS transmits an RRCConnectionSetup message.
	<--
	RRC: RRCConnectionSetup

	4
	The UE transmits an RRCConnectionSetupComplete message to confirm the successful completion of the connection establishment and to initiate the Attach procedure by including the ATTACH REQUEST message. The PDN CONNECTIVITY REQUEST message is piggybacked in ATTACH REQUEST. (NOTE 1)
	-->
	RRC: RRCConnectionSetupComplete
NAS: ATTACH REQUEST

NAS: PDN CONNECTIVITY REQUEST

	5
	The SS transmits an AUTHENTICATION REQUEST message to initiate the EPS authentication and AKA procedure.
	<--
	RRC: DLInformationTransfer 

NAS: AUTHENTICATION REQUEST

	6
	The UE transmits an AUTHENTICATION RESPONSE message and establishes mutual authentication.
	-->
	RRC: ULInformationTransfer
NAS: AUTHENTICATION RESPONSE

	7
	The SS transmits a NAS SECURITY MODE COMMAND message to activate NAS security.
	<--
	RRC: DLInformationTransfer
NAS: SECURITY MODE COMMAND

	8
	The UE transmits a NAS SECURITY MODE COMPLETE message and establishes the initial security configuration.
	-->
	RRC: ULInformationTransfer
NAS: SECURITY MODE COMPLETE

	-
	EXCEPTION: Steps 9a1 to 9a2 describe behaviour that depends on UE configuration; the "lower case letter" identifies a step sequence that take place if the UE has ESM information which needs to be transferred.
	-
	-

	9a1
	IF the UE sets the ESM information transfer flag in the last PDN CONNECTIVITY REQUEST message THEN the SS transmits an ESM INFORMATION REQUEST message to initiate exchange of protocol configuration options and/or APN.
	<--
	RRC: DLInformationTransfer
NAS: ESM INFORMATION REQUEST

	9a2
	The UE transmits an ESM INFORMATION RESPONSE message to transfer protocol configuration options and/or APN.
	-->
	RRC: ULInformationTransfer
NAS: ESM INFORMATION RESPONSE

	10
	The SS transmits a SecurityModeCommand message to activate AS security.
	<--
	RRC: SecurityModeCommand

	11
	The UE transmits a SecurityModeComplete message and establishes the initial security configuration.
	-->
	RRC: SecurityModeComplete

	12
	The SS transmits a UECapabilityEnquiry message to initiate the UE radio access capability transfer procedure.
	<--
	RRC: UECapabilityEnquiry

	13
	The UE transmits a UECapabilityInformation message to transfer UE radio access capability.
	-->
	RRC: UECapabilityInformation

	14
	The SS transmits an RRCConnectionReconfiguration message to establish the default bearer with condition SRB2-DRB(1, 0) according to TS 36.508 [6] subclause 4.8.2.2.1.1.

This message includes the ATTACH ACCEPT message. The ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message is piggybacked in ATTACH ACCEPT. (NOTE 1)
	<--
	RRC: RRCConnectionReconfiguration
NAS: ATTACH ACCEPT

NAS: ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST

	15
	The UE transmits an RRCConnectionReconfigurationComplete message to confirm the establishment of default bearer.
	-->
	RRC: RRCConnectionReconfigurationComplete

	-
	EXCEPTION: In parallel to the event described in steps 16 and 16A below, if initiated by the UE the generic procedure for IP address allocation in the U-plane as defined in TS 36.508 [6] subclause 4.5A.1 takes place.
	-
	-

	-
	EXCEPTION: IF the UE is configured to register for MCX as first PDN during initial registration, THEN in parallel to the event described in steps 16 and 16A below the events described in table 5.4.2.3-2 take place.
	-
	-

	-
	EXCEPTION: IF the UE is configured to register for IMS as first PDN during initial registration, THEN in parallel to the event described in steps 16 and 16A below the generic procedure for IMS signalling in the U-plane specified in TS 36.508 subclause 4.5A.3 takes place if requested by the UE
	-
	-

	16
	This message includes the ATTACH COMPLETE message. The ACTIVATE DEFAULT EPS BEARER CONTEXT ACCEPT message is piggybacked in ATTACH COMPLETE.
	-->
	RRC: ULInformationTransfer

NAS: ATTACH COMPLETE

NAS: ACTIVATE DEFAULT EPS BEARER CONTEXT ACCEPT

	-
	EXCEPTION: Depending on the UE capability step 16A may be performed 0, 1 or 2 times. (NOTE 1)
	-
	-

	16A
	The EUTRA/EPS signalling for establishment of an additional PDN connectivity according to table 5.4.2.3-1A takes place
	-
	-

	17
	The SS transmits an RRCConnectionRelease message.
	<--
	RRC: RRCConnectionRelease

	-
	EXCEPTION: IF the UE is not configured to register for MCX during initial registration, THEN steps 18 to 27 take place.
	-
	-

	18
	Make the UE user request MCPTT service authorisation/configuration.

NOTE 2
	-
	-

	19
	The UE transmits an RRCConnectionRequest message.
	-->
	RRCConnectionRequest

	20
	SS transmit an RRCConnectionSetup message.
	<--
	RRC: RRCConnectionSetup

	21
	The UE transmits an RRCConnectionSetupComplete message to confirm the successful completion of the connection establishment and to initiate the session management procedure by including the SERVICE REQUEST message.
	-->
	RRC: RRCConnectionSetupComplete
NAS: SERVICE REQUEST

	22
	The SS transmits a SecurityModeCommand message to activate AS security.
	<--
	RRC: SecurityModeCommand

	23
	The UE transmits a SecurityModeComplete message and establishes the initial security configuration.
	-->
	RRC: SecurityModeComplete

	24
	The SS configures a new data radio bearer, associated with the default EPS bearer context.

The RRCConnectionReconfiguration message is using condition SRB2-DRB(N, 0) with N being the number of PDN connectivities established during initial registration (steps 0 – 17).
The DRBs associated with the respective default EPS bearer context obtained during the attach procedure are established
	<--
	RRC: RRCConnectionReconfiguration



	25
	The UE transmits an RRCConnectionReconfigurationComplete message to confirm the establishment of the new radio bearer, associated with the default EPS bearer context.
	-->
	RRC: RRCConnectionReconfigurationComplete

	26
	The EUTRA/EPS signalling for establishment of an additional PDN connectivity according to table 5.4.2.3-1A takes place
	-
	-

	27
	The SS transmits an RRCConnectionRelease message.
	<--
	RRC: RRCConnectionRelease

	NOTE 1:
The assumptions for the PDN support of a MCPTT capable UE, including the default EPS bearer context QCI requirements in regard to the different PDN are described in 5.4.1A.
NOTE 2:
This will start a 5 stage process. The first stage involves MCPTT User Authentication and includes Steps 3a1 through 10 of Table 5.3.2.3-1. The end result of the first stage is the MCPTT Client receives 3 tokens: access token, ID token, and refresh token.


Table 5.4.2.3-1A: EUTRA/EPS signalling for establishment of an additional PDN connectivity

	St
	Procedure
	Message Sequence

	
	
	U - S
	Message

	1
	The UE transmits a PDN CONNECTIVITY REQUEST message to request an additional PDN.
	-->
	RRC: ULInformationTransfer
NAS: PDN CONNECTIVITY REQUEST

	2
	The SS configures a new data radio bearer, associated with the additional default EPS bearer context. RRCConnectionReconfiguration message contains the ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message.
	<--
	RRC: RRCConnectionReconfiguration

NAS:

ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST

	3
	The UE transmits an RRCConnectionReconfigurationComplete message to confirm the establishment of additional default bearer.
	-->
	RRC: RRCConnectionReconfigurationComplete

	-
	EXCEPTION: In parallel to the event described in step 4 below, if initiated by the UE the generic procedure for IP address allocation in the U-plane specified in TS 36.508 subclause 4.5A.1 takes place performing IP address allocation in the U-plane.
	-
	-

	-
	EXCEPTION: IF ADD_IMS THEN in parallel to the event described in step 4 below the generic procedure for IMS signalling in the U-plane specified in TS 36.508 subclause 4.5A.3 takes place if requested by the UE
	-
	-

	-
	EXCEPTION: IF ADD_MCX THEN in parallel to the event described in step 4 below the SIP registration for MCPTT as specified in table 5.4.2.3-2 takes place
	-
	-

	4
	The UE transmits an ACTIVATE DEFAULT EPS BEARER CONTEXT ACCEPT message.
	-->
	RRC: ULInformationTransfer
NAS: ACTIVATE DEFAULT EPS BEARER CONTEXT ACCEPT


	Condition
	Explanation

	ADD_IMS
	true if PDN CONNECTIVITY REQUEST is for IMS

	ADD_MCX
	true if PDN CONNECTIVITY REQUEST is for MCX


Table 5.4.2.3-2: SIP registration for MCPTT

	St
	Procedure
	Message Sequence

	
	
	U - S
	Message

	-
	EXCEPTION: In parallel to the event described in steps 1 to 4 below the MCPTT user authentication as according to table 5.3.2.3-1 take place.
	
	

	1
	The UE sends initial registration for IMS services.
	-->
	SIP REGISTER

	2
	The SS responds with a valid AKAv1-MD5 authentication challenge and security mechanisms supported by the network.
	<--
	SIP 401 Unauthorized

	3
	The UE completes the security negotiation procedures, sets up a temporary set of SAs and uses those for sending another REGISTER with AKAv1-MD5 credentials.
	-->
	SIP REGISTER

	4
	The SS responds with 200 OK.
	<--
	SIP 200 OK

	5-6
	Void
	
	

	6A
	The generic procedure for MCPTT Service Authorization as specified in table 5.3.2.3-2 takes place
	
	

	7
	The SS (MCPTT server) sends SIP MESSAGE for configuring Location Info reporting.
	<--
	SIP MESSAGE

	8
	The UE (MCPTT client) responds with SIP 200 (OK)
	-->
	SIP 200 (OK)


5.4.2.4
Specific message contents

All specific EUTRA/EPS signalling message contents shall be referred to TS 36.508 [6] subclause 4.6 and 4.7.

The MCPTT relevant SIP message contents, Table 5.4.2.3-2, are specified in the present document subclause 5.5.2, except for the following messages.

Table 5.4.2.4-1: SIP MESSAGE (step 7)

	Derivation Path: Table 5.5.2.7.2-1 SIP MESSAGE from the SS

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Message-body
	
	
	
	

	  MIME body part
	
	Location info
	TS 24.379 [9] clause F.3
	

	    MIME-part-headers
	
	
	
	

	      MIME-Content-Type
	"application/vnd.3gpp.mcptt-location-info+xml"
	
	
	

	    MIME-part-body
	As described in Table 5.5.3.4.2-1: Location-info (Configuration sent by the SS)
	
	
	


Editor’s note: To be checked whether instead of specific message content for the Message-body reference to a condition (EMERGENCY-CALL or IMMPERIL-CALL) may be used.

Table 5.4.2.4-2: SIP 200 (OK) (Step 8, Table 5.4.2.3-2)

	Derivation Path: Table 5.5.2.17.1.1-1


Table 5.4.2.4-3: REGISTER (Step 1, Table 5.4.2.3-2)

	Derivation Path: Table 5.5.2.13-1 with condition SIP_REGISTER_INITIAL


Table 5.4.2.4-4: SIP 401 (Unauthorized) (Step 2, Table 5.4.2.3-2)

	Derivation Path: Table 5.5.2.19.7-1


Table 5.4.2.4-5: REGISTER (Step 3, Table 5.4.2.3-2)

	Derivation Path: Table 5.5.2.13-1


Table 5.4.2.4-6: SIP 200 (OK) (Step 4, Table 5.4.2.3-2)

	Derivation Path: Table 5.5.2.17.1.2-1


<End of modified section>
