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1. Overview

This document lists all the essencial changes needed to correct problems in the TTCN implementation of test case 7.1.4.1 which is part of the NR5GC test suite in the ‘iwd-TTCN3-B2019-06_D19wk38’ ATS delivery. 

With these changes applied the test case can be demonstrated to run with one or more UEs (see section 4). Execution log files are provided as evidence.
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3. Verification Test Summary

Test Case:
9.1.1.4
Test Group:
\5GMM\9_1_1\
ATS Version:
iwd-TTCN3-B2019-12_D19wk38
System Simulator used:
Keysight 5G Protocol Conformance Toolset
UE used:
HiSilicon Balong 5000
Verification Status:
PASS


4. Corrections required for 5GMM test case 9.1.1.4 on wk38 ATS

Change 1

	Function name
	fl_TC_9_1_1_4_Body()

	Reason for change
	At steps 7-8, the UE has an active suciryt context so the authentication signalling should be integrity protected and ciphered

	Summary of change
	Modify call to f_NR_Authentication5G_AKA()

	TTCN module
	Authentication_NR5GC

	MCC160 Comment
	


Before change

    function fl_TC_9_1_1_4_Body(AuthenticationError_Type p_Error) runs on NR5GC_PTC

  {

    var NR_CellId_Type v_NGC_NASCellA := f_NR5GC_MapNASCell(ngc_CellA, NG_AllCellsOnSamePLMN);

    var GMM_MobilityInfo_Type v_GMM_MobilityInfo;

    var NR_SRB_COMMON_IND v_ReceivedAsp;

    var NG_NAS_MSG_Indication_Type v_ReceivedMsg;

    ......
    // Update RAND according to step 7

    v_NAS_SecurityParams.AuthParams.RandValue := not4b(px_eAuthRAND);

    // Now NAS parameters updated for Authentication, store updated common values in RRC global variable

    v_RRC_SecurityParams.KAMF := v_NAS_SecurityParams.KAMF;

    v_RRC_SecurityParams.KSIamf := v_NAS_SecurityParams.KSIamf;

    // Now store both

    f_NR_Security_Set(v_RRC_SecurityParams);

    f_NR5GC_Security_Set(v_NAS_SecurityParams);

    //@siclog "Steps 7-8" siclog@

    f_NR_Authentication5G_AKA(v_NGC_NASCellA, tsc_SHT_NoSecurityProtection, tsc_SHT_NoSecurityProtection, v_PLMN);

    //@siclog "Steps 9-10" siclog@

v_NAS_SecurityParams := f_NR5GC_Security_Get();

......

}
After change

  function fl_TC_9_1_1_4_Body(AuthenticationError_Type p_Error) runs on NR5GC_PTC

  {

    var NR_CellId_Type v_NGC_NASCellA := f_NR5GC_MapNASCell(ngc_CellA, NG_AllCellsOnSamePLMN);

    var GMM_MobilityInfo_Type v_GMM_MobilityInfo;

    var NR_SRB_COMMON_IND v_ReceivedAsp;

    var NG_NAS_MSG_Indication_Type v_ReceivedMsg;

    ......
    // Update RAND according to step 7

    v_NAS_SecurityParams.AuthParams.RandValue := not4b(px_eAuthRAND);

    // Now NAS parameters updated for Authentication, store updated common values in RRC global variable

    v_RRC_SecurityParams.KAMF := v_NAS_SecurityParams.KAMF;

    v_RRC_SecurityParams.KSIamf := v_NAS_SecurityParams.KSIamf;

    // Now store both

    f_NR_Security_Set(v_RRC_SecurityParams);

    f_NR5GC_Security_Set(v_NAS_SecurityParams);

    //@siclog "Steps 7-8" siclog@

    f_NR_Authentication5G_AKA(v_NGC_NASCellA, tsc_SHT_IntegrityProtected_Ciphered, tsc_SHT_IntegrityProtected_Ciphered, v_PLMN);

    //@siclog "Steps 9-10" siclog@

v_NAS_SecurityParams := f_NR5GC_Security_Get();

......

}
5. Execution Log Files

5.1 HiSilicon Balong 5000
The HiSilicon Balong 5000UE passed this test case on Keysight 5G Protocol Conformance Toolset Solution on NR5GC band n41.The documentation below is enclosed as evidence of the successful test case run [1]:

· Test Case Execution log file: 
TC_9_1_1_4_LOG.html
In the log file (in .html format) the complete test case execution can be seen. All TLI events are presented and message contents are fully decoded and can be verified. Preliminary verdicts and the final test case verdict can be seen in the log file.
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