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[bookmark: _Toc13667814]9.1.1.5	5G AKA based primary authentication and key agreement / Reject
9.1.1.5	Test Purpose (TP)
(1)
with { the UE in 5GMM-REGISTERED-INITIATED state and SS initiates a 5G AKA based primary authentication and key agreement procedure }
ensure that {
  when { the SS sends an a AUTHENTICATION REJECT message }
    then { the UE deletes the stored 5G-GUTI, last visited registered TAI and ngKSI and enter state 5GMM-DEREGISTERED, the USIM is considered invalid until switching off the UE. }
            }

9.1.1.5.2	Conformance requirements
References: The conformance requirements covered in the current TC are specified in: TS 24.501 clauses 5.4.1.3.5. Unless otherwise stated these are Rel-15 requirements.
[TS 24.501, clause 5.4.1.3.5]
If the authentication response (RES) returned by the UE is not valid, the network response depends upon the type of identity used by the UE in the initial NAS message, that is:
-	if the 5G-GUTI was used; or
-	if the SUCI was used.
If the 5G-GUTI was used, the network should initiate an identification procedure to retrieve SUCI from the UE and restart the 5G AKA based primary authentication and key agreement procedure with the received SUCI.
If the SUCI was used for identification in the initial NAS message or in a restarted 5G AKA based primary authentication and key agreement procedure, or the network decides not to initiate the identification procedure to retrieve SUCI from the UE after an unsuccessful 5G AKA based primary authentication and key agreement procedure, the network should send an AUTHENTICATION REJECT message to the UE.
Upon receipt of an AUTHENTICATION REJECT message,
1)	if the message has been successfully integrity checked by the NAS, the UE shall set the update status to 5U3 ROAMING NOT ALLOWED, delete the stored 5G-GUTI, TAI list, last visited registered TAI and ngKSI. 
	In case of PLMN, the USIM shall be considered invalid until switching off the UE or the UICC containing the USIM is removed. In case of SNPN, the entry of the "list of subscriber data" with the SNPN identity of the current SNPN shall be considered invalid until the UE is switched off or the entry is updated.
-	The UE shall set:
i)	the counter for "SIM/USIM considered invalid for GPRS services" events and the counter for "SIM/USIM considered invalid for 5GS services over non-3GPP access" events in case of PLMN; or
ii)	the counter for "the entry for the current SNPN considered invalid for 3GPP access" events in case of SNPN;
	to UE implementation-specific maximum value. If the UE maintains a counter for "SIM/USIM considered invalid for non-GPRS services", then the UE shall set this counter to UE implementation-specific maximum value; and
-	if the UE is operating in single-registration mode, the UE shall handle 4G-GUTI, TAI list and eKSI as specified in 3GPP TS 24.301 [15] for the case when the authentication procedure is not accepted by the network. The USIM shall be considered as invalid also for non-EPS services until switching off or the UICC containing the USIM is removed.
2)	if the message is received without integrity protection, the UE shall start timer T3247 with a random value uniformly drawn from the range between 30 minutes and 60 minutes, if the timer is not running (see subclause 5.3.20). Additionally, the UE shall:
a)	if the message is received over 3GPP access, and the counter for "SIM/USIM considered invalid for GPRS services" events or the counter for "the entry for the current SNPN considered invalid for 3GPP access" events has a value less than a UE implementation-specific maximum value, proceed as specified in subclause 5.3.20, list item 1)-a) of clause 5.3.20.2 (if the UE is not SNPN enabled or is not operating in SNPN access mode) or list item a) of clause 5.30.20.3 (if the UE is operating in SNPN access mode) for the case that the 5GMM cause value received is #3;
b)	if the message is received over non-3GPP access, and the counter for "SIM/USIM considered invalid for 5GS services over non-3GPP access" events has a value less than a UE implementation-specific maximum value, proceed as specified in subclause 5.3.20, list item 1)-b) of clause 5.3.20.2 for the case that the 5GMM cause value received is #3.
c)	otherwise
i)	if the 5GMM cause value is received over 3GPP access, the UE shall: 
-	set the update status for 3GPP access to 5U3 ROAMING NOT ALLOWED, delete for 3GPP access only the stored 5G-GUTI, TAI list, last visited registered TAI and ngKSI. The USIM shall be considered invalid for 5GS services via 3GPP access and non-EPS service until switching off the UE or the UICC containing the USIM is removed or the entry of the "list of subscriber data" with the SNPN identity of the current SNPN shall be considered invalid for 3GPP access until the UE is switched off or the entry is updated.
-	The UE shall set the counter for "SIM/USIM considered invalid for GPRS services" events or the counter for "the entry for the current SNPN considered invalid for 3GPP access" events to UE implementation-specific maximum value. If the UE maintains a counter for "SIM/USIM considered invalid for non-GPRS services", then the UE shall set this counter to UE implementation-specific maximum value.
-	If the UE is operating in single-registration mode, the UE shall handle 4G-GUTI, TAI list and eKSI as specified in 3GPP TS 24.301 [15] for the case when the authentication procedure is not accepted by the network. The USIM shall be considered as invalid also for non-EPS services until switching off or the UICC containing the USIM is removed; and
ii)	if the 5GMM cause value is received over non-3GPP access, the UE shall:
-	set the update status for non-3GPP access to 5U3 ROAMING NOT ALLOWED, delete for non-3GPP access only the stored 5G-GUTI, TAI list, last visited registered TAI and ngKSI. The USIM shall be considered invalid for 5GS services via non-3GPP access until switching off the UE or the UICC containing the USIM is removed.
	The UE shall set the counter for "SIM/USIM considered invalid for 5GS services over non-3GPP access" events to UE implementation-specific maximum value.
If the AUTHENTICATION REJECT message is received by the UE, the UE shall abort any 5GMM signalling procedure, stop any of the timers T3510, T3516, T3517, T3519 or T3521 (if they were running), enter state 5GMM-DEREGISTERED and delete any stored SUCI.
Depending on local requirements or operator preference for emergency services, if the UE initiates a registration procedure with 5GS registration type IE set to "emergency registration" and the AMF is configured to allow emergency registration without user identity, the AMF needs not follow the procedures specified for the authentication failure in the present subclause. The AMF may continue a current 5GMM specific procedure.
9.1.1.5.3	Test description
9.1.1.5.3.1	Pre-test conditions
System Simulator:
-	NGC Cell A "Serving cell" TS 38.508-1 [4] Table 6.2.2.1-3
UE:
· None
Preamble:
-	The UE is in state Switched OFF (state 0N-B) according to TS 38.508-1 [4].
9.1.1.5.3.2	Test procedure sequence
Table 9.1.1.5.3.2-1: Main behaviour
	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	The UE is switched on.
	-
	-
	-
	-

	2-4
	The UE executes steps 2-4 of Table 4.5.2.2-2 in TS38.508-1 [4].
	-
	-
	-
	-

	5
	The SS transmits an AUTHENTICATION REQUEST message
	
	5GMM: AUTHENTICATION REQUEST
	-
	-

	6
	The UE transmits an AUTHENTICATION RESPONSE
	
	5GMM: AUTHENTICATION RESPONSE
	-
	-

	7
	The SS transmits an AUTHENTICATION REJECT message
	<--
	5GMM: AUTHENTICATION REJECT
	-
	-

	8
	SS releases the RRC connection
	-
	-
	-
	-

	9
	Check: Does the UE transmit an RRCSetupRequest message for intial registration procedure within the next 30 seconds?
	-->
	NR : RRCSetupRequest
	1
	F

	10
	The UE is switched off by executing generic procedure in Table 4.9.6.4-1 in TS 38.508-1 [4].
	-
	-
	-
	-

	11
	The UE is switched on.
	-
	-
	-
	-

	12
	Check: Does the UE transmit a REGISTRATION REQUEST message?
	-->
	5GMM: REGISTRATION REQUEST
	1
	P

	13-28a1
	The UE executes steps 5-20a1 of Table 4.5.2.2-2 in TS 38.508-1 [4] complete registration procedure.
	-
	-
	-
	-



9.1.1.5.3.3	Specific message contents
Table 9.1.1.5.3.3-1: Message REGISTRATION REQUEST (step 4, Table 9.1.1.5.3.2-1)
	Derivation path: TS 38.508-1 [4], table 4.7.1-6

	Information Element
	Value/Remark
	Comment
	Condition

	5GS registration type
	
	
	

	  5GS registration type value
	'001'B
	initial registration
	



Table 9.1.1.5.3.3-2: Message REGISTRATION REQUEST (step 12, Table 9.1.1.5.3.2-1)
	Derivation path: TS 38.508-1 [4], table 4.7.1-6

	Information Element
	Value/Remark
	Comment
	Condition

	5GS registration type
	
	
	

	  5GS registration type value
	'001'B
	initial registration
	

	ngKSI
	‘111’
	no key is available
	

	5GS mobile identity
	SUCI of the UE
	a freshly   generated SUCI
	

	Last visited registered TAI
	Not present
	
	




