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401 Unauthorized for REGISTER

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


	Header/param
	Cond
	Value/remark
	Rel
	Reference

	Status-Line
	
	
	
	RFC 3261 [15]

	
SIP-Version
	
	SIP/2.0
	
	

	
Status-Code
	
	401
	
	

	
Reason-Phrase
	
	Unauthorized
	
	

	Via
	
	
	
	RFC 3261 [15]

	
via-parm
	
	same value as received in REGISTER message
	
	

	To
	
	
	
	RFC 3261 [15]

	
addr-spec
	
	same value as received in REGISTER message
	
	

	
tag
	
	common to-tag (register)
	
	

	From
	
	
	
	RFC 3261 [15]

	
addr-spec
	
	same value as received in REGISTER message
	
	

	
tag
	
	same value as received in REGISTER message
	
	

	Call-ID
	
	
	
	RFC 3261 [15]

	
callid
	
	same value as received in REGISTER message
	
	

	CSeq
	
	
	
	RFC 3261 [15]

	
value
	
	same value as received in REGISTER message
	
	

	WWW-Authenticate
	
	
	
	RFC 2617 [16]
RFC 3310 [17]

	
realm
	
	home domain name as stored in EFDOMAIN or home domain name derived from the IMSI
	
	

	
	A2
	home domain name as preconfigured in the UE
	
	

	
algorithm
	A1
	AKAv1-MD5
	
	

	
	A2
	MD5
	
	

	
qop-value
	
	auth
	
	

	
nonce
	
	Base 64 encoding of RAND and AUTN
	
	

	
opaque
	
	arbitrary value (to be returned by the UE in subsequent REGISTER)
	
	

	Security-Server
	A1
	
	
	RFC 3329 [21]

	
mechanism-name
	
	ipsec-3gpp
	
	

	
algorithm
	
	px_IMS_SecAlgorithm (hmac-md5-96 or hmac-sha-1-96)
	
	

	
spi-c
	
	SPI number of the inbound SA at the protected client port
	
	

	
spi-s
	
	SPI number of the inbound SA at the protected server port
	
	

	
port-c
	
	protected client port of SS
	
	

	
port-s
	
	protected server port of SS
	
	

	
Encrypt-algorithm
	
	des-ede3-cbc or aes-cbc
	
	

	
q
	
	0.9
	
	

	
Mechanism-name 
	
	ipsec-3gpp
	
	

	
algorithm
	
	Algorithm not selected by px_IMS_IPSecAlgorithm (hmac-sha-1-96 or hmac-md5-96)
	
	

	
spi-c
	
	SPI number of the inbound SA at the protected client port
	
	

	
spi-s
	
	SPI number of the inbound SA at the protected server port
	
	

	
port-c
	
	protected client port of SS
	
	

	
port-s
	
	protected server port of SS
	
	

	
encrypt-algorithm
	
	des-ede3-cbc or aes-cbc
	
	

	
q
	
	0.7
	
	

	Security-Server
	A2
	not present
	
	

	Content-Length
	
	
	
	RFC 3261 [15]

	
value
	
	0
	
	


	Condition
	Explanation

	A1
	IMS Security (A.6a/2 3GPP TS 34.229-2 [5])

	A2
	SIP Digest without TLS for Fixed Broadband Access (SIP Digest without TLS, A.6a/5 3GPP TS 34.229-2 [5])
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