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Introduction
[bookmark: _Ref178064866]During recent releases, there have been lots of discussion between RAN2 and SA3 on different security features. Typically, when RAN introduces a new feature (e.g. EN-DC a.k.a Option 3), it coordinates with SA3 on radio security aspects via LSs. 
However, recently in Rel-16, there have been some work in SA3 which is not directly related to any RAN work. One example of that is user plane Integrity Protection (IP) in LTE. It was not clear if such work should initiate own RAN WI or handled just a side.
To make better planning for other features, it is suggested to look ongoing Rel-16/Rel-17 work in SA3 and plan RAN work accordingly.
Discussion
False base station detection
There is ongoing Rel-16 SA3 study on 5G security enhancement against false base stations, FS_5GFBS. The current timeline is to close the study by December 2019. 
In TR 33.809, 7 key issues and 16 solutions have been identified. Key issues are:
•	Key Issue #1: Security of unprotected unicast messages
•	Key Issue #2: Security protection of system information
•	Key Issue #3: Network detection of false base stations
•	Key Issue #4: Protection against SON poisoning attempts
•	Key Issue #5: Mitigation against the authentication relay
•	Key Issue #6: Resistance to radio jamming (only a placeholder, SA3 will not work on this)
•	Key issue #7: Protection against Man-in-the-Middle false gNB attacks

The Key Issue #1 (Security of unprotected unicast messages) covers both AS and NAS messages, e.g., protection of unauthenticated Reject messages. The key issue has not been concluded. If concluded, there is potentially RAN/CN impacts.
Key Issue #2 (Security protection of system information) will likely have impact on RAN, if agreed. RAN2 needs to add additional security information in the broadcast messages (System Information) and RAN3 define additions in NG-RAN, if any. 
The Key Issue #3 (Network detection of false base stations) is about enriching measurement reports that are sent by UEs to the network to facilitate detection of false base stations. SA3 has currently sent a LS to RAN groups to assess the impacts. 
The Key Issue #4 (Protection against SON poisoning attempts) does not have any solutions on table yet.
The Key Issue #5 (Mitigation against the authentication relay) is not concluded yet. If concluded, there will be some minor impact on RAN/CN.
The Key Issue #6 (Resistance to radio jamming) is just a placeholder.  SA3 will not work on this.
The Key issue #7 (Protection against Man-in-the-Middle false gNB attacks) is not concluded yet. If concluded, there will be some minor impact on RAN/CN.
Depending on outcome of SA3 discussions, some TUs should be reserved for RAN2/RAN3 work. If impacts are bigger, it can be cleaner to have a separate Work Item for that. The work item scope can be discussed in the RAN email discussion.

[bookmark: _Toc18959460]Once SA3 has progressed, discuss potential WI and/or reserve time for RAN work related of false base station detection. In case of WID, email discussion should be triggered.
User plane Integrity protection
User plane Integrity protection has been discussed between SA3 and RAN2 over some time. Recently GSMA sent LS to SA3/RAN2/RAN [1]. GSMA highlighted some security concerns and asked SA3 and RAN2 to look the issues and update the specifications, if needed.
As stated in LS from RAN2 [2], 5G NR protocol specifications support Integrity Protection of the user plane data from Rel-15.  It is configurable per radio bearer.  It is mandatory for UE to support Integrity Protection for DRBs up to 64Kb/s and optional up to full data rate supported by the UE. User plane IP is not supported in LTE. 
RAN2 replied to GSMA that it consider any updates in RAN2 specifications after getting more input from SA3. However, it was not clear if such work would if in Rel-16 or would go to Rel-17.
If IP in user plane does not fit to Rel-16, it could be discussed together with other security features in Rel-17. 


Conclusion
Based on the discussion in the previous sections we propose the following:
Proposal 1	Once SA3 has progressed, discuss potential WI and/or reserve time for RAN work related of false base station detection. In case of WID, email discussion should be triggered.
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