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	Reason for change:
	For EN-DC test cases with data path check steps (using ping or loopback mode), some corrections are required for IPv6 and IPv4v6 operation.


	
	

	Summary of change:
	Some corrections for IPv6 and IPv4v6 operation. 
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	A conformant UE may fail EN-DC test cases
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Change 1
	Function name
	fl_Get_508_PacketFilter()

	Reason for change
	In the case of UE dual stack IPv4v6 operation, the IP data check for EN-DC test cases will use IPv4 packets (see functions f_LoopbackModeB_IP_Address_UE() and f_LoopbackModeB_IP_Address_UE()) but the packet filters to be applied will be using IPv6 addresses.

	Summary of change
	Modify packet filter creation to use IPv4 addresses whenever IPv4 is supported, so that correct EPS bearer is used during the EN-DC data path checking.

	TTCN module
	EUTRA_NB_NASSteps

	MCC160 Comment
	


Before change
function fl_Get_508_PacketFilter(out template (value) PacketFilter p_PacketFilterByRef,

                                   out integer p_PacketFilterLengthByRef,

                                   integer p_PacketFilterNumber,

                                   HalfOctet_Type p_EPS_BearerId,

                                   B3_Type p_PdnTypeValue,

                                   PDN_Index_Type p_PdnIndex)

  { /* @sic R5-112600 new parameter p_PdnTypeValue to determine whether IPv4 or IPv6 address to be used sic@ */

    /* @sic R5s130362 - MCC160 Implementation: tsc_PDN_AddressInfo; new parameter p_PdnIndex sic@ */

    var integer v_ContentsLength := 0;

    var template (value) PacketFilter v_Filter;

    var PDN_AddressInfo_Type v_PDN_AddressInfo := f_PDN_AddressInfo_Get(p_PdnIndex);

    var charstring v_NetworkIpAddrv4 := v_PDN_AddressInfo.PCSCF_IPAddressIPv4;

    var charstring v_NetworkIpAddrv6 := v_PDN_AddressInfo.PCSCF_IPAddressIPv6;

    if ((p_PacketFilterNumber != 4) and (p_PacketFilterNumber != 5)) {   // @sic R5-132085 sic@ in case (4, 5) no addresses used @sic R5s130495 sic@

      if (p_PdnTypeValue == tsc_PdnType_IPv4) {  // IPv4 only; @sic R5s110168 change 8.3; R5-112600 sic@
        v_Filter.contents[0] := cs_PktFilterCompIPv4RemoteAddress(v_NetworkIpAddrv4);

        v_ContentsLength := v_ContentsLength + 9;

      }

      else { // IPv4v6 or IPv6 only

        v_Filter.contents[0] := cs_PktFilterCompIPv6RemoteAddress(v_NetworkIpAddrv6);

        v_ContentsLength := v_ContentsLength + 33;

      }

    }

    select (p_PacketFilterNumber){

      case (1, 6) { // @sic R5-183239 sic@

        v_Filter.spare       := '00'B; //  @sic R5s130195 Baseline Moving sic@

        v_Filter.direction   := '01'B; //  @sic R5s130195 Baseline Moving sic@

        v_Filter.iei         := '0'H;  //  @sic R5s130195 Baseline Moving sic@

        if (hex2int(p_EPS_BearerId)>5)

        {

          v_Filter.precedence  := int2bit((hex2int(p_EPS_BearerId)-6), 8); // @sic R5-174469 sic@

        } else {

          v_Filter.precedence  := int2bit(0, 8);

        }

        v_Filter.contents[1] := cs_PktFilterCompSingleRemotePort31160(p_EPS_BearerId);

        v_ContentsLength := v_ContentsLength + 3;

        if (p_PacketFilterNumber == 6 and pc_IP_Ping) {// @sic R5-183239 sic@

          if (p_PdnTypeValue == tsc_PdnType_IPv4) {  // IPv4 only
            v_Filter.contents[2] := cs_PktFilterCompProtocolIdNextHeaderICMP;

          } else {

            v_Filter.contents[2] := cs_PktFilterCompProtocolIdNextHeaderICMPv6;

          }

        } else {

          v_Filter.contents[2] := cs_PktFilterCompProtocolIdNextHeaderUDP;

        }

        v_ContentsLength := v_ContentsLength + 2;

      }

      case (2, 7) { // @sic R5-183239 sic@

        // Update to values in Reference packet filter #2

        // UL only filter, ID=1          @sic R5-104702 sic@

        v_Filter.spare       := '00'B; //  @sic R5s130195 Baseline Moving sic@

        v_Filter.direction   := '10'B; //  @sic R5s130195 Baseline Moving sic@

        v_Filter.iei         := '1'H;  //  @sic R5s130195 Baseline Moving sic@

        v_Filter.precedence  := int2bit((hex2int(p_EPS_BearerId)-6+8), 8); // @sic R5-104702 sic@

        v_Filter.contents[1] := cs_PktFilterCompSingleRemotePort61000(p_EPS_BearerId);

        v_ContentsLength := v_ContentsLength + 3;

        if (p_PacketFilterNumber == 7 and pc_IP_Ping) {// @sic R5-183239 sic@

          if (p_PdnTypeValue == tsc_PdnType_IPv4) {  // IPv4 only
            v_Filter.contents[2] := cs_PktFilterCompProtocolIdNextHeaderICMP;

          } else {

            v_Filter.contents[2] := cs_PktFilterCompProtocolIdNextHeaderICMPv6;

          }

        } else {

          v_Filter.contents[2] := cs_PktFilterCompProtocolIdNextHeaderUDP;

        }

        v_ContentsLength := v_ContentsLength + 2;

      }

      case (3){

        // Update to values in Reference packet filter #3

        // Bidirectional filter, ID=2  @sic R5-104702 sic@

        v_Filter.spare       := '00'B; //  @sic R5s130195 Baseline Moving sic@

        v_Filter.direction   := '11'B; //  @sic R5s130195 Baseline Moving sic@

        v_Filter.iei         := '2'H;  //  @sic R5s130195 Baseline Moving sic@

        v_Filter.precedence  := '00001111'B;

      }

      case (4){  // @sic R5-132085 sic@

        // Update to values in Reference packet filter #4

        // Bidirectional filter, ID=3

        v_Filter.spare       := '00'B;

        v_Filter.direction   := '11'B;

        v_Filter.iei         := '3'H;

        if (hex2int(p_EPS_BearerId)>5)

        {

          v_Filter.precedence  := int2bit((hex2int(p_EPS_BearerId)-6), 8); // @sic R5-174469 sic@

        } else {

          v_Filter.precedence  := int2bit(0, 8);

        }

        v_Filter.contents[0] := cs_PktFilterCompRemotePortRange(tsc_IMS_MediaPort_M1, tsc_IMS_MediaPort_M1+1);  // @sic R5s130495 sic@

        v_ContentsLength := v_ContentsLength + 5;

        v_Filter.contents[1] := cs_PktFilterCompProtocolIdNextHeaderUDP;

        v_ContentsLength := v_ContentsLength + 2;

      }

      case (5){  // @sic R5-132085 sic@

        // Update to values in Reference packet filter #5

        // Bidirectional filter, ID=3

        v_Filter.spare       := '00'B;

        v_Filter.direction   := '11'B;

        v_Filter.iei         := '4'H;

        if (hex2int(p_EPS_BearerId)>5)

        {

          v_Filter.precedence  := int2bit((hex2int(p_EPS_BearerId)-6), 8); // @sic R5-174469 sic@

        } else {

          v_Filter.precedence  := int2bit(0, 8);

        }

        v_Filter.contents[0] := cs_PktFilterCompRemotePortRange(tsc_IMS_MediaPort_M2, tsc_IMS_MediaPort_M2+1);  // @sic R5s130495 sic@

        v_ContentsLength := v_ContentsLength + 5;

        v_Filter.contents[1] := cs_PktFilterCompProtocolIdNextHeaderUDP;

        v_ContentsLength := v_ContentsLength + 2;

      }

      case (8) { // @sic R5-187765 sic@

        // Update to values in Reference packet filter #8

        // UL only filter, ID=1

        v_Filter.spare       := '00'B;

        v_Filter.direction   := '10'B;

        v_Filter.iei         := '1'H;

        v_Filter.precedence  := int2bit((hex2int(p_EPS_BearerId)-6+8), 8);

      }

      case (9) { // @sic R5-187765 sic@

        // Update to values in Reference packet filter #9

        // Bidirectional filter, ID=5

        v_Filter.spare       := '00'B;

        v_Filter.direction   := '11'B;

        v_Filter.iei         := '5'H;

        if (hex2int(p_EPS_BearerId)>5)

        {

          v_Filter.precedence  := int2bit((hex2int(p_EPS_BearerId)-6), 8);

        } else {

          v_Filter.precedence  := int2bit(0, 8);

        }

        v_Filter.contents[0] := cs_PktFilterCompRemotePortRange(tsc_IMS_MediaPort_M2, tsc_IMS_MediaPort_M2+1);

        v_ContentsLength := v_ContentsLength + 5;

        v_Filter.contents[1] := cs_PktFilterCompProtocolIdNextHeaderUDP;

        v_ContentsLength := v_ContentsLength + 2;

      }

    }

    v_Filter.iel := int2oct(v_ContentsLength, 1);

    p_PacketFilterByRef := v_Filter;

    p_PacketFilterLengthByRef := v_ContentsLength + 3; // length of the filter contents + 3 octets for iei, precedence and iel

  }
After change

  function fl_Get_508_PacketFilter(out template (value) PacketFilter p_PacketFilterByRef,

                                   out integer p_PacketFilterLengthByRef,

                                   integer p_PacketFilterNumber,

                                   HalfOctet_Type p_EPS_BearerId,

                                   B3_Type p_PdnTypeValue,

                                   PDN_Index_Type p_PdnIndex)

  { /* @sic R5-112600 new parameter p_PdnTypeValue to determine whether IPv4 or IPv6 address to be used sic@ */

    /* @sic R5s130362 - MCC160 Implementation: tsc_PDN_AddressInfo; new parameter p_PdnIndex sic@ */

    var integer v_ContentsLength := 0;

    var template (value) PacketFilter v_Filter;

    var PDN_AddressInfo_Type v_PDN_AddressInfo := f_PDN_AddressInfo_Get(p_PdnIndex);

    var charstring v_NetworkIpAddrv4 := v_PDN_AddressInfo.PCSCF_IPAddressIPv4;

    var charstring v_NetworkIpAddrv6 := v_PDN_AddressInfo.PCSCF_IPAddressIPv6;

    if ((p_PacketFilterNumber != 4) and (p_PacketFilterNumber != 5)) {   // @sic R5-132085 sic@ in case (4, 5) no addresses used @sic R5s130495 sic@

      if( (p_PdnTypeValue == tsc_PdnType_IPv4) or (p_PdnTypeValue == tsc_PdnType_IPv4v6)) {  // IPv4 only; @sic R5s110168 change 8.3; R5-112600 sic@
        v_Filter.contents[0] := cs_PktFilterCompIPv4RemoteAddress(v_NetworkIpAddrv4);

        v_ContentsLength := v_ContentsLength + 9;

      }

      else { // IPv4v6 or IPv6 only

        v_Filter.contents[0] := cs_PktFilterCompIPv6RemoteAddress(v_NetworkIpAddrv6);

        v_ContentsLength := v_ContentsLength + 33;

      }

    }

    select (p_PacketFilterNumber){

      case (1, 6) { // @sic R5-183239 sic@

        v_Filter.spare       := '00'B; //  @sic R5s130195 Baseline Moving sic@

        v_Filter.direction   := '01'B; //  @sic R5s130195 Baseline Moving sic@

        v_Filter.iei         := '0'H;  //  @sic R5s130195 Baseline Moving sic@

        if (hex2int(p_EPS_BearerId)>5)

        {

          v_Filter.precedence  := int2bit((hex2int(p_EPS_BearerId)-6), 8); // @sic R5-174469 sic@

        } else {

          v_Filter.precedence  := int2bit(0, 8);

        }

        v_Filter.contents[1] := cs_PktFilterCompSingleRemotePort31160(p_EPS_BearerId);

        v_ContentsLength := v_ContentsLength + 3;

        if (p_PacketFilterNumber == 6 and pc_IP_Ping) {// @sic R5-183239 sic@

          if ((p_PdnTypeValue == tsc_PdnType_IPv4) or (p_PdnTypeValue == tsc_PdnType_IPv4v6)) {  // IPv4 only
            v_Filter.contents[2] := cs_PktFilterCompProtocolIdNextHeaderICMP;

          } else {

            v_Filter.contents[2] := cs_PktFilterCompProtocolIdNextHeaderICMPv6;

          }

        } else {

          v_Filter.contents[2] := cs_PktFilterCompProtocolIdNextHeaderUDP;

        }

        v_ContentsLength := v_ContentsLength + 2;

      }

      case (2, 7) { // @sic R5-183239 sic@

        // Update to values in Reference packet filter #2

        // UL only filter, ID=1          @sic R5-104702 sic@

        v_Filter.spare       := '00'B; //  @sic R5s130195 Baseline Moving sic@

        v_Filter.direction   := '10'B; //  @sic R5s130195 Baseline Moving sic@

        v_Filter.iei         := '1'H;  //  @sic R5s130195 Baseline Moving sic@

        v_Filter.precedence  := int2bit((hex2int(p_EPS_BearerId)-6+8), 8); // @sic R5-104702 sic@

        v_Filter.contents[1] := cs_PktFilterCompSingleRemotePort61000(p_EPS_BearerId);

        v_ContentsLength := v_ContentsLength + 3;

        if (p_PacketFilterNumber == 7 and pc_IP_Ping) {// @sic R5-183239 sic@

          if ((p_PdnTypeValue == tsc_PdnType_IPv4) or (p_PdnTypeValue == tsc_PdnType_IPv4v6)) {  // IPv4 only
            v_Filter.contents[2] := cs_PktFilterCompProtocolIdNextHeaderICMP;

          } else {

            v_Filter.contents[2] := cs_PktFilterCompProtocolIdNextHeaderICMPv6;

          }

        } else {

          v_Filter.contents[2] := cs_PktFilterCompProtocolIdNextHeaderUDP;

        }

        v_ContentsLength := v_ContentsLength + 2;

      }

      case (3){

        // Update to values in Reference packet filter #3

        // Bidirectional filter, ID=2  @sic R5-104702 sic@

        v_Filter.spare       := '00'B; //  @sic R5s130195 Baseline Moving sic@

        v_Filter.direction   := '11'B; //  @sic R5s130195 Baseline Moving sic@

        v_Filter.iei         := '2'H;  //  @sic R5s130195 Baseline Moving sic@

        v_Filter.precedence  := '00001111'B;

      }

      case (4){  // @sic R5-132085 sic@

        // Update to values in Reference packet filter #4

        // Bidirectional filter, ID=3

        v_Filter.spare       := '00'B;

        v_Filter.direction   := '11'B;

        v_Filter.iei         := '3'H;

        if (hex2int(p_EPS_BearerId)>5)

        {

          v_Filter.precedence  := int2bit((hex2int(p_EPS_BearerId)-6), 8); // @sic R5-174469 sic@

        } else {

          v_Filter.precedence  := int2bit(0, 8);

        }

        v_Filter.contents[0] := cs_PktFilterCompRemotePortRange(tsc_IMS_MediaPort_M1, tsc_IMS_MediaPort_M1+1);  // @sic R5s130495 sic@

        v_ContentsLength := v_ContentsLength + 5;

        v_Filter.contents[1] := cs_PktFilterCompProtocolIdNextHeaderUDP;

        v_ContentsLength := v_ContentsLength + 2;

      }

      case (5){  // @sic R5-132085 sic@

        // Update to values in Reference packet filter #5

        // Bidirectional filter, ID=3

        v_Filter.spare       := '00'B;

        v_Filter.direction   := '11'B;

        v_Filter.iei         := '4'H;

        if (hex2int(p_EPS_BearerId)>5)

        {

          v_Filter.precedence  := int2bit((hex2int(p_EPS_BearerId)-6), 8); // @sic R5-174469 sic@

        } else {

          v_Filter.precedence  := int2bit(0, 8);

        }

        v_Filter.contents[0] := cs_PktFilterCompRemotePortRange(tsc_IMS_MediaPort_M2, tsc_IMS_MediaPort_M2+1);  // @sic R5s130495 sic@

        v_ContentsLength := v_ContentsLength + 5;

        v_Filter.contents[1] := cs_PktFilterCompProtocolIdNextHeaderUDP;

        v_ContentsLength := v_ContentsLength + 2;

      }

      case (8) { // @sic R5-187765 sic@

        // Update to values in Reference packet filter #8

        // UL only filter, ID=1

        v_Filter.spare       := '00'B;

        v_Filter.direction   := '10'B;

        v_Filter.iei         := '1'H;

        v_Filter.precedence  := int2bit((hex2int(p_EPS_BearerId)-6+8), 8);

      }

      case (9) { // @sic R5-187765 sic@

        // Update to values in Reference packet filter #9

        // Bidirectional filter, ID=5

        v_Filter.spare       := '00'B;

        v_Filter.direction   := '11'B;

        v_Filter.iei         := '5'H;

        if (hex2int(p_EPS_BearerId)>5)

        {

          v_Filter.precedence  := int2bit((hex2int(p_EPS_BearerId)-6), 8);

        } else {

          v_Filter.precedence  := int2bit(0, 8);

        }

        v_Filter.contents[0] := cs_PktFilterCompRemotePortRange(tsc_IMS_MediaPort_M2, tsc_IMS_MediaPort_M2+1);

        v_ContentsLength := v_ContentsLength + 5;

        v_Filter.contents[1] := cs_PktFilterCompProtocolIdNextHeaderUDP;

        v_ContentsLength := v_ContentsLength + 2;

      }

    }

    v_Filter.iel := int2oct(v_ContentsLength, 1);

    p_PacketFilterByRef := v_Filter;

    p_PacketFilterLengthByRef := v_ContentsLength + 3; // length of the filter contents + 3 octets for iei, precedence and iel

  }
Change 2
	Function name
	f_LoopbackModeBorPing_CheckDataRX

	Reason for change
	The comparison “p_IpPacketTX == p_IpPacketRX” can fail in the case of IPv6 operation if the source and destination address fields contain hex digits (“a”…”f”) which differ only in case (A-F vs a-f) between the transmitted and received packets. 

	Summary of change
	Perform “oct2bit” followed by “bit2oct” conversion on the transmitted and received packets to align the case used for hex digits.

	TTCN module
	LoopbackIP.ttcn

	MCC160 Comment
	


Before change
function f_LoopbackModeBorPing_CheckDataRX(octetstring p_IpPacketTX,

                                             octetstring p_IpPacketRX) return boolean

  {

    var IPv4IPv6PacketInfo_Type v_PacketInfoTX;

    var IPv4IPv6PacketInfo_Type v_PacketInfoRX;

    var IPv4IPv6PacketInfo_Type v_PacketInfoExpected;

    var integer v_SequenceNumber;

    var octetstring v_ExpectedIcmpEchoReplyPacket;

    if (pc_IP_Ping) {

      v_PacketInfoTX := f_IPv4IPv6Packet_GetInfo(p_IpPacketTX);
      v_PacketInfoRX := f_IPv4IPv6Packet_GetInfo(p_IpPacketRX);
      v_SequenceNumber := oct2int(substr(v_PacketInfoTX.Payload, 6, 2));

      v_ExpectedIcmpEchoReplyPacket := f_IPv4IPv6_IcmpEchoReply(v_PacketInfoTX.DestAddr, v_PacketInfoTX.SourceAddr, v_SequenceNumber);

      v_PacketInfoExpected := f_IPv4IPv6Packet_GetInfo(v_ExpectedIcmpEchoReplyPacket);

      return ((v_PacketInfoRX.Protocol == v_PacketInfoExpected.Protocol) and

              (v_PacketInfoRX.SourceAddr == v_PacketInfoExpected.SourceAddr) and

              (v_PacketInfoRX.DestAddr == v_PacketInfoExpected.DestAddr) and

              (v_PacketInfoRX.Payload == v_PacketInfoExpected.Payload));

    }

    else {

      return (p_IpPacketTX == p_IpPacketRX);
    }

  }
After change

  function f_LoopbackModeBorPing_CheckDataRX(octetstring p_IpPacketTX,

                                             octetstring p_IpPacketRX) return boolean

  {

    var IPv4IPv6PacketInfo_Type v_PacketInfoTX;

    var IPv4IPv6PacketInfo_Type v_PacketInfoRX;

    var IPv4IPv6PacketInfo_Type v_PacketInfoExpected;

    var integer v_SequenceNumber;

    var octetstring v_ExpectedIcmpEchoReplyPacket;

    var octetstring v_IpPacketTX := bit2oct(oct2bit(p_IpPacketTX));

    var octetstring v_IpPacketRX := bit2oct(oct2bit(p_IpPacketRX));
    if (pc_IP_Ping) {

      v_PacketInfoTX := f_IPv4IPv6Packet_GetInfo(v_IpPacketTX);

      v_PacketInfoRX := f_IPv4IPv6Packet_GetInfo(v_IpPacketRX);
      v_SequenceNumber := oct2int(substr(v_PacketInfoTX.Payload, 6, 2));

      v_ExpectedIcmpEchoReplyPacket := f_IPv4IPv6_IcmpEchoReply(v_PacketInfoTX.DestAddr, v_PacketInfoTX.SourceAddr, v_SequenceNumber);

      v_PacketInfoExpected := f_IPv4IPv6Packet_GetInfo(v_ExpectedIcmpEchoReplyPacket);

      return ((v_PacketInfoRX.Protocol == v_PacketInfoExpected.Protocol) and

              (v_PacketInfoRX.SourceAddr == v_PacketInfoExpected.SourceAddr) and

              (v_PacketInfoRX.DestAddr == v_PacketInfoExpected.DestAddr) and

              (v_PacketInfoRX.Payload == v_PacketInfoExpected.Payload));

    }

    else {

      return (v_IpPacketTX == v_IpPacketRX);
    }

  }
Change 4
	Function name
	f_ICMPv6_UpdateCRCChecksum

	Reason for change
	According to RFC 4443, section 2.3,For computing the checksum, the checksum field is first set to zero.

	Summary of change
	Checksum field set to zero

	TTCN module
	CommonIP.ttcn

	MCC160 Comment
	


Before change
function f_ICMPv6_UpdateCRCChecksum(charstring p_SrcAddress,

                                      charstring p_DstAddress,

                                      octetstring p_IcmpPDU) return octetstring

  {

    var octetstring v_PseudoHeader;

    var octetstring v_IcmpPDU := p_IcmpPDU;

    var O2_Type v_Checksum;

    // Build pseudo headers for ICMPv6, see RFC 4443 clause 2.3

    // Pseudo headers are specified in RFC 2460 clause 8.1

    v_PseudoHeader :=

      f_Convert_IPv6Addr2OctString(p_SrcAddress) &

        f_Convert_IPv6Addr2OctString(p_DstAddress) &

        int2oct (lengthof(p_IcmpPDU), 4) & '0000003A'O;

      // Now compute checksum

      v_Checksum := f_IpChecksum (v_PseudoHeader & p_IcmpPDU);

      // See RFC 4443 clause 2.1

      v_IcmpPDU[2] := v_Checksum[0];

      v_IcmpPDU[3] := v_Checksum[1];

      return v_IcmpPDU;

  }
After change

  function f_ICMPv6_UpdateCRCChecksum(charstring p_SrcAddress,

                                      charstring p_DstAddress,

                                      octetstring p_IcmpPDU) return octetstring

  {

    var octetstring v_PseudoHeader;

    var octetstring v_IcmpPDU := p_IcmpPDU;

    var O2_Type v_Checksum;

    log("anupams - inside f_ICMPv6_UpdateCRCChecksum ");

    // Build pseudo headers for ICMPv6, see RFC 4443 clause 2.3

    // Pseudo headers are specified in RFC 2460 clause 8.1

    v_PseudoHeader :=

      f_Convert_IPv6Addr2OctString(p_SrcAddress) &

        f_Convert_IPv6Addr2OctString(p_DstAddress) &

        int2oct (lengthof(p_IcmpPDU), 4) & '0000003A'O;

      //According to RFC 4443, section 2.3,

      //For computing the checksum, the checksum field is first set to zero.

      p_IcmpPDU[2] := '00'O;

      p_IcmpPDU[3] := '00'O;
      // Now compute checksum

      v_Checksum := f_IpChecksum (v_PseudoHeader & p_IcmpPDU);

      // See RFC 4443 clause 2.1

      v_IcmpPDU[2] := v_Checksum[0];

      v_IcmpPDU[3] := v_Checksum[1];

      return v_IcmpPDU;

  }
