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<Start>

8.1.4.1.3
Intra NR handover / Success / Security key reconfiguration

8.1.4.1.3.1
Test Purpose (TP)

(1)

with { UE in NR RRC_CONNECTED state }

ensure that {

  when { UE receives an RRCReconfiguration message including a reconfigurationWithSync and keySetChangeIndicator set to 'true' in MasterKeyUpdate for handover to the target cell }

    then { UE performs handover to the target cell with security key update and transmits an RRCReconfigurationComplete message }

            }

8.1.4.1.3.2
Conformance requirements

References: The conformance requirements covered in the current TC is specified in: TS 38.331 clause 5.3.5.5.2 and 5.3.5.7. Unless otherwise stated these are Rel-15 requirements.

[TS 38.331, clause 5.3.5.5.2]

The UE shall perform the following actions to execute a reconfiguration with sync.
1>
if the AS security is not activated, perform the actions upon going to RRC_IDLE as specified in 5.3.11 with the release cause 'other' upon which the procedure ends;

1>
stop timer T310 for the corresponding SpCell, if running;

1>
start timer T304 for the corresponding SpCell with the timer value set to t304, as included in the reconfigurationWithSync;

1>
if the frequencyInfoDL is included:

2>
consider the target SpCell to be one on the SSB frequency indicated by the frequencyInfoDL with a physical cell identity indicated by the physCellId;

1>
else:

2>
consider the target SpCell to be one on the SSB frequency of the source SpCell with a physical cell identity indicated by the physCellId;

1>
start synchronising to the DL of the target SpCell;

1>
apply the specified BCCH configuration defined in 9.1.1.1;

1>
acquire the MIB, which is scheduled as specified in TS 38.213 [13];

NOTE 1:
The UE should perform the reconfiguration with sync as soon as possible following the reception of the RRC message triggering the reconfiguration with sync, which could be before confirming successful reception (HARQ and ARQ) of this message.

NOTE 2:
The UE may omit reading the MIB if the UE already has the required timing information, or the timing information is not needed for random access.

1>
reset the MAC entity of this cell group;

1>
consider the SCell(s) of this cell group, if configured, to be in deactivated state;

1>
apply the value of the newUE-Identity as the C-RNTI for this cell group; 
1>
configure lower layers in accordance with the received spCellConfigCommon;

1>
configure lower layers in accordance with any additional fields, not covered in the previous, if included in the received reconfigurationWithSync.
[TS 38.331, clause 5.3.5.7]

The UE shall:

1>
if UE is connected to E-UTRA/EPC:

2>
upon reception of sk-Counter as specified in TS 36.331 [10]:
3>
update the S-KgNB key based on the KeNB key and using the received sk-Counter value, as specified in TS 33.401 [30];

3>
derive the KRRCenc and KUPenc keys as specified in TS 33.401 [30];

3>
derive the KRRCint and KUPint keys as specified in TS 33.401 [30].

1>
else:

2>
if the nas-Container is included in the received masterKeyUpdate:

3>
forward the nas-Container to the upper layers;

2>
if the keySetChangeIndicator is set to true:

3>
derive or update the KgNB key based on the KAMF key, as specified in TS 33.501 [11];

2>
else:

3>
derive or update the KgNB key based on the current KgNB key or the NH, using the nextHopChainingCount value indicated in the received masterKeyUpdate, as specified in TS 33.501 [11];

2>
store the nextHopChainingCount value;

2>
derive the keys associated with the KgNB key as follows:

3>
if the securityAlgorithmConfig is included in SecurityConfig:

4>
derive the KRRCenc and KUPenc keys associated with the cipheringAlgorithm indicated in the securityAlgorithmConfig, as specified in TS 33.501 [11];

4>
derive the KRRCint and KUPint keys associated with the integrityProtAlgorithm indicated in the securityAlgorithmConfig, as specified in TS 33.501 [11];

3>
else:

4>
derive the KRRCenc and KUPenc keys associated with the current cipheringAlgorithm, as specified in TS 33.501 [11];

4>
derive the KRRCint and KUPint keys associated with the current integrityProtAlgorithm, as specified in TS 33.501 [11].

NOTE:
Ciphering and integrity protection are optional to configure for the DRBs.
8.1.4.1.3.3
Test description

8.1.4.1.3.3.1
Pre-test conditions

System Simulator:

-
NR Cell 1 is the serving cell and NR Cell 2 is the suitable intra-frequency neighbour cell of NR Cell 1.
-
System information combination NR-2 as defined in TS 38.508-1 [4] clause 4.4.3.1.2 is used in NR cells.
UE:

-
None.

Preamble:

-
The UE is in 5GS state 3N-A on NR Cell 1 according to TS 38.508-1 [4], subclause 4.4A.2.
8.1.4.1.3.3.2
Test procedure sequence

Table 8.1.4.1.3.3.2-1: Main behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	The SS transmits an RRCReconfiguration message including reconfigurationWithSync with keySetChangeIndicator set to true to order the UE to perform handover to NR Cell 2 and update the KgNB key.
	<--
	NR RRC: RRCReconfiguration
	-
	-

	2
	Check: Does the UE transmit RRCReconfigurationComplete message in NR Cell 2?
	-->
	NR RRC: RRCReconfigurationComplete
	1
	P


8.1.4.1.3.3.3
Specific message contents

FFS 

<End>
