Page 1



3GPP TSG RAN WG2 Meeting #104
R2-1818652
Spokane, USA, 12th -16th November 2018
	CR-Form-v11.2

	CHANGE REQUEST

	

	
	36.331
	CR
	3605
	rev
	4
	Current version:
	15.3.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	


	Proposed change affects:
	UICC apps
	
	ME
	x
	Radio Access Network
	x
	Core Network
	


	

	Title:

	Corrections and clarifications for MO EDT

	
	

	Source to WG:
	Ericsson

	Source to TSG:
	R2

	
	

	Work item code:
	NB_IOTenh2-Core, 
LTE_eMTC4-Core
	
	Date:
	2018-11-16

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-15

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)
Rel-13
(Release 13)
Rel-14
(Release 14)
Rel-15
(Release 15)
Rel-16
(Release 16)

	
	

	Reason for change:
	Following issues related to UP-EDT:

· UE may perform connection re-establishment upon integrity check failure of RRC message in Msg4 indicated by lower layers; 

· RRCConnectionReject sent unprotected after security activation in UP-EDT, but this is not possible in legacy.

	Summary of change:
	· Add expection for UP-EDT to re-establishment procedure. Add note to clarify integrity protection failure for UP-EDT is processed in Section 5.3.3.16
· Add text to clarify that RRCConnectionReject is sent unprotected after security activation in UP-EDT in Annex A.6
Impact Analysis:
Impacted functionality:

Early data transmission
Inter-operability:

1. if the Network implements the CR and the UE does not:

The UE may not accept RRCConnectionReject sent unprotected in response to RRCConnectionResumeRequest for UP-EDT.

2. if the UE implements the CR and the network does not:

No issue with inter-operability.

	
	

	
	

	Consequences if not approved:
	Ambiquity in which procedure integrity protection failure triggers, UE may not understand RRCConnectionReject cannot be sent after security has been activated.

	
	

	Clauses affected:
	5.3.7.2, A.6

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications

	

	affected:
	
	x
	 Test specifications
	

	(show related CRs)
	
	x
	 O&M Specifications
	

	
	

	Other comments:
	


	First change


5.3.7
RRC connection re-establishment

5.3.7.2
Initiation

The UE shall only initiate the procedure either when AS security has been activated or for a NB-IoT UE supporting RRC connection re-establishment for the Control Plane CIoT EPS optimisation. The UE initiates the procedure when one of the following conditions is met:

1>
upon detecting radio link failure, in accordance with 5.3.11; or

1>
upon handover failure, in accordance with 5.3.5.6; or

1>
upon mobility from E-UTRA failure, in accordance with 5.4.3.5; or

1>
except for UP-EDT, upon integrity check failure indication from lower layers concerning SRB1 or SRB2; or

1>
upon an RRC connection reconfiguration failure, in accordance with 5.3.5.5; or

1>
upon an RRC connection reconfiguration failure, in accordance with TS38.331 [82, 5.3.5.5].
NOTE:
For UP-EDT, integrity check failure indication from lower layers is handled in accordance with subclause 5.3.3.16.
Upon initiation of the procedure, the UE shall:

1>
stop timer T310, if running;

1>
stop timer T312, if running;

1>
stop timer T313, if running;

1>
stop timer T307, if running;

1>
start timer T311;

1>
stop timer T370, if running;

1>
release uplinkDataCompression, if configured;
1>
suspend all RBs, including RBs configured with NR PDCP, except SRB0;

1>
reset MAC;

1>
release the MCG SCell(s), if configured, in accordance with 5.3.10.3a;

1>
apply the default physical channel configuration as specified in 9.2.4;

1>
except for NB-IoT, for the MCG, apply the default semi-persistent scheduling configuration as specified in 9.2.3;

1>
for the MCG, apply the default MAC main configuration as specified in 9.2.2;

1>
release powerPrefIndicationConfig, if configured and stop timer T340, if running;

1>
release reportProximityConfig, if configured and clear any associated proximity status reporting timer;

1>
release obtainLocationConfig, if configured;

1>
release idc-Config, if configured;

1>
release sps-AssistanceInfoReport, if configured;
1>
release measSubframePatternPCell, if configured;

1>
release the entire SCG configuration, if configured, except for the DRB configuration (as configured by drb-ToAddModListSCG);

1>
if EN-DC is configured:

2>
perform EN-DC release, as specified in TS 38.331[82, 5.3.5.10];

1>
release naics-Info for the PCell, if configured;

1>
if connected as an RN and configured with an RN subframe configuration:

2>
release the RN subframe configuration;

1>
release the LWA configuration, if configured, as described in 5.6.14.3;

1>
release the LWIP configuration, if configured, as described in 5.6.17.3;

1>
release delayBudgetReportingConfig, if configured and stop timer T342, if running;

1>
perform cell selection in accordance with the cell selection process as specified in TS 36.304 [4];

1>
release bw-PreferenceIndicationTimer, if configured and stop timer T341, if running;

1>
release overheatingAssistanceConfig, if configured and stop timer T345, if running;
1>
release ailc-BitConfig, if configured;
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A.6
Protection of RRC messages (informative)

The following list provides information which messages can be sent (unprotected) prior to security activation and which messages can be sent unprotected after security activation. Those messages indicated "-" in "P" column should never be sent unprotected by eNB or UE. Further requirements are defined in the procedural text.

P…Messages that can be sent (unprotected) prior to security activation

A - I…Messages that can be sent without integrity protection after security activation

A - C…Messages that can be sent unciphered after security activation

NA… Message can never be sent after security activation

	Message
	P
	A-I
	A-C
	Comment

	CSFBParametersRequestCDMA2000
	+
	-
	-
	

	CSFBParametersResponseCDMA2000
	+
	-
	-
	

	CounterCheck
	-
	- 
	- 
	

	CounterCheckResponse
	-
	- 
	- 
	

	DelayBudgetReport
	-
	-
	-
	

	DLInformationTransfer
	+
	-
	-
	

	HandoverFromEUTRAPreparationRequest (CDMA2000)
	-
	- 
	- 
	

	InDeviceCoexIndication
	-
	- 
	- 
	

	InterFreqRSTDMeasurementIndication
	-
	-
	-
	

	LoggedMeasurementsConfiguration
	-
	-
	-
	

	MasterInformationBlock
	+
	+
	+
	

	MBMSCountingRequest
	+
	+
	+
	

	MBMSCountingResponse
	-
	-
	-
	

	MBMSInterestIndication
	+
	-
	-
	

	MBSFNAreaConfiguration
	+
	+
	+
	

	MeasurementReport
	-
	-
	-
	Measurement configuration may be sent prior to security activation. But: In order to protect privacy of UEs, MEASUREMENT REPORT is only sent from the UE after successful security activation.

	MobilityFromEUTRACommand
	-
	- 
	-
	

	Paging
	+
	+
	+
	

	ProximityIndication
	-
	-
	-
	

	RNReconfiguration
	-
	-
	-
	

	RNReconfigurationComplete
	-
	-
	-
	

	RRCConnectionReconfiguration
	+
	-
	-
	The message shall not be sent unprotected before security activation if it is used to perform handover or to establish SRB2, SRB4 and DRBs

	RRCConnectionReconfigurationComplete
	+
	-
	-
	Unprotected, if sent as response to RRCConnectionReconfiguration which was sent before security activation

	RRCConnectionReestablishment
	-
	+
	+
	This message is not protected by PDCP operation.

	RRCConnectionReestablishmentComplete
	-
	-
	-
	

	RRCConnectionReestablishmentReject
	-
	+
	+
	One reason to send this may be that the security context has been lost, therefore sent as unprotected. 

	RRCConnectionReestablishmentRequest
	-
	-
	+
	This message is not protected by PDCP operation. However, a short MAC-I is included.

	RRCConnectionReject
	+
	+
	+
	Except for UP-EDT, A-I and A-C are NA.

	RRCConnectionRelease
	+
	-
	-
	Justification for P: If the RRC connection only for signalling not requiring DRBs or ciphered messages, or the signalling connection has to be released prematurely, this message is sent as unprotected.
For UP-EDT, the message is only sent after successful security activation.
If redirectedCarrierInfo is set geran, the message is only sent after successful security activation when UE is connected to 5GC.

	RRCConnectionRequest
	+
	NA
	NA
	

	RRCConnectionResume
	-
	-
	+
	When this message is transmitted, security is activated but suspended. Integrity verification is done after the message received by RRC.
For UP-EDT, the message is only sent after successful security activation.
For RRC_INACTIVE state, the message is protected  with both integrity and ciphering.

	RRCConnectionResumeRequest
	-
	-
	+
	This message is not protected by PDCP operation. However, a short MAC-I is included.

	RRCConnectionResumeComplete
	-
	-
	-
	

	RRCConnectionSetup
	+
	NA
	NA
	

	RRCConnectionSetupComplete
	+
	NA
	NA
	

	RRCEarlyDataRequest
	+
	NA
	NA
	

	RRCEarlyDataComplete
	+
	NA
	NA
	

	SCGFailureInformation
	-
	-
	-
	

	SCGFailureInformationNR
	-
	-
	-
	

	SCPTMConfiguration
	+
	+
	+
	

	SecurityModeCommand
	+
	NA
	NA
	Integrity protection applied, but no ciphering (integrity verification done after the message received by RRC)

	SecurityModeComplete
	-
	NA
	NA
	Integrity protection applied, but no ciphering. Ciphering is applied after completing the procedure.

	SecurityModeFailure
	+
	NA
	NA
	Neither integrity protection nor ciphering applied.

	SidelinkUEInformation
	+
	-
	-
	

	SystemInformation
	+
	+
	+
	

	SystemInformationBlockType1
	+
	+
	+
	

	UEAssistanceInformation
	-
	-
	-
	

	UECapabilityEnquiry
	+
	-
	-
	

	UECapabilityInformation
	+
	-
	-
	

	UEInformationRequest
	-
	-
	-
	

	UEInformationResponse
	-
	-
	-
	In order to protect privacy of UEs, UEInformationResponse is only sent from the UE after successful security activation

	ULHandoverPreparationTransfer (CDMA2000)
	-
	-
	-
	This message should follow HandoverFromEUTRAPreparationRequest

	ULInformationTransfer
	+
	-
	-
	

	ULInformationTransferMRDC
	-
	-
	-
	

	WLANConnectionStatusReport
	-
	-
	-
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