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	Reason for change:
	In RAN2#103bis meeting, following was agreed regarding re-establishment and security procedures:

No change to the current agreement that RRCReestablishment message is sent on SRB1. Change needed to correctly describe the suspension of ciphering on PDCP for this message (can be based on LTE suspend/resume procedure).

Re-establishment is not ciphered and is integrity protected using the new key.  Ongoing security for SRB1 has to be suspended to allow UE to process the re-establishment message. RRC CR R2-1816030 addressing the issue was agreed in prinicple in RAN2#103bis meeting.

In NR PDCP, suspension/resumption of security functions is not supported, while it is supported in LTE PDCP, as below:

The integrity protection function is activated/suspended/resumed by upper layers [3]. When security is activated and not suspended, the integrity protection function shall be applied to all PDUs including and subsequent to the PDU indicated by upper layers [3] for the downlink and the uplink, respectively.

The ciphering function is activated/suspended/resumed by upper layers [3]. When security is activated and not suspended, the ciphering function shall be applied to all PDCP PDUs indicated by upper layers [3] for the downlink and the uplink, respectively.

	
	

	Summary of change:
	Introduction of suspension/resumption of security functions in NR PDCP, similar to LTE PDCP.

This CR is applicable to SA only.

Impact analysis

Impacted functionality:
Ciphering and deciphering, integrity protection and verification

Inter-operability:
If UE is implemented according to the CR and network is not, network may send the re-establishment ciphered causing failure to process re-establishment.
If network is implemented according to the CR and UE is not, UE may try to process the re-establishment using old security configuration causing failure of re-establishment.

	
	

	Consequences if not approved:
	Security operation for RRC re-establishment cannot be performed properly.
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[bookmark: _Toc525809092]5.8	Ciphering and deciphering
The ciphering function includes both ciphering and deciphering and is performed in PDCP, if configured. The data unit that is ciphered is the data part of the PDCP Data PDU (see subclause 6.3.3) except the SDAP header and the SDAP Control PDU if included in the PDCP SDU, and the MAC-I (see subclause 6.3.4). The ciphering is not applicable to PDCP Control PDUs.
The ciphering algorithm and key to be used by the PDCP entity are configured by upper layers TS 38.331 [3] and the ciphering method shall be applied as specified in TS 33.501 [6].
The ciphering function is activated/suspended/resumed by upper layers TS 38.331 [3]. When security is activated and not suspended, the ciphering function shall be applied to all PDCP Data PDUs indicated by upper layers TS 38.331 [3] for the downlink and the uplink, respectively.
For downlink and uplink ciphering and deciphering, the parameters that are required by PDCP for ciphering are defined in TS 33.501 [6] and are input to the ciphering algorithm. The required inputs to the ciphering function include the COUNT value, and DIRECTION (direction of the transmission: set as specified in TS 33.501 [6]).The parameters required by PDCP which are provided by upper layers TS 38.331 [3] are listed below:
-	BEARER (defined as the radio bearer identifier in TS 33.501 [6]. It will use the value RB identity –1 as in TS 38.331 [3]);
-	KEY (the ciphering keys for the control plane and for the user plane are KRRCenc and KUPenc, respectively).
[bookmark: _Toc525809093]5.9	Integrity protection and verification
The integrity protection function includes both integrity protection and integrity verification and is performed in PDCP, if configured. The data unit that is integrity protected is the PDU header and the data part of the PDU before ciphering. The integrity protection is always applied to PDCP Data PDUs of SRBs. The integrity protection is applied to PDCP Data PDUs of DRBs for which integrity protection is configured. The integrity protection is not applicable to PDCP Control PDUs.
The integrity protection algorithm and key to be used by the PDCP entity are configured by upper layers TS 38.331 [3] and the integrity protection method shall be applied as specified in TS 33.501 [6].
The integrity protection function is activated/suspended/resumed by upper layers TS 38.331 [3]. When security is activated and not suspended, the integrity protection function shall be applied to all PDUs including and subsequent to the PDU indicated by upper layers TS 38.331 [3] for the downlink and the uplink, respectively.
NOTE:	As the RRC message which activates the integrity protection function is itself integrity protected with the configuration included in this RRC message, this message needs first be decoded by RRC before the integrity protection verification could be performed for the PDU in which the message was received.
For downlink and uplink integrity protection and verification, the parameters that are required by PDCP for integrity protection are defined in TS 33.501 [6] and are input to the integrity protection algorithm. The required inputs to the integrity protection function include the COUNT value, and DIRECTION (direction of the transmission: set as specified in TS 33.501 [6]). The parameters required by PDCP which are provided by upper layers TS 38.331 [3] are listed below:
-	BEARER (defined as the radio bearer identifier in TS 33.501 [6]. It will use the value RB identity –1 as in TS 38.331 [3]);
-	KEY (the integrity protection keys for the control plane and for the user plane are KRRCint and KUPint, respectively).
At transmission, the UE computes the value of the MAC-I field and at reception it verifies the integrity of the PDCP Data PDU by calculating the X-MAC based on the input parameters as specified above. If the calculated X-MAC corresponds to the received MAC-I, integrity protection is verified successfully.
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