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	Other comments:
	


5.5.6
Default MCPTT media plane control messages and other information elements
5.5.6.1
General

The media plane control protocols messages specified in the present document are based on those specified in TS 24.380 [10] which in term are based on the RTCP Application Packets (RTCP: APP), as defined in IETF RFC 3550 [76].
Depending on the TC scenario, the same MCPTT media plane control message can be sent by the SS or by the UE. Throughout the default content specified in below a particular value has been chosen to satisfy one or the other scenario. It is expected that when a message is used in a TC in a particular context then the relevant for the usage in the TC values will be defined in the TC.

The following conditions apply throughout subclause 5.5.6:

Table 5.5.6.1-1: Conditions

	Condition
	Explanation

	ON-NETWORK
	Message sent in on-network scenario.

	OFF-NETWORK
	Message sent in off-network scenario.

	PRIVATE-CALL
	Message sent as part of a Private call handling.

	GROUP-CALL
	Message sent as part of a Group call handling.


[Text skipped here]

5.5.6.6
Floor Idle

Table 5.5.6.6-1: Floor Idle

	Derivation Path: 24.380 [10], Table 8.2.8-1.

	Information Element
	Value/remark
	Comment
	Condition

	SSRC
	"10000000 11111111 00000001 00000000"
	The SSRC of the floor control server.

The selected value is randomly chosen - any suitable random 32-bit number that is globally unique within the RTP session.
	

	name
	MCPT
	
	

	Message Sequence Number
	
	
	

	  Message Sequence Number
	The value sent in the previous Floor Idle message, if any, increased with 1
	Any value between '0' and '65535'

When the '65535' value is reached, the <Message Sequence Number> value starts from '0' again
	

	Track Info
	Not present
	The MCPTT call does not involve a non-controlling MCPTT function
	

	Floor Indicator
	
	
	

	  Floor Indicator
	Any allowed value
	
	


5.5.6.7
Floor Taken

Table 5.5.6.7-1: Floor Taken

	Derivation Path: 24.380 [10], Table 8.2.9-1.

	Information Element
	Value/remark
	Comment
	Condition

	SSRC
	"10000000 11111111 00000001 00000000"
	The SSRC of the floor control server.

The selected value is randomly chosen - any suitable random 32-bit number that is globally unique within the RTP session.
	

	name
	MCPT
	
	

	User ID
	Not present
	
	ON-NETWORK

	User ID
	
	the MCPTT user ID of the floor participant sending the Floor Taken message
	OFF-NETWORK

	  User ID
	px_MCPTT_User_A_ID
	If the length of the <User ID> value is not a multiple of 4 bytes User ID field shall be padded to a multiple of 4 bytes='0'
	

	Granted Party's Identity
	
	
	

	  Granted Party's Identity
	px_MCPTT_User_B_ID
	If the length of the <User ID> value is not a multiple of 4 bytes User ID field shall be padded to a multiple of 4 bytes='0'
	

	Permission to Request the Floor
	
	
	

	  Permission to Request the Floor
	"1"
	The receiver is permitted to request floor
	

	Message Sequence Number
	
	
	

	  Message Sequence Number
	The value sent in the previous Floor Taken message, if any, increased with 1
	Any value between '0' and '65535'

When the '65535' value is reached, the <Message Sequence Number> value starts from '0' again
	

	Track Info
	Not present
	The MCPTT call does not involve a non-controlling MCPTT function
	

	Floor Indicator
	
	
	

	  Floor Indicator
	Any allowed value
	
	

	SSRC of granted floor participant
	"10000000 11111111 00000000 10000000"
	The SSRC of the granted floor participant.

The selected value is randomly chosen - any suitable random 32-bit number that is globally unique within the RTP session.
	


5.5.6.8
Floor Revoke

Table 5.5.6.8-1: Floor Revoke

	Derivation Path: 24.380 [10], Table 8.2.10.1-1.

	Information Element
	Value/remark
	Comment
	Condition

	SSRC
	"10000000 11111111 00000001 00000000"
	The SSRC of the floor control server.

The selected value is randomly chosen - any suitable random 32-bit number that is globally unique within the RTP session.
	

	name
	MCPT
	
	

	Reject Cause
	
	
	

	  Reject Cause
	"4"
	Cause#4 - Media Burst pre-empted
	

	  Reject Phrase
	"Media Burst pre-empted"
	a text string encoded the text string in the SDES item CNAME as specified in IETF RFC 3550 [76], subclause 6.5.1.
	

	Track Info
	Not present
	The MCPTT call does not involve a non-controlling MCPTT function
	

	Floor Indicator
	
	
	

	  Floor Indicator
	Any allowed value
	
	


[Text skipped here]

5.5.6.11
Floor Ack

Table 5.5.6.11-1: Floor Ack

	Derivation Path: 24.380 [10], Table 8.2.13-1.

	Information Element
	Value/remark
	Comment
	Condition

	SSRC
	"10000000 11111111 00000001 00000000"
	The SSRC of the floor control server.

The selected value is randomly chosen - any suitable random 32-bit number that is globally unique within the RTP session.
	

	name
	MCPT
	
	

	Source
	
	
	

	  Source
	"2"
	The controlling MCPTT function is the source
	

	Message Type
	
	
	

	  Message Type
	"10100"
	Floor Ack message for Floor Release message which requested acknowledgment
	

	Track Info
	Not present
	The MCPTT call does not involve a non-controlling MCPTT function
	


5.5.6.12
Connect

Table 5.5.6.12-1: Connect

	Derivation Path: 24.380 [10], Table 8.3.4-1.

	Information Element
	Value/remark
	Comment
	Condition

	SSRC
	"10000000 11111111 00000001 00000000"
	The SSRC of the floor control server.

The selected value is randomly chosen - any suitable random 32-bit number that is globally unique within the RTP session.
	

	name
	MCPC
	
	

	MCPTT Session Identity field
	
	
	

	  Session Type
	"00000011"
	prearranged
	

	  MCPTT Session Identity
	px_MCPTT_sesson_B_ID
	SIP URI, which identifies the MCPTT session between the MCPTT client and the controlling MCPTT function
	

	MCPTT Group Identity field
	Not Present
	
	PRIVATE-CALL

	MCPTT Group Identity field
	
	
	GROUP-CALL

	  MCPTT Group Identity
	px_MCPTT_Group_A_ID
	a URI, which identifies the MCPTT group
	

	Media Streams
	
	
	

	  Media Stream field
	"1"
	8 bit parameter giving the number of the" m=audio" m-line negotiated in the pre-established session
	

	  Control Channel
	"2"
	8 bit parameter giving the number of the "m=application" m-line negotiated in the pre-established session
	

	Warning Text field
	Not Present
	
	

	Answer State field
	
	
	

	  Answer State
	"1"
	confirmed
	

	Inviting MCPTT User Identity field
	
	
	

	  Inviting MCPTT User Identity
	px_MCPTT_User_A_ID
	URI, which identifies the inviting MCPTT user
	

	PCK I_MESSAGE field
	Not Present
	
	


5.5.6.13
Disconnect

Table 5.5.6.13-1: Disconnect

	Derivation Path: 24.380 [10], Table 8.3.5-1.

	Information Element
	Value/remark
	Comment
	Condition

	SSRC
	"10000000 11111111 00000001 00000000"
	The SSRC of the floor control server.

The selected value is randomly chosen - any suitable random 32-bit number that is globally unique within the RTP session.
	

	name
	MCPC
	
	

	MCPTT Session Identity field
	
	
	

	  Session Type
	"00000011"
	prearranged
	

	  MCPTT Session Identity
	px_MCPTT_sesson_B_ID
	
	


5.5.6.14
Acknowledgement

Table 5.5.6.14-1: Acknowledgement

	Derivation Path: 24.380 [10], Table 8.3.6-1.

	Information Element
	Value/remark
	Comment
	Condition

	SSRC
	"10000000 11111111 00000001 00000000"
	The SSRC of the floor control server.

The selected value is randomly chosen - any suitable random 32-bit number that is globally unique within the RTP session.
	

	name
	MCPC
	
	

	Reason Code
	
	
	

	  Reason Code
	"0"
	Accepted
	


5.5.6.15
Map Group To Bearer

	Derivation Path: 24.380 [10], Table 8.4.4-1.

	Information Element
	Value/remark
	Comment
	Condition

	SSRC
	"10000000 11111111 00000001 00000000"
	The SSRC of the floor control server.

The selected value is randomly chosen - any suitable random 32-bit number that is globally unique within the RTP session.
	

	name
	MCMC
	
	

	MCPTT Group ID
	px_MCPTT_Group_A_ID
	The group ID of the call
	

	TMGI
	
	
	

	  MBMS Service ID
	"0F0F0F"
	The selected value is randomly chosen - a 6 digit hexadecimal number between 000000 and

FFFFFF (see TS 23.003 [69] subclause 15.2.

The coding of the MBMS Service ID is the responsibility of each administration
	

	  MCC
	The same value as for PLMN1 specified in Table 5.5.8.1-x
	Mobile Country Code
	

	  MNC
	The same value as for PLMN1 specified in Table 5.5.8.1-x
	Mobile Network Code
	

	MBMS Subchannel 
	
	
	

	  Audio m-line Number
	"1"
	The number of the "m=audio" m-line in the SIP MESSAGE request announcing the MBMS bearer
	

	  Floor m-line Number
	"2"


	The number of the "m=application" m-line in the SIP MESSAGE request announcing the MBMS bearer.

The <Floor m-line Number> value is set to "0" when the same subchannel is used for media and for floor control.
	

	  IP version
	"0"
	'0' = IP version 4

'1' = IP version 6

All other values are reserved for future use
	

	  Floor control Port Number
	"9"
	The port to be used if the<Floor m-line Number> value is greater than '0'. If the <Floor m-line Number> value is equal to '0', the <Floor control Port Number> value is not included in the MBMS Subchannel field
	

	  Media Port Number
	"9"
	
	

	  IP Address
	"0.0.0.0"
	
	


5.5.6.16
Unmap Group To Bearer

	Derivation Path: 24.380 [10], Table 8.4.5-1.

	Information Element
	Value/remark
	Comment
	Condition

	SSRC
	"10000000 11111111 00000001 00000000"
	The SSRC of the floor control server.

The selected value is randomly chosen - any suitable random 32-bit number that is globally unique within the RTP session.
	

	name
	MCPT
	
	

	MCPTT Group ID
	px_MCPTT_Group_A_ID
	The group ID of the call
	


[Text skipped here]

5.5.9
Default miscellaneous messages and other information elements

5.5.9.1
MIKEY-SAKKE I_MESSAGE

[Text skipped here]

Table 5.5.9.1-2: MIKEY-SAKKE I_MESSAGE (Private call)

	Derivation path: RFC 6509 [23], RFC 6043 [25], RFC 3830 [24]

	Field
	Value/remark
	Comment
	Condition

	MIKEY Common Header {
	Any
	
	

	  version
	‘00000001’B
	
	

	  Data Type
	‘00011010’B
	SAKKE msg (26)
	

	  Next payload
	‘00000101’B
	Next payload is timestamp
	

	  V
	‘0’B
	
	

	  PRF func
	‘0000001’B
	PRF-HMAC-SHA-256
	

	  CSB ID
	'0001xxxx ... xxxxxxxx'B
	32-bit PCK-ID

The 4 most significant bits of the PCK-ID indicate the purpose of the PCK is to protect Private call communications, the other 28-bits are randomly generated
	

	  #CS
	‘00000001’B
	the number of crypto sessions in the CS ID map info.
	

	  CS ID map type
	2
	GENERIC-ID
	

	  CS ID map Info {
	
	
	

	    CS ID
	
	the CS ID of the crypto session
	

	    Prot type
	
	the security protocol to be used for the crypto session
	

	    S
	1
	the ROC and SEQ fields are provided
	

	    #P
	
	the number of security policies provided for the crypto session
	

	    Ps {
	
	lists the policies for the crypto session
	

	      Policy_no_1
	'00000001'B
	a policy_no that corresponds to the policy_no of a SP payload
	

	    }
	
	
	

	    Session Data Length
	
	
	

	    Session Data {
	
	session data for the crypto session
	

	      SSRC
	
	
	

	      ROC
	
	
	

	      SEQ
	
	
	

	    }
	
	
	

	  SPI Length
	
	SPI MAY be omitted in the initial message (length = 0), but it MUST be provided in the response message
	

	  SPI
	
	the SPI (or MKI) corresponding to the session key to (initially) be used for the crypto session. Other keys can be used.
	

	  }
	
	
	

	}
	
	
	

	Timestamp Payload (T) {
	
	
	

	  Next payload
	‘00001011’B
	Next payload is RAND
	

	  TS Role
	1
	Time of issue (TRi)
	

	  TS Type
	‘00000011’B
	NTP-UTC-32 (3)
	

	  TS Value
	3710502000
	A randomly chose value = Corresponds to 31/07/2017, 17:00:00.

The time of issue represented by the number of seconds since 0h on 1 January 1900 with respect to the Coordinated Universal Time (UTC)
	

	}
	
	
	

	RAND Payload {
	
	
	

	  Next payload
	‘00000110’B
	Next payload is ID
	

	  RAND Role
	1
	Initiator (RANDRi)
	

	  RAND len
	‘00010000’B
	16 Bytes RAND
	

	  RAND
	128-bit random number
	
	

	}
	
	
	

	IDRi payload {
	
	
	

	  Next payload
	‘00000110’B
	Next payload is ID
	

	  ID Role
	1
	Initiator (IDRi)
	

	  ID Type
	0
	URI
	

	  ID len
	Length of ID Data
	
	

	  ID data
	px_MCPTT_User_A_ID
	MCPTT ID associated with the initiating user
	

	}
	
	
	

	IDRr payload {
	
	
	

	  Next payload
	‘???’B
	Next payload is IDRkmsi
	

	  ID Role
	2
	Responder (IDRr)
	

	  ID Type
	0
	
	

	  ID len
	Length of ID Data
	
	

	  ID data
	px_MCPTT_User_B_ID
	MCPTT ID associated to the receiving user
	

	}
	
	
	

	IDRkmsi payload {
	
	
	

	  Next payload
	‘???’B
	Next payload is IDRkmsi
	

	  ID Role
	6
	Initiator's KMS (IDRkmsi)
	

	  ID Type
	0
	
	

	  ID len
	Length of ID Data
	
	

	  ID data
	px_MCPTT_KMS
	the URI of the MCPTT KMS used by the initiating user
	

	}
	
	
	

	IDRkmsr payload {
	
	
	

	  Next payload
	‘???’B
	Next payload is Security Properties
	

	  ID Role
	7
	Responder's KMS (IDRkmsr)
	

	  ID Type
	0
	
	

	  ID len
	Length of ID Data
	
	

	  ID data
	px_MCPTT_KMS
	the URI of the MCPTT KMS used by the terminating user
	

	}
	
	
	

	Security Properties payload {
	
	When not included the content specified below is assumed
	

	  Next payload
	‘00011010’B
	Next payload is SAKKE (26)
	

	  Policy no
	'00000001'B
	Random nr
	

	  Prot type
	0
	SRTP
	

	  Policy param length
	
	
	

	  Policy param {
	
	
	

	    {
	
	
	

	      Type
	0
	Encryption Algorithm
	

	      length
	
	
	

	      value
	6
	AES-GCM
	

	    }
	
	
	

	    {
	
	
	

	      Type
	1
	Session encryption key length
	

	      length
	
	
	

	      value
	16
	16 octets
	

	    }
	
	
	

	    {
	
	
	

	      Type
	4
	Session salt key length
	

	      length
	
	
	

	      value
	12
	12 octets
	

	    }
	
	
	

	    {
	
	
	

	      Type
	5
	SRTP PRF
	

	      length
	
	
	

	      value
	0
	AES-CM
	

	    }
	
	
	

	    {
	
	
	

	      Type
	6
	Key derivation rate
	

	      length
	
	
	

	      value
	0
	No session key refresh.
	

	    }
	
	
	

	    {
	
	
	

	      Type
	20
	AEAD authentication tag length
	

	      length
	
	
	

	      value
	16
	16 octets
	

	    }
	
	
	

	  }
	
	
	

	}
	
	
	

	SAKKE payload {
	
	
	

	  Next payload
	‘???’B
	Next payload is SIGN
	

	  SAKKE params {
	
	RFC 6509 [23], Appendix A
	

	    N
	128
	
	

	    P
	997ABB1F 0A563FDA 65C61198 DAD0657A

416C0CE1 9CB48261 BE9AE358 B3E01A2E

F40AAB27 E2FC0F1B 228730D5 31A59CB0

E791B39F F7C88A19 356D27F4 A666A6D0

E26C6487 326B4CD4 512AC5CD 65681CE1

B6AFF4A8 31852A82 A7CF3C52 1C3C09AA

9F94D6AF 56971F1F FCE3E823 89857DB0

80C5DF10 AC7ACE87 666D807A FEA85FEB
	
	

	    Q
	265EAEC7 C2958FF6 99718466 36B4195E

905B0338 672D2098 6FA6B8D6 2CF8068B

BD02AAC9 F8BF03C6 C8A1CC35 4C69672C

39E46CE7 FDF22286 4D5B49FD 2999A9B4

389B1921 CC9AD335 144AB173 595A0738

6DABFD2A 0C614AA0 A9F3CF14 870F026A

A7E535AB D5A5C7C7 FF38FA08 E2615F6C

203177C4 2B1EB3A1 D99B601E BFAA17FB
	
	

	    Px
	53FC09EE 332C29AD 0A799005 3ED9B52A

2B1A2FD6 0AEC69C6 98B2F204 B6FF7CBF

B5EDB6C0 F6CE2308 AB10DB90 30B09E10

43D5F22C DB9DFA55 718BD9E7 406CE890

9760AF76 5DD5BCCB 337C8654 8B72F2E1

A702C339 7A60DE74 A7C1514D BA66910D

D5CFB4CC 80728D87 EE9163A5 B63F73EC

80EC46C4 967E0979 880DC8AB EAE63895
	
	

	    Py
	0A824906 3F6009F1 F9F1F053 3634A135

D3E82016 02990696 3D778D82 1E141178

F5EA69F4 654EC2B9 E7F7F5E5 F0DE55F6

6B598CCF 9A140B2E 416CFF0C A9E032B9

70DAE117 AD547C6C CAD696B5 B7652FE0

AC6F1E80 164AA989 492D979F C5A4D5F2

13515AD7 E9CB99A9 80BDAD5A D5BB4636

ADB9B570 6A67DCDE 75573FD7 1BEF16D7
	
	

	    g
	66FC2A43 2B6EA392 148F1586 7D623068

C6A87BD1 FB94C41E 27FABE65 8E015A87

371E9474 4C96FEDA 449AE956 3F8BC446

CBFDA85D 5D00EF57 7072DA8F 541721BE

EE0FAED1 828EAB90 B99DFB01 38C78433

55DF0460 B4A9FD74 B4F1A32B CAFA1FFA

D682C033 A7942BCC E3720F20 B9B7B040

3C8CAE87 B7A0042A CDE0FAB3 6461EA46
	
	

	    Hash
	SHA-256
	(defined in [FIPS180-3]
	

	  }
	
	
	

	  ID Scheme
	'URI Scheme'
	
	

	  SAKKE data length
	
	16 bits
	

	  SAKKE data
	encapsulate the PCK to the UID generated from the MCPTT ID of the terminating user
	
	

	}
	
	
	

	General Extension payload
	Not Included
	
	

	KEMAC Payload
	CSK key
	Client Server Key generated by the UE
	

	SIGN (ECCSI) payload {
	
	
	

	  Next payload
	‘00000000’B
	This is the last payload
	

	  S type
	2
	ECCSI signature
	

	  S data
	
	using (the KMS-provisioned key associated to) the identity of the initiating user. This identity is derived from the initiating user's URI (user.001@mcptt.example.org) and a time-related parameter (the current year and month)
	

	}
	
	
	


