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5.3.2
Generic Test Procedure for MCPTT Authorization/Configuration and Key Generation

5.3.2.1
Initial conditions

System Simulator:

-
SS (MCPTT server)

-
For the underlying "transport bearer" over which the SS and the UE will communicate Parameters are set to the default parameters for the basic E-UTRA Single cell network scenarios, as defined in TS 36.508 [6] subclause 4.4. The simulated Cell 1 shall belong to PLMN1 (the PLMN specified for MCPTT operation in the MCPTT configuration document).

Implementation Under Test (IUT):

-
UE (MCPTT client)

-
The MCPTT Client has been provisioned with the Initial UE Configuration Data as specified in subclause 5.5.8.1 allowing for the location of the configuration management server for configuration of the MCPTT UE initial configuration management object (MO) and the default MCPTT user profile configuration management object (MO).

-
UE and SS are configured to support one-way authentication based on server certificates (TS 33.179 [15] clause 5.4). For this purpose, self-signed certificates are pre-installed in the UE and SS.
-
The UE User is provided with username/password for user authentication (px_MCPTT_User_A_username, px_MCPTT_User_A_password as provided in TS 36.579-5 [5], Table 9.2-1: MCPTT Client Common PIXIT)

-
The test USIM set as defined in subclause 5.5.10 is inserted.


The MCPTT client is attached to EPS services and then the UE is Switched OFF (state 1) according to TS 36.508 [6].

5.3.2.2
Definition of system information messages

The E-UTRA default system information messages as defined in TS 36.508 [6] are used.

5.3.2.3
Procedure

Table 5.3.2.3-1: MCPTT Authorization/Configuration and Key Generation

	St
	Procedure
	Message Sequence

	
	
	U - S
	Message

	1
	Power up the UE.
	-
	-

	-
	EXCEPTION: The E-UTRA/EPC related actions which step 1 above will trigger are described in subclause 5.4.2 'Generic Test Procedure for MCPTT UE registration'. The test sequence below shows only the MCPTT relevant messages being exchanged.
	-
	-

	2
	Make the UE user request MCPTT service authorisation/configuration.

NOTE 1
NOTE 1A
	-
	-

	-
	EXCEPTION: Steps 3a1-3b1 describe behaviour that depends on UE implementation of the OpenID Connect protocol; the "lower case letter" identifies a step sequence that take place when one or the other is the case.
	-
	-

	3a1
	The UE (MCPTT client) establishes a secure TLS tunnel as specified by 3GPP TS 33.310 [70], to the authorisation endpoint of the IdM server as specified in 3GPP TS 33.179 [15] using the configured URL of the authorisation endpoint of the IdM server as specified in the "<x>/OnNetwork/AppServerInfo/IDMSAuthEndpoint" leaf node, Table 5.5.8.1-1.
	-
	-

	3a2
	The UE (MCPTT client) sends an OpenID Connect Authentication Request using HTTP GET.
	-->
	HTTP GET (Authorization)

	3b1
	The UE (MCPTT client) sends an OpenID Connect Authentication Request using HTTP POST.
	-->
	HTTP POST (Authorization)

	4
	The SS sends a HTTP 200 (OK) including the HTML form requesting username and password.
	<--
	HTTP 200 (OK)

	5
	Make the UE user provide user credentials: username and password (px_MCPTT_User_A_username, px_MCPTT_User_A_password).

NOTE 2
	-
	-

	6
	The UE (MCPTT client) sends an HTTP POST Request message to the SS containing user name and password.
	-->
	HTTP POST

	7
	The SS sends a HTTP 302 (Found) as the OpenID Connect Authentication Response containing an authorization code.
	<--
	HTTP 302 (Found)

	-
	EXCEPTION: Step 8a1 describes behaviour that depends on step 3 above. Step 8a1 only happens if the UE follows step 3b1, otherwise step 8a1 is skipped.
	-
	-

	8a1
	The UE (MCPTT client) establishes a secure TLS tunnel as specified by 3GPP TS 33.310 [70] to the token endpoint of the IdM server as specified in 3GPP TS 33.179 [15] using the configured URL of the token endpoint of the IdM server as specified in the "/<x>/OnNetwork/AppServerInfo/IDMSTokenEndpoint" leaf node, Table 5.5.8.1-1.
	-
	-

	9
	The UE (MCPTT client) sends an HTTP POST Request message to the SS over the TLS connection established to the IdM token endpoint (OIDC Token Request message), passing the authorization code obtained in step 7.
	-->
	HTTP POST

	10
	The SS sends a HTTP 200 (OK) providing id_token, access_token and refresh token.
	<--
	HTTP 200 (OK)

	11
	The UE (MCPTT client) sends a HTTP POST message presenting the access token obtained in step 10 to the SS over HTTP for Key Management Initialisation.
NOTE: Step 11 is the start of the second stage which was started in Step 2. Steps 11 through 14 involve Key Management Authorization. The MCPTT Client/Key Management Client presents the access token to the Key Management Server. The end result is the user gets specific key material.
	-->
	HTTP POST

	12
	The SS replies to the UE with identity specific key information.
	<--
	HTTP 200 (OK)

	13
	The UE (MCPTT client) sends a HTTP POST message presenting an access token to the SS over HTTP for Key Material Request.
	-->
	HTTP POST

	14
	The SS replies to the UE with identity specific key information.
	<--
	HTTP 200 (OK)

	-
	EXCEPTION: Steps 15a1-15b1 describe behaviour that depends on UE implementation ; the "lower case letter" identifies a step sequence that take place when one or the other is the case.
NOTE: Step 15a1 is the start of the third stage which was started in Step 2. Steps 15a1, 15b1, and 16 involve User Service Authorization.
	-
	-

	15a1
	The UE (MCPTT client) sends a SIP REGISTER request for service authorisation.
	-->
	SIP REGISTER

	15b1
	The UE (MCPTT client) sends a SIP PUBLISH request for service authorisation.
	-->
	SIP PUBLISH

	16
	The SS (MCPTT server) sends SIP 200 (OK).
NOTE: The user is now authorized for MCPTT service.
	<--
	SIP 200 (OK)

	17
	The UE (MCPTT client) sends a SIP SUBSCRIBE - subscription to multiple documents simultaneously - to the SS containing the access token and a resource list mime body containing a list of the following documents: MCPTT UE Configuration document, MCPTT User Profile Configuration Document, and the MCPTT Service configuration document. The base URI of each list entry is set to the CMS XCAP-ROOT-URI.
NOTE: Step 17 is the start of the fourth stage which was started in Step 2. Steps 17 through 26 involve Configuration Management Authorization. The end result of the fourth stage is that the MCPTT Client receives 3 configuration documents: UE Configuration Document, User Profile Configuration Document, and the Service Configuration Document.
	-->
	SIP SUBSCRIBE

	18
	The SS sends a SIP 200 (OK) message.
	<--
	SIP 200 (OK)

	19
	The SS sends a SIP NOTIFY message to the UE that contains the XCAP-URI of the documents.
	<--
	SIP NOTIFY

	20
	The UE (MCPTT client) sends a SIP 200 (OK) message.
	-->
	SIP 200 (OK)

	21
	The UE (MCPTT client) sends an HTTP GET Request message to the SS that contains the access token and the XCAP-URI of the MCPTT UE Configuration Document.
NOTE: The MCPTT Client is requesting the MCPTT UE Configuration Document.
	-->
	HTTP GET

	22
	The SS sends the HTTP 200 (OK) message including the MCPTT UE Configuration Document.
	<--
	HTTP 200 (OK)

	23
	The UE (MCPTT client) sends an HTTP GET Request message to the SS that contains the access token and the XCAP-URI of the MCPTT User Profile Configuration Document.
NOTE: The MCPTT Client is requesting the MCPTT User Profile Configuration Document.
	-->
	HTTP GET

	24
	The SS sends the HTTP 200 (OK) message including the MCPTT User Profile Configuration Document.
NOTE: The MCPTT User Profile Configuration Document includes information on MCPTT groups including for which groups the MCPTT Client is a member. The MCPTT User Profile Configuration Document includes Group A as a group for which the MCPTT Client is a member and is implicitly affiliated. Group A is used as the default group for all test cases in TS 36.579-2 and TS 36.579-3.
	<--
	HTTP 200 (OK)

	25
	The UE (MCPTT client) sends an HTTP GET Request message to the SS that contains the access token and the XCAP-URI of the MCPTT Service Configuration Document.
NOTE: The MCPTT Client is requesting the the MCPTT Service Configuration Document.
	-->
	HTTP GET

	26
	The SS sends the HTTP 200 (OK) message including the MCPTT Service Configuration Document.
	<--
	HTTP 200 (OK)

	27
	The UE (MCPTT client) sends a SIP SUBSCRIBE to the SS, containing the access token and a resource list mime body and a list of the Groups to be obtained. The base URI of each list entry is set to the GMS XCAP-ROOT-URI, and the MCPTT group ID identifies a group document.
NOTE: Step 27 is the start of the fifth stage which was started in Step 2. Steps 27 through 32 involve Group Management Authorization. The end result is the MCPTT Client will receive group information for Group A. The MCPTT Client will also get the Group Master Key (GMK) for the group which will be used to derive keys for the group. There will also be a Group User Key Identifier (GUK-ID), and a Group Master Key Identifier (GMK-ID).  According TS 33.179 [15], clause 7.36, the GMK shall be used as the MIKEY Traffic Generating Key (TGK) and the GUK-ID shall be used as the MIKEY CSB ID. These shall be used to generate the SRTP Master Key and SRTP Master Salt as specified in IETF RFC 3830 [24].
	-->
	SIP SUBSCRIBE

	28
	The SS sends a SIP 200 (OK) message.
	<--
	SIP 200 (OK)

	29
	The SS sends a SIP NOTIFY message to the UE that contains the XCAP-URI of the Group documents.
	<--
	SIP NOTIFY

	30
	The UE (MCPTT client) sends a SIP 200 (OK) message.
	-->
	SIP 200 (OK)

	31
	The UE (MCPTT client) sends an HTTP GET Request message to the SS that contains the access token and the XCAP-URI of the Group Configuration document.
	-->
	HTTP GET

	32
	The SS sends the HTTP 200 (OK) message including the Group Document ‘MCPTT UE Configuration document’.

NOTE 3
	<--
	HTTP 200 (OK)

	-
	EXCEPTION: SS releases the E-UTRA connection.
	-
	-

	NOTE 1: 
This is expected to be done via a suitable implementation dependent mechanism and may be manually or automatically initiated.
NOTE 1A: 
This will start a 5 stage process. The first stage involves MCPTT User Authentication and includes Steps 3a1 through 10. The end result of the first stage is the MCPTT Client receives 3 tokens: access token, ID token, and refresh token.
NOTE 2: 
The UE is expected to prompt the MCPTT user for their username and password, or it may be stored on the UE. The provision of the username/password is expected to be done via a suitable implementation dependent MMI.

NOTE 3: 
This completes MCPTT service enabling on the UE.

NOTE 4: 
This is expected to be done via a suitable implementation dependent mechanism and may be manually or automatically initiated.


5.3.2.4
Specific message contents

Table 5.3.2.4-1: HTTP GET (Step 3a2, Table 5.1.3.2-1)

	Derivation Path: Table 5.5.4.2-1, condition AUTH


Table 5.3.2.4-2: HTTP POST (Step 3b1, Table 5.1.3.2-1)

	Derivation Path: Table 5.5.3.1-1, condition AUTH


Table 5.3.2.4-3: HTTP 200 (OK) (Step 4, Table 5.1.3.2-1)

	Derivation Path: Table 5.5.4.10-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	  Message-body
	<!DOCTYPE html>

<html>

<body>

<form action="">

Username: <input type="text" name="user"><br>

Password: <input type="password" name="password">

</form>

</body>

</html>
	
	
	


Table 5.3.2.4-4: HTTP POST (Step 6, Table 5.1.3.2-1)

	Derivation Path: Table 5.5.3.1-1, condition USERAUTH


Table 5.3.2.4-5: HTTP 302 (Found) (Step 7, Table 5.1.3.2-1)

	Derivation Path: Table 5.5.4.8-1, condition AUTH.


Table 5.3.2.4-6: HTTP POST (Step 9, Table 5.1.3.2-1)

	Derivation Path: Table 5.5.3.1-1, condition TOKEN


Table 5.3.2.4-7: HTTP 200 (OK) (Step 10, Table 5.1.3.2-1)

	Derivation Path: Table 5.5.4.10-1, condition TOKEN


Table 5.3.2.4-8: HTTP POST (Step 11, Table 5.1.3.2-1)

	Derivation Path: Table 5.5.3.1-1, condition KMSINIT.


Table 5.3.2.4-9: HTTP 200 (OK) (Step 12, Table 5.1.3.2-1)

	Derivation Path: Table 5.5.4.10-1, condition KMSINIT.


Table 5.3.2.4-10: HTTP POST (Step 13, Table 5.1.3.2-1)

	Derivation Path: Table 5.5.3.1-1, condition KMSKEY.


Table 5.3.2.4-11: HTTP 200 (OK) (Step 14, Table 5.1.3.2-1)

	Derivation Path: Table 5.5.4.10-1, condition KMSKEY.


Table 5.3.2.4-12: SIP REGISTER (Step 15a1, Table 5.1.3.2-1)

	Derivation Path: Table 5.5.2.13-1, condition CONFIG


Table 5.3.2.4-13: SIP PUBLISH (Step 15b1, Table 5.1.3.2-1)

	Derivation Path: Table 5.5.2.11-1, condition CONFIG


Table 5.3.2.4-14: SIP SUBSCRIBE (Step 17, Table 5.1.3.2-1)

	Derivation Path: Table 5.5.2.14-1, condition CONFIG


Table 5.3.2.4-15: SIP NOTIFY (Step 19, Table 5.1.3.2-1)

	Derivation Path: Table 5.5.2.8-1, condition CONFIG


Table 5.3.2.4-16: HTTP GET (Step 21, Table 5.1.3.2-1)

	Derivation Path: Table 5.5.4.2-1, condition UECONFIG.


Table 5.3.2.4-17: HTTP GET (Step 23, Table 5.1.3.2-1)

	Derivation Path: Table 5.5.4.2-1, condition UEUSERPROF.


Table 5.3.2.4-18: HTTP GET (Step 25, Table 5.1.3.2-1)

	Derivation Path: Table 5.5.4.2-1, condition UESERVCONFIG.


Table 5.3.2.4-19: HTTP 200 (OK) (Step 22, Table 5.1.3.2-1)

	Derivation Path: Table 5.5.4.10-1, condition UECONFIG.


Table 5.3.2.4-20: HTTP 200 (OK) (Step 24, Table 5.1.3.2-1)

	Derivation Path: Table 5.5.4.10-1, condition UEUSERPROF.


Table 5.3.2.4-21: HTTP 200 (OK) (Step 26, Table 5.1.3.2-1)

	Derivation Path: Table 5.5.4.10-1, condition UESERVCONFIG.


Table 5.3.2.4-22: SIP SUBSCRIBE (Step 27, Table 5.1.3.2-1)

	Derivation Path: Table 5.5.2.14-1, condition GROUPCONFIG

	Content-Type
	
	
	
	

	  Content-Length
	
	
	
	

	    Message-body
	
	
	
	

	      MIME-Content-Type
	"application/vnd.3gpp.mcptt-info+xml"
	
	
	

	        MCPPT-Info
	As described in Table 5.2.2.4-22A
	
	
	


Table 5.3.2.4-22A: MCPTT-INFO in SIP SUBSCRIBE (Table 5.3.2.4-22)

	Derivation Path: TS 36.579-1 [2], Table 5.5.2.22.2.2-1 condition CONFIG


Table 5.3.2.4-22B: SIP NOTIFY (Step 29, Table 5.1.3.2-1)

	Derivation Path: TS 36.579-1 [2], Table 5.5.2.8-1, condition GROUPCONFIG


Table 5.3.2.4-23: HTTP GET (Step 31, Table 5.1.3.2-1)

	Derivation Path: Table 5.5.4.2-1, condition GROUPCONFIG


Table 5.3.2.4-24: HTTP 200 (OK) (Step 32, Table 5.1.3.2-1)

	Derivation Path: Table 5.5.4.10-1, condition GROUPCONFIG.


Table 5.3.2.4-25: Void
	


Table 5.3.2.4-26: SIP 200 (OK) (Step 16, 18, 28, Table 5.1.3.2-1))

	Derivation Path: Table 5.5.2.17.1.2-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Content-Type
	Not included
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