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	Reason for change:
	For EN-DC, the security algorithms for NR PDCP were added to the RadioBearerConfig IE, to enable embedding the security configurations in the LTE RRCConnectionReconfiguration message. 
For NR SA, the UE will perform RRC Setup in NR, as a response to either RRCSetupRequest, RRCResumeRequest, or RRCReestablishmentRequest. For the first case, the UE has no prior context and will configure SRB1 from scratch, whereas for the two second cases (Resume and Reestablishment) the RRCSetup is a fallback procedure if the intended procedure fails.
Currently in RRCSetup, the RadioBearerConfig IE is included which contain the fields securityAlgortihmConfig and keyToUse as mandatory fields at e.g. SRB setup.
When the UE receives the RRCSetup and processes the radioBearerConfig, it has no security context (either didn’t have any or already deleted its previous context) and can therefore not configure any algorithms for SRB1.
Instead, the security for SRB1 is enabled in a subsequent message (SecurityModeCommand) which is sent on SRB1 only integrity protected. 


	
	

	Summary of change:
	The procedures for SRB addition are updated to account for addition of SRB1 without security.

Impact analysis
Impacted functionality:
· SRB1 establishment
Inter-operability: 
If the network is implemented according to this CR while the UE is not, the UE will fail to establish SRB1 as an error will occur during AS key derivation without KgNB.
If the UE is implemented according to this CR while the network is not, there is no inter-operability issue as the UE would ignore the securityConfig field during RRCSetup.

	
	

	Consequences if not approved:
	Procedures for establishing SRB1 in NR SA will be incorrect.
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5.3.5.6.3	SRB addition/modification
The UE shall:
1>	for each srb-Identity value included in the srb-ToAddModList that is not part of the current UE configuration (SRB establishment or reconfiguration from E-UTRA PDCP to NR PDCP):
2> establish a PDCP entity;
2> if AS security has been activated:
23>	establish a PDCP entity and configure the PDCP entityit with the security algorithms according to securityConfig and apply the keys (KRRCenc and KRRCint) associated with the master key (KeNB/ KgNB) or secondary key (S-KgNB) as indicated in keyToUse, if applicable;
2>	if the current UE configuration as configured by E-UTRA in TS 36.331 [10] includes an SRB identified with the same srb-Identity value:
3>	associate the E-UTRA RLC entity and DCCH of this SRB with the NR PDCP entity;
3>	release the E-UTRA PDCP entity of this SRB;
2>	if the pdcp-Config is included:
3>	configure the PDCP entity in accordance with the received pdcp-Config;
2>	else:
3>	configure the PDCP entity in accordance with the default configuration defined in 9.2.1 for the corresponding SRB;
1>	for each srb-Identity value included in the srb-ToAddModList that is part of the current UE configuration:
2>	if the reestablishPDCP is set:
3>	if target RAT is E-UTRA/5GC:
4>	configure the PDCP entity to apply the integrity protection algorithm and KRRCint key configured/derived as specified in TS 36.331 [10, 5.4.2.3], i.e. the integrity protection configuration shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;
4>	configure the PDCP entity to apply the ciphering algorithm and KRRCenc key configured/derived as specified in TS 36.331 [10, 5.4.2.3], i.e. the ciphering configuration shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;
3>	else:
4>	configure the PDCP entity to apply the integrity protection algorithm and KRRCint key associated with the master key (KeNB/KgNB) or secondary key (S-KgNB), as indicated in keyToUse , i.e. the integrity protection configuration shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;
4>	configure the PDCP entity to apply the ciphering algorithm and KRRCenc key associated with the master key (KeNB/KgNB) or secondary key (S-KgNB) as indicated in keyToUse, i.e. the ciphering configuration shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;
4>	re-establish the PDCP entity of this SRB as specified in 38.323 [5];
2>	else, if the discardOnPDCP is set:
3>	trigger the PDCP entity to perform SDU discard as specified in TS 38.323 [5];
2>	if the pdcp-Config is included:
3>	reconfigure the PDCP entity in accordance with the received pdcp-Config.

[bookmark: _Toc510018666][bookmark: _Toc524434630]END OF FIRST CHANGE
3GPP
